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1 Reason for Change

Consuming multiple services simultaneously may become a common use case in the BCAST context.

One example use case is that the user may decide to download some content while watching a life-streaming service. Another simplified example could be a football service, which may be free-of-charge, but if the user pays some extra, he/she could get a rolling text on the screen telling about the results of other simultaneous football matches. Also, it may occur that video and audio streams are protected with different STKM streams, e.g. if the audio is provided in multiple different languages, each to be purchased separately.

In practice, the user might consume multiple services and/or components simultaneously, and more than one of them may be protected and even parental coded.

The BCAST 1.0 specification itself does not restrict simultaneous consumption of multiple protected services. To support the use of such feature – i.e. consumption of multiple protected services simultaneously – may require the secure function to support multiple simultaneous – interleaved – STKM streams. But as this in practice is same as quick swapping between the services, it is likely that BCAST 1.0 secure function implementations already enable this.

However, when pincode-protected services are involved, the situation comes slightly more complex. It may occur that the user consumes one (or more) parental rated services, and the secure function may ask for the pincode before starting to decrypt the associated STKM stream. As the secure function would receive multiple STKM streams, it may assume that the user is swapping off and back the parental rated service. If the secure function implementation initiates pincode request every time when it assumes the user enters the parental coded service, this could effectively make it impossible to consume parental rated service simultaneously with another protected service.

If the secure function is located within the Terminal, the above described problem can be solved in Terminal implementation. BCAST 1.0 specifications already enable this. 

However, if the secure function is located in a Smartcard, the situation gets slightly more complex, and new event signaling may need to be specified. In practice, BCAST 1.1 should introduce a triggering mechanism, to let Terminal to tell the secure function in Smartcard, that the pincode-protected service is terminated (i.e. user swaps away from the service).

In practice, the triggering can be solved in an easy mechanism, where the Terminal triggers the secure function on Smartcard if – and only if – the pincode-protected service is terminated. After receiving such trigger, the next time the Smartcard receives an STKM of that same service, the Smartcard knows the service is (re)started.

Introducing such new trigger would not require introducing a new interface between Terminal and Smartcard. The interface specified in the section E.3.5 can be used, by simply adding a new event for indicating that a previously running pincode-protected service was terminated.
Note that after the trigger is sent for a particular service, there is no need to signal the re-start of the service. Instead, after the trigger, the next STKM of the service implies that the service has been re-started.

Note that the Smartcard Profile STKM contains a replay counter, which may be used to detect whether the consumption of the service was interrupted and then re-started. However, the counter does not provide any triggering, if the service interruption is relatively short. It may occur that the interruption is up to two TEK lifetimes, and yet the replay counter would not provide a hint that the service was interrupted in the middle. Thus, when the pinrequest needs to be re-initiated every time the user enters a parental coded service, replay counter does not provide reliable triggering.

This CR introduces changes:

· Enable simultaneous consumption of multiple protected services in BCAST 1.1 Terminal, and

· Add the mechanism to trigger the Smartcard when a pincode-protected service is terminated.

2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Group is proposed to agree the changes as introduced in the following section.
6 Detailed Change Proposal

Change 1:  Section 6.7.3.11.1
6.7.3.11.1 Parental Control

Enforcement of the parental control is done by checking the level_granted against the rating_value received in the STKM for the same rating_type.

In the STKM the country_code_flag SHALL be set to LTK_FLAG_FALSE.

If the parental_control access criteria are transmitted in the STKM and if the secure function is in the Smartcard, parental control enforcement SHALL be done by the Smartcard as explained below. Note that MBMS MIKEY implementations [3GPP TS 33.246 v7] will ignore the EXT BCAST for STKMs and therefore will not support the enforcement of parental control as described in this document. In this case, the Terminal MAY choose to enforce the parental_control. Alternatively, Terminal enforcement MAY be used in parallel with the Smartcard enforcement mechanism for providing an additional, locally controlled restriction on access. Note that in this case the most restricted level from the smartcard or the terminal will apply.

The result of the whole parental control checking process is as follows:

	Failure
	If the processing of the parental_control access criteria ends with failure, the secure function SHALL abort the processing of the STKM.

If the secure function is located on the Smartcard, it SHALL send an Operation Status code corresponding to ‘User not authorized’ with the current rating_value (received in the STKM) and the level_granted for this rating_type stored in the Smartcard. These data are sent as a response to the terminal for the current AUTHENTICATE command corresponding to OMA BCAST operation for parental control operation (see Error! Reference source not found.).

If the secure function is located on the Smartcard, it MAY send the proactive command ‘DISPLAY TEXT’ (as described in [3GPP TS 31.111 v6] or [3GPP2 C.S0035-A]) in order to inform the user that the level_granted stored in the card for the rating_type received in the STKM does not allow to view this service as they are not authorized to view services with the associated rating transmitted in the STKM.

	Success
	If the processing of the parental_control access criteria ends with success, the secure function performs the checks as defined in previous sections if needed. This will then allow the secure function to send the decrypted material to the terminal.


Parental control management in the Smartcard:

If the secure function is in the Smartcard, the terminal SHALL implement PINCODE requested processing (described below), operation on PINCODE (described below) and associated messaging to handle parental control management with the related processing (i.e.: response of AUTHENTICATE command corresponding to OMA BCAST operation for parental control operation (as described in Error! Reference source not found.), VERIFY PIN as defined in [ETSI TS 102.221]). The terminal MAY implement UNBLOCK PIN and proactive command DISPLAY TEXT.

The enforcement of the parental control is divided in several processing phases:

· Check the rating_value transmitted in the STKM against the level_granted stored in the Smartcard for the rating_type.

· Depending on the value of “PINCODE_to_unlock_disallowed”, check if the PINCODE has been verified. 

· Depending on the value of “PINCODE_to_unlock_disallowed”, request a PINCODE if necessary. A PINCODE provided by the user is checked against the PINCODE stored in the Smartcard. 

· Unblock a locked Parental Control PINCODE, if applicable.

The following gives details on these different steps:

· Check the rating_value transmitted in the STKM against the level_granted stored in the Smartcard for the rating_type:

The secure function SHALL first compare the rating_type received in the STKM against all of the rating_type values stored in the Smartcard.  If there is a level granted, depending on the rating_value and the rating_type, the outcome is success or failure:

	Success
	If there is a level_granted for the rating_type in the Smartcard and if it is an equal or more restrictive value than the rating_value received in the STKM, the checking of rating_value ends with success and the processing of STKM resumes. Requesting the PINCODE is not needed.

If there is no level_granted for the rating_type in the Smartcard, the user is authorized to view the content. The checking of rating_value ends with success and the processing of the STKM resumes. Requesting the PINCODE is not needed.

	Failure
	If there is a level_granted for the rating_type in the Smartcard and if it is less restrictive than the rating_value received in the STKM, the checking of rating_value ends with failure and the secure function triggers a request for the PINCODE. If the PINCODE is not defined in the Smartcard, the Smartcard aborts the processing of STKM and indicates to the user that they are not allowed to view this content. If “PINCODE_to_unlock_disallowed” is set to 0x1, the Smartcard aborts the processing of STKM and indicates to the user that he's not allowed to view this content.


Table 1 gives an example of comparison of the rating_value in the STKM against the level_granted stored in the Smartcard. In this example, the rating_type 9 (as defined in the OMA BCAST Parental Rating System Registry available at [OMNA]) is taken as an example.  Table 1 uses the following symbols:

X means that the secure function stops processing the STKM unless a valid PINCODE is provided.

O means that the secure function accepts processing the STKM without requesting a PINCODE.

Table 1: Example of Comparing STKM rating_value against Smartcard level_granted

	
	Smartcard level_granted

	
	none defined
	1 (least restrictive)
	2
	3
	4
	5 (most restrictive)

	STKM rating_value
	none defined
	O
	O
	O
	O
	O
	O

	
	1 (least restrictive)
	O
	O
	O
	O
	O
	O

	
	2
	O
	X
	O
	O
	O
	O

	
	3
	O
	X
	X
	O
	O
	O

	
	4
	O
	X
	X
	X
	O
	O

	
	5 (most restrictive)
	O
	X
	X
	X
	X
	O


Note that the term ‘more restrictive’ means that there are more constraints on having access to the content. This typically means the user age is higher. Note that actual numerical values of rating_value for certain rating_types do not always follow a linear scale, either from less restrictive to more restrictive or vice-versa. The corresponding logical order (from least restrictive to most restrictive) is based on the semantics of the individual rating values.  An informative example can be found in Error! Reference source not found. in Error! Reference source not found..

Note that the value for “not rated” or “undefined” SHALL be treated by default as “least restrictive”, unless its semantics is explicitly stated by the rating scheme.

· Check if PINCODE has been verified:

A PINCODE is defined in the Smartcard for the parental control function.  For using this PINCODE in the VERIFY PIN and UNBLOCK PIN commands, a key reference is assigned at the manufacture of the Smartcard.  The PINCODE function is optional in the Smartcard for the parental control.

Depending on the result of checking of rating_value against the granted_level value and if a PINCODE is defined in the Smartcard and “PINCODE_to_unlock_disallowed” is set to 0x0, the Smartcard SHALL check if the PINCODE has been verified previously for the same content. This verification results in the following.

	Success
	If the PINCODE has been previously verified with success the parental control ends with success and the processing of STKM resumes.  

The Smartcard SHALL NOT request that a PINCODE is entered if the PINCODE has been previously verified with success for the same content (i.e. when the SEK/PEK_ID and rating_type/rating_value pair is the same in the STKM). Information that the PINCODE has been verified SHALL be stored in the Smartcard and SHALL be reset if the content changes (SEK/PEK_ID or rating_type/rating_value change in the incoming STKM, or reception of an Event Signalling Mode command (Section E.3.5) when such command indicates a content change) if the terminal is switched off or if the transmission of STKM has been interrupted. This interruption in the transmission MAY be detected by a gap in the timestamp value in the incoming STKM (width of the gap MAY be adjusted by the service provider at the manufacture stage of the Smartcard) against the value stored in the replay counter of the SEK/PEK_ID.  As a complement to this usual detection, this interruption MAY be signaled by the terminal with the Event Signalling Mode command, event 0x00 (Section E.3.5).
It is possible that the terminal simultaneously consumes multiple services protected with separate STKM streams. In such cases the terminal can interleave the received STKM streams and send the STKM messages from different streams to the Smartcard. Therefore the Smartcard SHALL not interpret change in SEK/PEK_ID in the STKM compared to previously received STKM as a trigger to request a PINCODE. If the secure function is located on the Smartcard, the Terminal SHALL trigger the termination of the last instance of a pincode-protected service to the Smartcard with the Event Signalling Mode command, event 0x01 (Section E.3.5). 

	Failure
	If the PINCODE has not been verified or the verification process ended with failure the Smartcard proceeds to request the PINCODE.


· Request a PINCODE if necessary. A PINCODE provided by the user is checked against the PINCODE stored in the Smartcard:

If the Smartcard needs to request a PINCODE, the following applies:

The Smartcard aborts the STKM processing by sending a response to the terminal for the current AUTHENTICATE command corresponding to OMA BCAST operation for parental control operation (see Error! Reference source not found.) with:

· A status code corresponding to 'PINCODE blocked' and the key reference corresponding to the PIN used for parental control if the Parental control PIN has been previously blocked or

· A status code corresponding to ‘PINCODE required’ and the key reference corresponding to the PIN used for parental control in order to request from the terminal a PINCODE verification processing.

At the reception of the response with a status code corresponding to ‘PINCODE required’, the terminal asks the user to enter the PINCODE and sends this PINCODE to the Smartcard using the APDU command VERIFY PIN defined in [ETSI TS 102.221] on the PIN corresponding to the key reference value transmitted in the response of AUTHENTICATE command.

The result of the VERIFY PIN command is success or failure:

	Success
	If the VERIFY PIN ends with success, the terminal SHALL resend the STKM to the secure function in the Smartcard for the processing.

	Failure
	If the VERIFY PIN ends with failure, the terminal MAY request another entry of the PINCODE.  Three false entries SHALL block the PINCODE.


· Unblock a locked Parental Control PINCODE:

When the user has entered the wrong PINCODE three times in the verification process, the PINCODE is blocked in the Smartcard.  After receiving a response with a status code corresponding to ‘PINCODE blocked’, the terminal MAY ask the user to unblock the PINCODE. 

When unblocking the PINCODE, the terminal MAY request the user to input an UNBLOCK PIN value and a new personal PINCODE. The new PINCODE value SHALL be sent to the Smartcard using the APDU command UNBLOCK PIN, together with the UNBLOCK PIN value, as specified in [ETSI TS 102.221]. 

The terminal MAY use the command UNBLOCK PIN defined in [ETSI TS 102.221] with the key reference received in the response of AUTHENTICATE command. 

NOTE: The acquisition of the UNBLOCK PIN value uses out-of-band mechanism, e.g. by post or by calling to operator’s customer service center.

Change 2:  E.3.5
E.3.5 Event Signalling Mode

E.3.5.1 Description of the Command

BCAST Smartcards MAY support the command described in this section if the parental control is supported by the Smartcard. 

The command "Event Signalling Mode" signals to the Smartcard that a specific event occurred. 

Input:

‑
Event type
Output:

· none

An example of use of this Event Signalling Mode is given in Error! Reference source not found..

E.3.5.2 Command Parameters and Data

If the P2 parameter in the OMA BCAST Command is ‘04’: "Event Signalling Mode", the command parameters shall be coded as follows:

See Section Error! Reference source not found. for the coding of P1 parameter.

As the input parameter is always present for this command, and no output is returned from the Smartcard, the P1 parameter will always take the value "first block of data" and the following coding holds:

Table 2: Coding input data

	Byte(s)
	Description
	Coding
	M/O
	Length


	1
	 Event Signalling Data Object tag ('73')
	As defined in TS 31.101 [3GPP TS 31.101 v6] for BER-TLV data object
	M
	1

	2 to 1+A bytes (A ≤ 4)
	Event Signalling Data Object length (L1)
	As defined in TS 31.101 [3GPP TS 31.101 v6] for BER-TLV data object
	M
	A

	A+2 to A+6
	Event Type TLV (Note1)
	See below
	M
	3

	A+7 to A+7+L2
	Event Type Parameter TLVs (Note2)
	See below
	O
	L2

	Note1: Only one Event Type TLV (and associated Event Type Parameter TLVs, if any) is allowed in the command

Note2: This TLV is present if the Event Type has parameters. There can be more than one Event Type Parameter TLV per Event Type TLV.


Additional Event Type TLVs MAY be defined in the future. The Smartcard SHALL ignore data objects that it does not recognise.

Table 3: Coding of Event Type TLV

	Description
	Value
	M/O
	Length (bytes)

	Event Type Tag
	'8F'
	M
	1

	Length
	1
	M
	1

	Event Type
	See below
	M
	1


Table 4: Coding of Event Type Byte

	Value
	Description

	0x00
	Zapping 

	0x01
	Terminating a pincode-protected service

	0x02 – 0x7F
	Reserved for future use 

	0x80 – 0xFF
	Reserved for specific event proprietary signalling (e.g. due to local regulations on parental control)


Table 5: Coding of Event Type Parameter TLV

	Description
	Value
	M/O
	coding
	Length (bytes)

	Event Type Parameter Tag
	'95'
	M
	
	1

	Length
	L3
	M
	As defined in TS 31.101 [3GPP TS 31.101 v6] for BER-TLV data object
	B

	Event Type Parameter
	Specific to each event type (see table 1xx)
	M
	Specific to each event type
	L3



Table 1xx: Coding of Event Type Parameter

	Description
	Value
	M/O
	coding
	Length (bytes)

	Terminating a pincode-protected service (0x01)
	MSK ID
	M
	As defined in TS 31.101 [3GPP TS 31.101 v6] for MSK ID
	L3
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