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1 Reason for Change

Input contribution OMA-BCAST-v1_1-2008-0051_INP_Parental_control_for_service_subscription which was presented during the Paris meeting (April 2008) proposed to add a separate parental control for service subscription (renamed to “Service Ordering” in this CR to include both service subscription and service purchase) by extending the Service Request. This CR implements the proposal by

· adding E1 element ‘ParentalControlPinCode’ in the Service Request for submitting PINCODE to BSM which enforces the parental control for service ordering

· adding section 5.1.10 explaining the behaviour of terminal and BSM with regards to parental control for service ordering

· adding four status codes in section 5.11 “Global Status Codes”:

· 032: Parental Control Restriction- Request Disallowed
· 033: Parental Control Authentication Requested
· 034: Parental Control Verification Failed
· 035: Parental Control PINCODE Blocked

· adding SCR for BCAST Client and BCAST BSM
Note: Status code 032: “Parental Control Restriction- Request Disallowed” was included to comply with the use case described in OMA-BCAST-v1_1-2009-0009R02-CR_SCP_Remote_parental_PIN_request_control.

This CR is part of a package of contributions to handle the item “parental control for service ordering”. The package includes the following contributions

· OMA-BCAST-v1_1-2009-0111-INP_Parental_control_for_service_ordering_Scenarios
· OMA-BCAST-v1_1-2009-0112-CR_Parental_control_for_service_ordering_TS_Services
· OMA-BCAST-v1_1-2009-0063-CR_Parental_control_for_service_ordering_AD (agreed during Helsinki meeting)
R01:

· Clarified in Section 5.1.10 that the BSM for each terminal will store a level granted associated with the terminal and also one PINCODE associated with the terminal. (Comment by Qualcomm).
R02:

· Added support also for the Token Purchase Request (comment by Gemalto).
R03:

· Added support for verification in Smartcard in case of SCP thereby making a joint solution of Ericsson’s solution and solution 1 by Gemalto.
· This CR has a companion CR in OMA-BCAST-v1_1-2009-0128R02 which handles the SCP related work in the BCAST SPCP specification.
R04:

· All instances of defined terms “Parental Control for Service Purchase” changed to initial capital letters (comment 2 by Nokia in R&A). Instances of “terminal” were not changed to initial capital letters to be consistent with the rest TS Services.
· Clarified the description of the contents of the ‘Challenge’ element (comment 3 by Nokia in R&A)
· Clarified in Section 5.1.10.1 that a BSM and terminal can support either of the generic solution or Smartcard solution even though SCP is supported (comment 4 by Nokia in R&A):

· “Independently from supported Service Protection profile(s), BSM MAY support and use the generic solution specified in section ‎5.1.10 or the Smartcard Profile extension of Parental Control for Service Ordering described in this section.”

· “Independently from supported Service Protection profile(s), terminal MAY support and use the generic solution specified in section ‎5.1.10 or the Smartcard Profile extension of Parental Control for Service Ordering described in this section.”
R05:

· All instances of defined term “Terminal” changed to initial capital letter in the text added by this CR (comment by Nokia).
· Removed examples in the description of the ‘Challenge’ element (comment by Nokia).
2 Impact on Backward Compatibility

The package of contributions described in the reason for change has the following impact on backward compatibility:
BCAST 1.0 Server

No impact, the server will ignore ‘ParentalControlPinCode’ element in case it is instantiated in the Service Request as assumed in OMA-BCAST-v1_1-2009-0036R01-INP_Practical_guide_for_BCAST_1.1_extensions.
BCAST 1.0 Terminal

Impact, the terminal will not be able to understand the new error codes 032, 033 and 034 which can be returned by the BSM in case the terminal requests subscription/purchase of purchase items which have an associated parental rating for service ordering.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Accept the proposed change for inclusion into BCAST 1.1.

6 Detailed Change Proposal

Change 1:  Adding new error codes in mapping table
5.1.4 Use of Global Status Codes for Service Provisioning Messages

Error! Reference source not found. proposes example values from Error! Reference source not found. for the transaction messages that require the use of Global Status Codes. The values shown below are for informative purposes and the full range of values of Error! Reference source not found. are applicable to all messages if deemed required.


	TS-BCAST_Services
	5.1.5.1.2 Pricing Information Response
	000, 001, 002, 003, 007, 008, 011, 013, 015, 016, 017, 018, 019, 020, 021, 023

	
	5.1.6.2.2 Service Response
	000, 001, 002, 003, 004, 005, 006, 007, 008, 009, 011, 013, 014, 015, 016, 017, 018, 019 020, 021, 023, 031, 032, 033, 034, 035

	
	5.1.5.3.2 Long-Term Key Renewal Response
	000, 001, 002, 004, 005, 006, 007, 008, 010, 011, 013, 015, 016, 017, 018, 019, 020, 021, 022, 023, 024,

	
	5.1.5.4.2 Unsubscribe Response
	000, 001, 002, 007, 008, 010, 011, 013, 015, 016, 017, 018, 019, 020, 021, 022, 023

	
	5.1.5.5.2 Token Purchase Response
	000, 001, 002, 004, 005, 006, 007, 008, 009, 011, 013, 015, 016, 017, 018, 019, 020, 021, 022, 023, 024, 032, 033, 034, 035

	
	5.1.5.6.2 Account Inquiry Response
	000, 001, 002, 004, 005, 007, 008, 011, 013, 014, 015, 017, 018, 019, 020, 021, 023

	
	5.7.2.3. Roaming Authorization Response
	000, 001, 002, 003, 004, 005, 006, 007, 008, 009, 010, 011, 013, 014, 015, 016, 017, 018, 019, 020, 021, 022, 023, 024, 025, 026

	
	5.7.2.5 RoamingServiceResponse
	000, 001, 002, 003, 004, 005, 006, 007, 008, 009, 010, 011, 013, 014, 015, 016, 017, 018, 019, 020, 021, 022, 023, 024, 025, 026


Table 1: Cross Reference Table (Informative)

Change 2:  Adding E1 element ‘ParentalControlPINCODE’ to Service Request
5.1.5.2.1 Service Request

This message is sent by the terminal to the BSM to request the subscription to, or purchase of, the associated purchase item. 
If the price is specified in the request message and it differs from the price calculated by the BSM for one or more of the purchase items included in the request, the BSM SHALL respond with Pricing Information Response message (5.1.5.1.2). 
Also, if the price is not specified for one or more of the purchase items in the request message, the BSM SHALL respond with Pricing Information Response message (5.1.5.1.2). Otherwise, the BSM SHALL respond with Service Response message (5.1.5.2.2).
In a similar fashion, in case the ServiceRequest message does not contain an instance of the ‘UserConsentAnswer’ element for a ‘PurchaseItem’ element, while it is expected that the user agrees to terms of use at the time of subscription for the said ‘PurchaseItem’, the BSM MAY respond with a PricingInformationResponse message that contains the ‘TermsOfUse’ element for the PurchaseItem(s) requiring it, or return the error code ‘31’ in the itemwiseStatusCode indicating that BSM rejected the subscription because the user did not agree to the terms of use. In the latter case the terminal MAY issue a PrincingInformationRequest to obtain the terms of use. 

In case the BSM answers a Service Request with a Pricing Information Response, the latter SHALL list at least all those purchase items requested in the related Service Request for which subscription-related information (e.g. pricing, terms of use, subscription type) is absent or incorrect. The terminal SHALL consider it has accurate subscription-related information for those purchase items provided in the Service Request but not present in the Princing Information Response.

	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	ServiceRequest
	E
	
	
	Service Request Message to subscribe or purchase PurchaseItem

Contains the following attributes:

   requestID

Contains the following elements:

   UserID

   DeviceID

   ServiceEncryptionProtocol

   PurchaseItem

   DrmProfileSpecificPart

      BroadcastRoamingSpecificPart
   ParentalControl
The Service Request message MAY contain an instance of  the DrmProfileSpecificPart element.  
	

	requestID
	A
	O
	0..1
	Identifier for the Service request message.
	unsignedInt

	…
	…
	…
	…
	…
	…

	BroadcastRoamingSpecificPart
	E1
	O
	0..1
	This element provides information to help processing the Service Request  in case of roaming. For rules on how to use this element, see section Error! Reference source not found..

If the BSM support Broadcast Roaming, it SHALL support this element.

If the Terminal support Broadcast Roaming, it SHALL support this element.
	

	HomeBSM
	E2
	M
	0..1
	In case the Service Provisioning request is issued against the Visited BSM, this element indicates the Home BSM of the terminal in the context of this request.
	complexType as defined for ‘BSMFilterCode’ in section  5.4.1.5.2 of [BCAST10-SG]

	VisitedBSM
	E2
	M
	0..1
	In case the Service Provisioning request is issued against the Home BSM, this element indicates the Visited BSM from which the user wishes to purchase service.
	complexType as defined for ‘BSMFilterCode’ in section  5.4.1.5.2 of [BCAST10-SG]

	ParentalControl
	E1
	O
	0..1
	This element contains information used for enforcement of Parental Control for Service Ordering.

Contains the following elements:

ParentalControlPinCode

MAC

Only one of the above two elements SHALL be instantiated at the same time. Implementation in XML schema using <choice>.
	

	ParentalControlPinCode
	E2
	O
	0..1
	The string representation of the PINCODE used during the PINCODE verification phase in the BSM when enforcing Parental Control for Service Ordering. As an example, a parental control PINCODE equal to 020579 is encoded as “020579”.
The PINCODE provided in this element applies to all the purchase items included in the service request.

For information on how to use this element, see section 5.1.10
.
	string

	MAC
	E2
	O
	0..1
	Message Authentication Code computes by the Smartcard on the client side in case a parental protection is applied to the service provisioning message. This MAC is used by the BSM to verify that the service request message has been controlled by the parental control service provisioning function on the client side. This MAC is present in the service request following a service response containing a Challenge for the same RequestID..

 The MAC is coded in 32 bytes.

 For information on how to use this element, see section 5.1.10.1
.
	 string


Table 2: Structure of Service Request in General Service Provisioning Message 
5.1.5.2.2 Service Response

This message is sent to the terminal from the BSM in response to the request for subscription to the Service Request message.  This message is applicable to both the DRM Profile and Smartcard Profile.

	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	ServiceResponse
	E
	
	
	Service Response Message

Contains the following attributes:

   requestID

   globalStatusCode

   adaptationMode
KeyMaterialAvailableFrom
Contains the following elements:

   PurchaseItem

   DrmProfileSpecificPart
   SmartcardProfileSpecificPart

	

	…
	…
	…
	…
	…
	…

	SmartcardProfileSpecificPart
	E1
	O
	0..1
	Service & Content Protection Smartcard-profile specific part. This part is MANDATORY to support for the Smartcard Profile, and is not applicable to the DRM Profile.

Contains the following elements:

LTKM
Challenge

	

	LTKM
	E2
	O
	0..N
	Smartcard profile BCAST LTKM (base64-encoded MIKEY message). This element MAY be present -  if the terminal and the BSM have agreed on “HTTP” as a LTKM delivery mechanism during the registration procedure (see section 5.1.6.10), and the BSM wishes to deliver LTKM to the terminal at the moment the ServiceResponse is done.
	base64Binary

	Challenge
	E2
	O
	0..1
	This element corresponds to a challenge sent for the authentication of the user when the service ordering has been determined by the BSM to be protected. This challenge is sent to Smartcard supporting the Parental Control for Service Ordering protection (see [BCAST11-ServContProt ]).  This element in this case is present in the first service response of the transaction described in (section 5.1.10.1). 

The Challenge is coded in 32 bytes.
This element SHALL only be used for the Smartcard Profile extension of Parental Control for Service Ordering as described in section 5.1.10.1
.
The challenge is any value of 32 bytes and is BSM implementation dependant.

	String


Table 3: Structure of Service Response in General Service Provisioning Message 

** These (ROAP Messages) are DRM profile specific. They are defined in [DRMDRM-v2.0].
Change 3:  Adding E1 element ‘ParentalControlPINCODE’ to Token Purchase Request
5.1.5.5.1 Token Purchase Request

This message is sent by the terminal to the BSM to request the purchase of tokens, or credits, to enable future consumption of broadcast services/content. The quantity of which is identified by the requested token amount.  This message is applicable to both the DRM Profile and Smartcard Profile.

In the case of the (U)SIM Smartcard Profile, the terminal SHALL handle the PDP context used by this procedure as specified in section 5.1.6.12.

	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	TokenPurchaseRequest
	E
	
	
	Token Purchase Request Message

Contains the following attributes:

   requestID

Contains the following elements:

   UserID

   DeviceID

   PermissionsIssuerURI

   TokensRequested

   BroadcastRoamingSpecificPart
   ParentalControl

	

	requestID
	A
	O
	0..1
	Identifier for the Token Purchase request message.
	unsignedInt

	…
	…
	…
	…
	…
	…

	BroadcastRoamingSpecificPart
	E1
	O
	0..1
	This element provides information to help processing the Service Request  in case of roaming. For rules on how to use this element, see section 5.7.3.

If the BSM support Broadcast Roaming, it SHALL support this element.

If the Terminal support Broadcast Roaming, it SHALL support this element.
	

	HomeBSM
	E2
	M
	0..1
	In case the Service Provisioning request is issued against the Visited BSM, this element indicates the Home BSM of the terminal in the context of this request.
	complexType as defined for ‘BSMFilterCode’ in section  5.4.1.5.2 of [BCAST10-SG]

	VisitedBSM
	E2
	M
	0..1
	In case the Service Provisioning request is issued against the Home BSM, this element indicates the Visited BSM from which the user wishes to purchase service.
	complexType as defined for ‘BSMFilterCode’ in section  5.4.1.5.2 of [BCAST10-SG]

	ParentalControl
	E1
	O
	0..1
	This element contains information used for enforcement of Parental Control for Service Ordering.

Contains the following elements:
ParentalControlPinCode

MAC

Only one of the above two elements SHALL be instantiated at the same time. Implementation in XML schema using <choice>.
	

	ParentalControlPinCode
	E2
	O
	0..1
	The string representation of the PINCODE used during the PINCODE verification phase in the BSM when enforcing Parental Control for Service Ordering. As an example, a parental control PINCODE equal to 020579 is encoded as “020579”.

For information on how to use this element, see section 5.1.10
.
	string

	MAC
	E2
	O
	0..1
	Message Authentication Code computes by the Smartcard on the client side in case a parental protection is applied to the service provisioning message. This MAC is used by the BSM to verify that the token purchase request message has been controlled by the parental control service provisioning function on the client side. This MAC is present in the token purchase request following a token purchase response containing a Challenge for the same RequestID..

 The MAC is coded in 32 bytes.

 For information on how to use this element, see section 5.1.10.1
.
	 string


Table 4: Structure of Token Purchase Request in General Service Provisioning Message 

** These (ROAP Messages) are DRM profile specific
5.1.5.5.2 Token Purchase Response
This message, sent from the BSM to the terminal, represents a successful outcome, either unconditional or conditional in nature, in response to the Token Purchase Request. This message is applicable to both the DRM Profile and Smartcard Profile. 
	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	TokenPurchaseResponse
	E
	
	
	Token Purchase Response

Contains the following attributes:

   requestID

   globalStatusCode

Contains the following elements:
   TokensGranted
   DrmProfileSpecificPart

   SmartcardProfileSpecificPart

Note: DrmProfileSpecificPart and SmartcardProfileSpecificPart are mutually exclusive – TokenPurchaseResponse SHALL contain either the DrmProfileSpecificPart or SmartcardProfileSpecificPart.
	

	…
	…
	…
	…
	…
	…

	SmartcardProfileSpecificPart
	E1
	O
	0..1
	Service & Content Protection Smartcard Profile specific part. This part is MANDATORY to support for the Smartcard Profile, and is not applicable to the DRM Profile.

Contains the following element:

      LTKM
      Challenge
	

	LTKM
	E2
	O
	0..N
	Smartcard profile BCAST LTKM (base64-encoded MIKEY message). This element is present if the terminal and the BSM have agreed on “HTTP” as a LTKM delivery mechanism during the registration procedure (see section 5.1.6.10)
	base64Binary

	Challenge
	E2
	O
	0..1
	This element corresponds to a challenge sent for the authentication of the user when the service ordering has been determined by the BSM to be protected. This challenge is sent to Smartcard supporting the Parental Control for Service Ordering protection (see [BCAST11-ServContProt ]).  This element in this case is present in the first token purchase response of the transaction described in (section 5.1.10.1). 

The Challenge is coded in 32 bytes.

This element SHALL only be used for the Smartcard Profile extension of Parental Control for Service Ordering as described in section 5.1.10.1
.

The challenge is any value of 32 bytes and is BSM implementation dependant.

	String


Table 5: Structure of Token Purchase Response in General Service Provisioning Message 

**These (ROAP messages) are OMA DRMv2.0 specific. They are defined in [DRMDRM-v2.0]. Implementation in XML schema will be done by referenceing the “RoapTrigger element from the OMA DRM2.0 ROAP protocol schema. Other service protection mechanisms will map their own respective messages to the corresponding fields.
Change 4:  Adding new section to explain the functionality

5.1.10 Parental Control for Service Ordering
The BSP-M in the BSM MAY enforce Parental Control for Service Ordering, i.e., parental control for service subscription, service purchase, and token purchase. The parental rating for service ordering is signalled in the ‘ParentalRating’ element of the ‘PurchaseItem’ fragment as described in [BCAST11
-SG]. This element is merely an indication to the user which restriction the BSM enforces with regards to parental control and the Parental Control for Service Ordering is completely enforced within the BSM.
If the BSM receives a Service Request message used for the subscription/purchase of one or more purchase items which are subject to parental rating restrictions, the BSM enforces parental control on each of these purchase items one by one according to the following bullets. Correspondingly, the same bullets apply also for any purchase item specified in a Token Purchase Request message.
1. If the purchase item is associated with a less restrictive parental rating than the level granted for the Terminal, the purchase item passes the parental control enforced by the BSM and the BSM responds to the request by specifying status code 000 “Success”.

2. If the purchase item is associated with a more restrictive parental rating than the level granted for the Terminal and it is not possible to pass parental control by providing PINCODE, the BSM responds by specifying status code 032 “Parental Control Restriction- Request Disallowed” (see section 5.11
) for the purchase item in the Service Response/Token Purchase Response.

3. If the purchase item is associated with a more restrictive parental rating than the level granted for the Terminal and no parental control PINCODE is provided in the Service Request/Token Purchase Request, the BSM requests the Terminal to provide the parental control PINCODE by specifying status code 033 “Parental Control Authentication Requested” (see section 5.11
) for the purchase item in the Service Response/Token Purchase Response.

4. If the purchase item is associated with a more restrictive parental rating than the level granted for the Terminal and a parental control PINCODE specified in the Service Request/Token Purchase Request, the BSM verifies the specified PINCODE against the PINCODE associated with the Terminal.
· If the verification fails, status code 034 “Parental Control Verification Failed” (see section 5.11
) is specified for the purchase item in the returned Service Response/Token Purchase Response. Alternatively, status code 035 “Parental Control PINCODE Blocked” is specified as explained in the subsequent bullet.
· If the PINCODE associated with the Terminal has been blocked by the BSM, e.g., the amount of incorrect PINCODEs submitted exceeds the limit set by the BSM, status code 035 “Parental Control PINCODE Blocked” (see section 5.11
) is specified for the purchase item in the returned Service Response/Token Purchase Response.
· If the verification succeeds, the purchase item passes the parental control enforced by the BSM.

Note: For each Terminal the BSM stores the level granted associated with the Terminal (this level is possibly mapped onto several rating systems) along with one Parental Control for Service Ordering PINCODE. How the BSM retrieves and stores the level granted associated with a Terminal and the PINCODE associated with a Terminal is out-of-scope of this specification.
The Terminal MAY support Parental Control for Service Ordering. A Terminal supporting Parental Control for Service Ordering MAY ask the user to input the parental control PINCODE for service ordering in case the BSM sends a Service Response/Token Purchase Response containing status code 033 “Parental Control Authentication Requested” or status code 034 “Parental Control Verification Failed”. After the user has inputted the PINCODE, it can be provided in the ‘ParentalControlPinCode’ element of a Service Request/Token Purchase Request along with the purchase items for which the BSM requested a PINCODE to be provided.
Note: How the user acquires the parental control PINCODE value for service ordering is out of scope of this specification. Examples of mechanisms that can be used include post and calling to operator’s customer service centre.

In order to authenticate the Terminal, the BSM and Terminal MAY support HTTPS POST or HTTP digest authentication as described in section 5.1.3
. In addition, the BSM and Terminal MAY support HTTPS POST for General Service Provisioning Messages to provide confidentiality protection of a PINCODE submitted in Service Request as described in section 5.1.1.1
.
A Terminal supporting Parental Control for Service Ordering SHALL support detection of the ‘Challenge’ element in service provisioning messages. A Terminal is thereby able to differentiate between generic solution for parental control of service ordering described in this section compared to the Smartcard Profile extension described in section 5.1.10.1
.
5.1.10.1 Smartcard Profile Extension
Independently from supported Service Protection profile(s), BSM MAY support and use the generic solution specified in section ‎5.1.10
 or the Smartcard Profile extension of Parental Control for Service Ordering described in this section.  For the Smartcard Profile extension, the Parental Control for Service Ordering is enforced within the BSM or locally in the Smartcard and verification of the PINCODE is enforced by the Smartcard in the Terminal at the BSM request. 
 If Parental Control for Service Ordering is enforced by the BSM, the BSM operates as described for the generic solution in step 1 and 2 in section 5.1.10
 . In order to signal to the Terminal that the Smartcard Profile extension is used, the BSM SHALL in step 3 instantiate the ‘Challenge’ element of the service provisioning response. 
The BSM MAY also, at the reception of a service request/token purchase request, systematically request Parental PINCODE verification allowing a local enforcement of the Parental Control for Service Ordering in the Smartcard. In this case the BSM specifies the status code 033 “Parental Control Authentication Requested” (see section 5.11
) and instantiates the ‘Challenge’ element in the Service Response/Token Purchase Response.
Note: The ‘ParentalControlPinCode’ element of the service provisioning request is not used by the Smartcard Profile extension.
Independently from supported Service Protection profile(s), Terminal MAY support and use the generic solution specified in section ‎5.1.10
 or the Smartcard Profile extension of Parental Control for Service Ordering described in this section. The Terminal operates according to the following bullets at the reception of the service provisioning response with a status code 033 “Parental Control Authentication Requested” and ‘Challenge’ element instantiated:

· If the Terminal doesn’t support the Parental Control for Service Ordering for Smartcard Profile, the Terminal informs the user that the request is disallowed.

· If the Terminal supports the Parental Control for Service Ordering for Smartcard Profile, the Terminal checks that the Smartcard implements the Service Provisioning Message Protection reading the EFBST in the Smartcard (see [BCAST11-ServContProt])

· If the Smartcard doesn’t support the Service Provisioning Message Protection, the Terminal informs the user that the request is disallowed.

· If the Smartcard supports the Service Provisioning Message Protection, the Terminal sends to the Smartcard using the AUTHENTICATE command  in MBMS Security Context for OMA BCAST operation defined for Parental Control Service Provisioning Mode, the service provisioning type information, the requestID of the request and the Challenge included in the service provisioning response by the BSM .(see [BCAST11-ServContProt])

· If the Terminal receives in the response of the AUTHENTICATE command an operation status code indicating that a PINCODE is required (i.e. “PINCODE required”) with the Key reference of the PIN defined for the Parental Control for Service Ordering, the Terminal SHALL then prompt the user for verification of the Parental Control for Service Ordering PINCODE using the VERIFY PIN command and the Key Reference transmitted by the Smartcard in the response of the AUTHENTICATE Command. After a successful verification of the PINCODE the Terminal re-sends the AUTHENTICATE Command to obtain the Message Authentication Code of the Challenge transmitted in the command. After reception of this Message Authentication Code in the response of the AUTHENTICATE command, the Terminal sends to the BSM a new service provisioning message similar to the first one but including this MAC received from the Smartcard .

· If the Terminal receives in the response of the AUTHENTICATE command an operation status code indicating that the PINCODE is blocked (i.e. “PINCODE blocked”), the Terminal SHOULD signal to the user that the service request is not allowed and that the Parental PINCODE is blocked.

At the reception of the service provisioning message including a MAC, the BSM verifies the MAC received to authenticate the issuer of the MAC and verify that the sending of the service provisioning message has been controlled by the parent. This replaces the step 4 of the generic solution.
The verification of the MAC is done in the following way:

· the BSM derives an Authentication  Key  (Serv_Prov_Auth_Key (SPAK)) from the SMK associated to the client using the service provisioning type of the message and the request ID received in the service provisioning message. The SPAK shall be derived from the key SMK using the GBA key derivation function (see Annex B of [3GPP TS 33.220]) as follows (see notation style is explained in Annex B of [3GPPTS 33.220]):

· FC = 0x01,


· P0 = "bcast-serv-prov" (i.e. 0x62 0x63 0x61 0x73 0x74 0x2d 0x73 0x65 0x72 0x76 0x2d 0x70 0x72 0x6f 0x76), and

· L0 = length of P0 is 15 octets (i.e. 0x00 0x0f).

· P1 = Service Provisioning Type 

· L1 = Length of P1 is 1 octet (i.e 0x00 0x01)

· P2 = requestID 

· L2 = Length of P2 is 4 octets (i.e. 0x00 0x04)
Where Service Provisioning Type is coded as follows:

Table xx: Service_provisioning_type Coding
	Value
	Description

	0x00
	Service request

	0x01
	Token purchase request

	0x02 to 0xFF
	Reserved for future use


The Key to be used in key derivation shall be the SMK

In summary, the SPAK shall be derived from the SMK as follows:

SPAK = KDF (SMK, “bcast-serv-prov”, Service Provisioning Type, requestID)

· The BSM then computes the MAC code of the Challenge sent previously in the response of the corresponding first service provisioning request

MAC’ = HMAC-SHA-256(SPAK, Challenge)

· The BSM then compares the MAC’ obtained to the MAC received in the service provisioning message. 

· If the MAC’=MAC then the service provisioning message is correct and has been protected by the parental control function in the Smartcard. Then the BSM responds to the service request by specifying status code 000 “Success”
· If the MAC’ ≠ MAC then the service provisioning message is not correct and has been modified or has not been controlled by the Smartcard. Then the BSM responds to the service request by specifying status code 034 “Parental Control Verification Failed”
Change 5:  Adding four error codes
5.11 Global Status Codes

The following table lists all the possible status codes for success or error case, and their applicability to each transaction.  The table is to be used for GlobalStatusCode and roamingAuthorizationStatus in Provisioning and Roaming response messages. The codes may also be used in other response messages in other BCAST technical specifications. 
	Code
	Status

	000
	Success

The request was processed successfully.

	…
	…

	031
	User must agree to the terms of use

Indicates that the BSM rejected the subscription because the user did not agree to the terms of use.

	032
	Parental Control Restriction- Request Disallowed
This code indicates that the purchase item is associated with a more restrictive parental rating than the level granted for the Terminal, and that it is not possible to pass parental control enforced by the BSM by submitting a PINCODE. It is not possible for the Terminal to purchase/subscribe to the purchase item or buy tokens for the purchase item.


	033
	Parental Control Authentication Requested
This code indicates that the ordered item (e.g., purchase item) is associated with a more restrictive parental rating than the level granted for the Terminal, and that the BSM requests a parental control PINCODE or MAC (in case of  Smartcard Profile Extension) to be submitted in order for the service ordering to pass the parental control enforced by the BSM.

In this case, a new Service Request/Token Purchase Request should be sent which includes the concerned purchase item and the parental control PINCODE or MAC used for service ordering.

	034
	Parental Control Verification Failed
This code indicates that the BSM failed to verify the submitted PINCODE or MAC (in case of Smartcard Profile Extension) used for Parental Control for Service Ordering. The provided PINCODE did not match the PINCODE associated with the Terminal, or the provided MAC did not match the MAC computed by the BSM.
In case the generic solution is used, the user can be asked to input a new PINCODE to be provided in a new Service Request/Token Purchase Request which includes the concerned purchase item.

	035
	Parental Control PINCODE Blocked

This code indicates that the PINCODE associated with the Terminal is blocked. Reasons for a PINCODE to be blocked include, e.g., that a certain amount of incorrect PINCODEs, which exceeds the limit set by the BSM, have been submitted.
This status code SHALL NOT be used for the Smartcard Profile Extension of Parental Control for Service Ordering, see section 5.1.10.1
.

	036 ~ 127
	Reserved for future use

	128 ~ 255
	Reserved for proprietary use


Table 6: Global Status Codes
Change 6:  Adding SCR for terminal

Appendix C Static Conformance Requirements
(Normative)

The notation used in this appendix is specified in [IOPPROC].

Note 1: References refer to this specification unless otherwise noted.

Note 2: BCAST adaptation specifications, in which it is specified how the BCAST 1.0 enabler is implemented over a specific BDS (Broadcast Distribution System), may overrule or adapt requirements from this SCR or provide additional requirements

C.1 SCR for BCAST Client

	Item
	Function
	Reference
	Status
	Requirement

	BCAST-SERVICES-C-001
	Terminal with access to interaction channel
	general
	O
	BCAST-SERVICES-C-011 AND

BCAST-SERVICES-C-012 AND

BCAST-SERVICES-C-013 AND

BCAST-SERVICES-C-017 AND

BCAST-SERVICES-C-018 AND

BCAST-SERVICES-C-019 AND

BCAST-SERVICES-C-020 AND

BCAST-SERVICES-C-025 AND

BCAST-NT-C-003 AND

BCAST-NT-C-005

	BCAST-SERVICES-C-002
	Terminal with access to interaction channel and support for Service and/or Content Protection
	general, [BCAST10-ServContProt]
	O
	BCAST-SERVICES-C-006 AND

BCAST-SERVICES-C-007 AND 

BCAST-SERVICES-C-008

	BCAST-SERVICES-C-003
	Terminal supporting SMS
	general
	O
	BCAST-SERVICES-C-014

	BCAST-SERVICES-C-004
	Terminal supporting MMS
	general
	O
	BCAST-SERVICES-C-015

	BCAST-SERVICES-C-005
	Terminal supporting Voice call
	general
	O
	BCAST-SERVICES-C-016

	BCAST-SERVICES-C-006
	Service Provisioning
	Section 5.1
	O
	

	BCAST-SERVICES-C-007
	HTTP POST for service provisioning
	Section 5.1.1
	O
	

	BCAST-SERVICES-C-008
	Provisioning Messages
	Section 5.1
	O
	BCAST-SERVICES-C-009

	BCAST-SERVICES-C-009
	GZIP compression of Provisioning Messages 
	Section 5.1.7
	O
	

	BCAST-SERVICES-C-010
	Web-based Service Provisioning
	Section 5.1.8
	O
	

	BCAST-SERVICES-C-011
	Terminal Provisioning using OMA DM
	Sections 5.2, 5.2.2
	O
	

	BCAST-SERVICES-C-012
	Reception of terminal provisioning messages and update of the parameters included in the terminal provisioning messages
	Section 5.2
	O
	

	BCAST-SERVICES-C-013
	Service interaction using IP, TCP, HTTP
	Section 5.3.1
	O
	

	BCAST-SERVICES-C-014
	Service interaction using SMS
	Sections 5.3.1, 5.3.6.1.2., 5.3.6.1.3
	O
	

	BCAST-SERVICES-C-015
	Service interaction using MMS
	Sections 5.3.1., 5.3.6.1.2
	O
	

	BCAST-SERVICES-C-016
	Service interaction using Voice Call
	Section 5.3.6.1.2
	O
	

	BCAST-SERVICES-C-017
	Interactive retrieval of SG
	Section 5.3.2
	O
	

	BCAST-SERVICES-C-018
	Interactive retrieval of Service Guide related information
	Section 5.3.3
	O
	

	BCAST-SERVICES-C-019
	Reception of InteractivityMedia documents over broadcast file distribution
	Section 5.3.6.1, 5.3.6.2
	O
	

	BCAST-SERVICES-C-020
	Retrieval of InteractivityMedia documents and associated files over interaction channel
	Section 5.3.6.1, 5.3.6.3
	O
	

	BCAST-SERVICES-C-021
	Rendering of InteractivityMedia objects
	Section 5.3.6.1
	M
	

	BCAST-SERVICES-C-022
	Acquisition and rendering of the media objects attached to the InteractivityMedia document without interrupting the acquisition and rendering of the ‘regular’ broadcast media stream
	Section 5.3.6.1.3
	M
	

	BCAST-SERVICES-C-023
	Description and evaluation of end user preferences
	Section  5.4
	O
	BCAST-SERVICES-C-024

	BCAST-SERVICES-C-024
	Format of end user preference description
	Section 5.4.2
	O
	

	BCAST-SERVICES-C-025
	Broadcast Roaming
	Section 5.7
	O
	BCAST-SERVICES-C-026

	BCAST-SERVICES-C-026
	Format of roaming messages
	Sections 5.7.1
	O
	

	BCAST-SERVICES-C-027
	Support of Location Information
	Section 5.8
	O
	BCAST-SERVICES-C-028 OR

BCAST-SERVICES-C-029 OR

BCAST-SERVICES-C-030

	BCAST-SERVICES-C-028
	Support of Location Information in OMA MLP format
	Section 5.8
	O
	

	BCAST-SERVICES-C-029
	Support of Location Information in zip code format
	Section 5.8
	O
	

	BCAST-SERVICES-C-030
	Support of Location Information in BDS-specific cell_id format
	Section 5.8
	O
	

	BCAST-SERVICES-C-031
	XML formatting rules for signalling
	Section 5.9
	M
	

	BCAST-SERVICES-C-032
	3GPP Timed Text for Subtitling and Closed Captions
	Section 5.13
	O
	

	BCAST-SERVICES-C-033
	Support of Parental Control for Service Ordering
	Section 5.1.10
	O
	BCAST-SERVICES-C-006


Change 7:  Adding SCR for BSM

C.4 SCR for BCAST Subscription Management (BSM)

The BSM is an entity in the OMA BCAST Architecture, see [BCAST10-Architecture] Fig. 3.

	Item
	Function
	Reference
	Status
	Requirement

	BCAST-SERVICES-BSM-001
	Service Provisioning
	Section 5.1
	M
	

	BCAST-SERVICES-BSM-002
	HTTP POST for service provisioning
	Section 5.1.1
	M
	

	BCAST-SERVICES-BSM-003
	GZIP compression of Provisioning Messages 
	Section 5.1.7
	M
	

	BCAST-SERVICES-BSM-004
	Web-based Service Provisioning
	Section 5.1.8
	O
	

	BCAST-SERVICES-BSM-005
	Terminal Provisioning using OMA DM
	Section 5.2
	M
	

	BCAST-SERVICES-BSM-006
	Delivery of OMA DM messages through Interaction Channel using DM mechanism
	Section 5.2.4
	M
	

	BCAST-SERVICES-BSM-007
	Broadcast Roaming
	Section 5.7
	O
	BCAST-SERVICES-BSM-008

	BCAST-SERVICES-BSM-008
	Format of roaming messages
	Sections 5.7.1, 5.7.2
	O
	

	BCAST-SERVICES-BSM-009
	XML formatting rules for signalling
	Section 5.9
	M
	

	BCAST-SERVICES-BSM-010
	Protocol stack for message exchanges between BSMs
	Section 7.2.1
	M
	

	BCAST-SERVICES-BSM-011
	Support of Parental Control for Service Ordering
	Section 5.1.10
	O
	BCAST-SERVICES-BSM-001
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