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1 Reason for Change
This CR specifies the definition of FLO cell ID in the cell_target_area descriptor of STKM.  It also adds references to the FLO adaptation to the SPCP.  The FLO adaptation is an agreed feature of BCAST 1.1, for details please see: OMA-BCAST-2008-0226R01-INP_FLO_IP_adaptation_scope.
2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

To BCAST group, to review and agree the proposed changes.
6 Detailed Change Proposal

Change 1:  Add references for Forward Link Only air interface, and TIA spec defining area identifiers.
2.1
Normative References

The version and release numbers specified for the 3GPP and 3GPP2 references in this section are the minimum version and release numbers that can be used. The references are not meant to be restricted to these versions and releases; subsequent versions and releases can also be used because they are required to be backward compatible.  For example, the minimum version of 3GPP TS 33.222 is the release 6 but the use of the relesae 7 is acceptable as well.
	[3GPP TS 23.003 v6]
	“Numbering, Addressing and Identification (Release 6)”, 3rd Generation Partnership Project, 3 GPP TS 23.003, 
URL: http://www.3gpp.org/

	[3GPP TS 23.032 v6]
	“Universal Geographical Area Description (GAD) (Release 6)”, 3rd Generation Partnership Project, 3 GPP TS 23.032, 
URL: http://www.3gpp.org/

	[3GPP TS 26.346 v7]
	“Multimedia Broadcast/Multicast Service (MBMS), Protocols and codecs (Release 7)”, Technical Specification Group Services and System Aspects, 3rd Generation Partnership Project, 3GPP TS 26.346, 
URL: http://www.3gpp.org/

	[3GPP TS 31.101 v6]
	“UICC-terminal interface; Physical and logical characteristics (Release 6)”, 3rd Generation Partnership Project, Technical Specification 3GPP TS 31.101, 
URL: http://www.3gpp.org/

	[3GPP TS 31.102 v6]
	“Characteristics of the Universal Subscriber Identity Module (USIM) application (Release 6)”, 3rd Generation Partnership Project, Technical Specification 3GPP TS 31.102, 
URL: http://www.3gpp.org/

	[3GPP TS 31.111 v6]
	“Universal Subscriber Identity Module (USIM) Application Toolkit (USAT) (Release 6)”, 3rd Generation Partnership Project, Technical Specification 3GPP TS 31.111, 
URL: http://www.3gpp.org/

	[3GPP TS 33.110 v7]
	“Key Establishment between a Universal Integrated Circuit Card (UICC) and a Terminal (Release 7)”, 3rd Generation Partnership Project, Technical Specification 3GPP TS 33.110, 
URL: http://www.3gpp.org/

	[3GPP TS 33.220 v6]
	“Generic Authentication Architecture, Generic Bootstrapping Architecture (Release 6)”, 3rd Generation Partnership Project, Technical Specification 3GPP TS 33.220, 
URL: http://www.3gpp.org/

	[3GPP TS 33.222 v6]
	“Generic Authentication Architecture, Access to network application functions using Hypertext Transfer Protocol over Transport Layer Security (HTTPS) (Release 6)”, 3rd Generation Partnership Project, Technical Specification 3GPP TS 33.222, 
URL: http://www.3gpp.org/

	[3GPP TS 33.246 v7]
	“3G Security; Security of Multimedia Broadcast/Multicast Service (Release 7)”, Technical Specification Group Services and System Aspects, 3rd Generation Partnership Project, 3GPP 33.246, 
URL: http://www.3gpp.org/

	[3GPP TS 51.011 v4]
	“Specification of the Subscriber Identity Module - Mobile Equipment (SIM-ME) interface (Release 4)”, rd Generation Partnership Project, Technical Specification 3GPP TS 51.011, 
URL: http://www.3gpp.org/

	[3GPP2 C.S0002-0]
	“Physical Layer Standard for cdma2000 Spread Spectrum Systems”, 3rd Generation Partnership Project 2, Technical Specification 3GPP2 C.S0002-0, 
URL: http://www.3gpp2.org/

	[3GPP2 C.S0005-D]
	“Upper Layer (Layer 3) Signalling Standard for cdma2000 Spread Spectrum Systems”, 3rd Generation Partnership Project 2, Technical Specification 3GPP2 C.S0005-D, 
URL: http://www.3gpp2.org/

	[3GPP2 C.S0023-C]
	“Removable User Identity Module for Spread Spectrum Systems”, 3rd Generation Partnership Project 2, Technical Specification 3GPP2 C.S0023-C, 
URL: http://www.3gpp2.org/

	[3GPP2 C.S0024-A]
	“cdma2000 High Rate Packet Data Air Interface Specification”, 3rd Generation Partnership Project 2, Technical Specification 3GPP2 C.S0024-A, 
URL: http://www.3gpp2.org/

	[3GPP2 C.S0035-A]
	“CDMA Card Application Toolkit (CCAT)”, 3rd Generation Partnership Project 2, Technical Specification 3GPP2 C.S0035-A, 
URL: http://www.3gpp2.org/

	[3GPP2 C.S0054-0]
	“cdma000 High Rate Broadcast-Multicast Packet Data Air Interface Specification”, 3rd Generation Partnership Project 2, Technical Specification 3GPP2 C.S0054-0, 
URL: http://www.3gpp2.org/

	[3GPP2 C.S0065-0]
	“cdma2000 Application on UICC for Spread Spectrum Systems”, 3rd Generation Partnership Project 2, Technical Specification 3GPP2 C.S0065-0, 
URL: http://www.3gpp2.org/

	[3GPP2 C.S0072-0]
	“Mobile Station Equipment Identifier (MEID) Support for cdma2000 Spread Spectrum Systems”, 3rd Generation Partnership Project 2, Technical Specification 3GPP2 C.S0072-0, 
URL: http://www.3gpp2.org/

	[3GPP2 S.S0083-A]
	“Broadcast-Multicast Service Security Framework”, 3rd Generation Partnership Project 2, Technical Specification 3GPP2 S.S0083-A, 
URL: http://www.3gpp2.org/

	[3GPP2 X.S0022-A]
	“Broadcast and Multicast Service in cdma2000 Wireless IP Network”, 3rd Generation Partnership Project 2, Technical Specification 3GPP2 X.S0022-A, 
URL: http://www.3gpp2.org/

	[BCAST10-Architecture]
	“Mobile Broadcast Services Architecture”, Open Mobile Alliance™, OMA-AD- BCAST-V1_0, 
URL: http://www.openmobilealliance.org/

	[BCAST10-BCMCS-Adaptation]
	“Broadcast Distribution System Adaptation – 3GPP2/BCMCS”, Open Mobile Alliance™, OMA-TS-BCAST_BCMCS_Adaptation-V1_0, 
URL: http://www.openmobilealliance.org/

	[BCAST10-Distribution]
	“File and Stream Distribution for Mobile Broadcast Services”, Open Mobile Alliance™, OMA-TS-BCAST_Distribution-V1_0, 
URL: http://www.openmobilealliance.org/

	[BCAST10-DVBH-IPDC-Adaptation]
	“Broadcast Distribution System Adaptation – IPDC over DVB-H”, Open Mobile Alliance™, OMA-TS-BCAST_DVB_Adaptation-V1_0, 
URL: http://www.openmobilealliance.org/

	[BCAST11-DVBSH-IPDC-Adaptation]
	“Broadcast Distribution System Adaptation – IPDC over DVB-SH”, Open Mobile Alliance™, OMA-TS-BCAST_DVBSH_Adaptation-V1_1, 
URL: http://www.openmobilealliance.org/

	[BCAST11-FLO-Adaptation]
	“Broadcast Distribution System Adaptation – Forward Link Only”, Open Mobile Alliance™, OMA-TS-BCAST_DVBSH_Adaptation-V1_1, 
URL: http://www.openmobilealliance.org/

	[BCAST10-MBMS-Adaptation]
	“Broadcast Distribution System Adaptation – 3GPP/MBMS”, Open Mobile Alliance™, OMA-TS-BCAST_MBMS_Adaptation-V1_0, 
URL: http://www.openmobilealliance.org/

	[BCAST10-ServContProt]
	“Service and Content Protection for Mobile Broadcast Services”, Open Mobile Alliance™, OMA-TS-BCAST_SvcCntProtection-V1_0, 
URL: http://www.openmobilealliance.org/

	[BCAST10-Services]
	“Mobile Broadcast Services”, Open Mobile Alliance™, OMA-TS-BCAST_Services-V1_0, 
URL: http://www.openmobilealliance.org/

	[BCAST10-SG]
	“Service Guide for Mobile Broadcast Services”, Open Mobile Alliance™, OMA-TS-BCAST_ServiceGuide-V1_0, 
URL: http://www.openmobilealliance.org/

	[BCAST10-XMLSchema-SPCP-Backend]
	“Mobile Broadcast Services – XML Schema SP/CP Backend Messages”, Open Mobile Alliance™,OMA-SUP-XSD_bcast_spcp_backend-V1_0, 
URL: http://www.openmobilealliance.org/

	[DRM Enabler-v2.0]
	OMA-DRM-V2_0 enabler, Open Mobile Alliance™, 
URL: http://www.openmobilealliance.org/

	[DRMCF-v2.0]
	“DRM Content Format V2.0”, Open Mobile Alliance™, OMA-DRM-DCF-V2_0, 
URL: http://www.openmobilealliance.org/

	[DRMDRM-v2.0]
	“DRM Specification V2.0”, Open Mobile Alliance™, OMA-DRM-DRM-V2_0, 
URL: http://www.openmobilealliance.org/

	[ETSI EN 300 468 V1.6.1]
	“Digital Video Broadcasting (DVB); Specification for Service Infor-mation (SI) in DVB systems”, November 2004, 
URL: http://www.etsi.org/

	[ETSI EN 302 304 V1.1.1]
	“Digital Video Broadcasting (DVB); Transmission System for Handheld Terminals (DVB-H)”, 
URL: http://www.etsi.org/ 

	[ETSI TS 102.221]
	“Smart Cards; UICC-Terminal interface; Physical and Logical Characteristics”, 
URL: http://www.etsi.org/ 

	[ETSI TS 102.484]
	“Secure Channel between a UICC and an End Point Terminal”, ETSI SmartCard Platform, 
URL: http://www.etsi.org/ 

	[ETSI TS 102 611-2]
	ETSI TS 102 611-2 v1.x.x, “Digital Video Broadcasting (DVB); IP Datacast: Implementation Guidelines for Mobility; Part 2: IP Datacast over DVB-SH”, 
URL:http://portal.etsi.org/   

	[FIPS197]
	ADVANCED ENCRYPTION STANDARD (AES), Federal Information Processing Standards Publication 197, 
URL: http://csrc.nist.gov/publications/fips/

	[FIPS198]
	The Keyed-Hash Message Authentication Code (HMAC), Federal Information Processing Standards Publication 198, 
URL: http://csrc.nist.gov/publications/fips/

	[IETF-Draft mikey-genext]
	“MIKEY General Extension Payload for OMA BCAST 1.0”, A. Jerichow, Ed., L. Piron, October 2008, work in progress,
URL: http://www.ietf.org/internet-drafts/draft-jerichow-msec-mikey-genext-oma-00.txt

	[IOPPROC]
	“OMA Interoperability Policy and Process”, Version 1.1, Open Mobile Alliance™, OMA-IOP-Process-V1_1, 
URL: http://www.openmobilealliance.org/

	[ISMACRYP11]
	“ISMA 1.0 Encryption and Authentication, Version 1.1”, release version, 
URL: http://www.isma.tv

	[ISMACRYP20]
	“ISMA Encryption and Authentication, Version 2.0”, 
URL: http://www.isma.tv

	[ISO-3166]
	“Codes for the representation of names of countries and their subdivisions”, 
URL: http://www.iso.org/iso/en/prods-services/iso3166ma/index.html

	[ISO/IEC 7816-4]


	“Identification cards – Integrated circuit cards; Part4: Organization, security and commands for interchange”,
URL: http://www.iso.org/

	[ITU-MCC]
	“List of Mobile Country or Geographical Area Codes”, ITU-T Telecommunication Standardization Sector of ITU Complement To ITU-T Recommendation E.212 (05/2004),

URL:  http://www.itu.int/dms_pub/itu-t/opb/sp/T-SP-E.212A-2007-PDF-E.pdf
Note: This List will be updated regularly by numbered series of amendments published in ITU Operational Bulletin. For the latest version see:

URL: http://www.itu.int/itu-t/bulletin/annex.html

	[ITU-T Recommendation E.118]
	“Series E: Overall Network Operation, Telephone Service, Service Operation and Human Factors; The international Telecommunication Charge Card”,
URL: http://www.itu.int/ITU-T/publications

	[ITU-T Recommendation E.164]
	“Series E: Overall Network Operation, Telephone Service, Service Operation and Human Factors; The international public telecommunication numbering plan”, 
URL: http://www.itu.int/ITU-T/publications

	[OMA MLP]
	“Mobile Location Protocol 3.2”, Open Mobile Alliance™, OMA-TS-MLP-V3_2-20051124-C, 
URL: http://www.openmobilealliance.org/

	[OMA Push]
	“OMA Push V2.1”, Open Mobile Alliance™, OMA-ERP-Push-V2_1-20051122-C, 
URL: http://www.openmobilealliance.org/

	[OMNA]
	Open Mobile Naming Authority, Open Mobile Alliance™, 
URL: http://www.openmobilealliance.org/tech/omna

	[RFC1982]
	“Serial Number Arithmetic”, R. Elz, R. Bush, August 1996, 
URL: http://www.ietf.org/rfc/rfc1982.txt

	[RFC2045]
	“Multipurpose Internet Mail Extensions (MIME) Part One: Format of Internet Message Bodies”, N. Freed, N. Borenstein, November 1996, 
URL: http://www.ietf.org/rfc/rfc2045.txt

	[RFC2104]
	“HMAC: Keyed-Hashing for Message Authentication”, H. Krawczyk, M. Bellare, R. Canetti, February 1997, 
URL: http://www.ietf.org/rfc/rfc2104.txt

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, 
URL: http://www.ietf.org/rfc/rfc2119.txt


“The TLS Protocol, Version 1.0”, T. Dierks, C.Allen, January 1999, 
URL: http://www.ietf.org/rfc/rfc2246.txt
	
	

	[RFC2392]
	“Content-ID and Message-ID Uniform Resource Locators”, E. Levinson, August 1998, 
URL: http://www.ietf.org/rfc/rfc2392.txt 

	[RFC2396]
	“Uniform Resource Identifiers (URI): Generic Syntax”, T. Berners-Lee, R. Fielding, L. Masinter, August 1998, 
URL: http://www.ietf.org/rfc/rfc2396.txt 

	[RFC2401]
	“Security Architecture for the Internet Protocol”, S. Kent, R. Atkinson, November 1998, 
URL: http://www.ietf.org/rfc/rfc2401.txt

	[RFC2404]
	“The Use of HMAC-SHA-1-96 within ESP and AH”, C. Madson, R. Glenn, November 1998, 
URL: http://www.ietf.org/rfc/rfc2404.txt

	[RFC2406]
	“IP Encapsulating Security Payload (ESP)”, S. Kent, R. Atkinson, November 1998, 
URL: http://www.ietf.org/rfc/rfc2406.txt

	[RFC2451]
	“The ESP CBC-Mode Cipher Algorithms”, R. Pereira, R. Adams, November 1998, 
URL: http://www.ietf.org/rfc/rfc2451.txt

	[RFC2617]
	“HTTP Authentication: Basic and Digest Access Authentication”, J. Franks, P. Hallam-Baker, J. Hostetler, S. Lawrence, P. Leach, A. Luotonen, L. Stewart, June 1999, 
URL: http://www.ietf.org/rfc/rfc2617.txt

	[RFC3237]
	“Requirements for Reliable Server Pooling”, M. Tuexen, Q. Xie, R. Stewart, M. Shore, L. Ong, J. Loughney, M. Stillman, January 2002, 
URL: http://www.ietf.org/rfc/rfc3237.txt

	[RFC3548]
	“The Base16, Base32, and Base64 Data Encodings”, S. Josefsson, Ed., July 2003, 
URL: http://www.ietf.org/rfc/rfc3548.txt

	[RFC3566]
	“The AES-XCBC-MAC-96 Algorithm and Its Use With IPsec”, S. Frankel, H. Herbert, September 2003, 
URL: http://www.ietf.org/rfc/rfc3566.txt

	[RFC3602]
	“The AES-CBC Cipher Algorithm and Its Use with IPsec”, S. Frankel, R. Glenn, S. Kelly, September 2003, 
URL: http://www.ietf.org/rfc/rfc3602.txt

	[RFC3629]
	“UTF-8, a transformation format of ISO 10646”, F. Yergeau, November 2003, 
URL: http://www.rfc-editor.org/rfc/rfc3629.txt

	[RFC3640]
	“RTP Payload Format for Transport of MPEG-4 Elementary Streams”, J. van der Meer, D. Mackie, V. Swaminathan, D. Singer, P. Gentric, November 2003, 
URL: http://www.ietf.org/rfc/rfc3640.txt

	[RFC3664]
	“The AES-XCBC-PRF-128 Algorithm for the Internet Key Exchange Protocol (IKE)”, P. Hoffman, January 2004, 
URL: http://www.ietf.org/rfc/rfc3664.txt

	[RFC3711]
	“The Secure Real-time Transport Protocol (SRTP)”, M. Baugher, D. McGrew, M. Naslund, E. Carrara, K. Norrman, March 2004, 
URL: http://www.ietf.org/rfc/rfc3711.txt

	[RFC3830]
	“MIKEY: Multimedia Internet KEYing”, J. Arkko, E. Carrara, F. Lindholm, M. Naslund, K. Norrman,  August 2004, 
URL: http://www.ietf.org/rfc/rfc3830.txt

	[RFC3986]
	“Uniform Resource Identifier (URI): Generic Syntax ”, T. Berners-Lee, R. Fielding, L. Masinter,  January 2005, 
URL: http://www.ietf.org/rfc/rfc3986.txt

	[RFC4281]
	“The Codecs Parameter for Bucket Media Types”, R.Gellens, D. Singer, P. Frojdh, November 2005, 
URL: http://www.ietf.org/rfc/rfc4281.txt

	[RFC4301]
	“Security Architecture for the Internet Protocol”, S. Kent and K. Seo, December 2005, 
URL: http://www.ietf.org/rfc/rfc4301.txt

	[RFC4563]
	“The Key ID Information Type for the General Extension Payload in Multimedia Internet KEYing (MIKEY)”, E. Carrara, V. Lehtovirta, K. Norrman, June 2006,
URL: http://www.ietf.org/rfc/rfc4563.txt

	[RFC4566]
	"SDP: Session Description Protocol", M. Handley, V. Jacobson, C. Perkins, July 2006, 
URL: http://www.ietf.org/rfc/rfc4566.txt

	[RFC4568]
	“Session Description Protocol (SDP) Security Descriptions for Media Streams”, F. Andreasen, M. Baugher, D. Wing, July 2006, 
URL: http://www.ietf.org/rfc/rfc4568.txt
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3.3
Abbreviations

	3GPP
	3rd Generation Partnership Project

	3GPP2
	3rd Generation Partnership Project 2

	ADF
	Application Dedicated File

	AES
	Advanced Encryption Standard

	AID
	Application Identifier

	AU
	Access Unit

	AVC
	Advanced Video Codec

	BCD
	Binary Coded Decimal

	BCI
	Binary Content ID

	BCMCS
	Broadcast and Multicast Services

	BCRO
	Broadcast Rights Object

	BDS
	Broadcast Distribution System

	BDS-SD
	BDS Service Distribution

	BM-SC
	Broadcast-Multicast Service Centre

	BSDA
	BCAST Service Distribution and Adaptation

	BSF
	Bootstrapping Server Functionality

	bslbf
	Bit String, Left Bit First 

	BSM
	BCAST Subscription Management

	CSIM
	cdma2000 subscriber Identify Module

	DCF
	DRM Content Format

	DF
	Dedicated File

	DK
	Device Key

	DVB-H
	Digital Video Broadcasting – Handheld

	DVB-SH
	Digital Video Broadcasting – Satellite to Handheld

	EF
	Elementary File

	FCP
	File Control Parameters

	GBA
	Generic Bootstrapping Architecture

	GBA_ME
	ME-based GBA

	GBA_U
	GBA with UICC-based enhancements

	GMK
	Group Management Key

	GRO
	Generalized Rights Object

	H-AAA
	Home Authentication, Authorization and Accounting

	HMAC
	Hashed Message Authentication Code

	ICC
	Integrated Circuit(s) Card

	IIN
	Issuer Identifier Number

	IPsec
	IP Security

	ISMA
	Internet Streaming Media Alliance

	KV
	Key Validity

	LI
	Language Indication

	LSB
	Least Significant Bit

	LTKM
	Long Term Key Message

	MAC
	Message Authentication Code

	MBMS
	Multimedia Broadcast Multicast Service

	ME
	Mobile Equipment

	MF
	Master File

	MII
	Major Industry Identifier

	MIKEY
	Multimedia Internet KEYing

	MJD
	Modified Julian Date

	mjdutc
	Modified Julian Date Coordinated Universal Time

	MK
	Master Key

	MKI
	Master Key Index

	MRK
	MBMS Request Key

	MS
	Master Salt

	MSK
	MBMS Service Key

	MTK
	MBMS Transport Key

	MTU
	Maximum Transmission Unit

	MUK
	MBMS User Key

	NAF
	Network Application Function

	NALu
	Network Abstraction Layer Unit

	OMA
	Open Mobile Alliance

	OFDM
	Orthogonal Frequency Division Multiple Access

	OMNA
	Open Mobile Naming Authority

	PAK
	Program Authentication Key 

	PAS
	Program Authentication Seed

	PDCF
	Packetized DCF

	PEAK
	Program Encryption / Authentication Key

	PEK
	Program Encryption Key

	PIX
	Proprietary application Identifier eXtension

	PKI
	Public Key Infrastructure

	PL
	Preferred Languages

	PPT
	Pay Per Time

	PPV
	Pay Per View

	PRF
	Pseudo Random Function

	REK
	Rights Encryption Key

	RFC
	Request For Comments

	RIAK
	Right Issuer Authentication Key

	RID
	Registered application provider IDentifier

	RK
	Registration Key

	RO
	Rights Object

	ROAP
	Rights Object Acquisition Protocol

	RTP
	Real-time Transport Protocol

	R-UIM
	Removable User Identity Module

	SA
	Security Association

	SAC
	Secure Authenticated Channel

	SAK
	Service Authentication Key 

	SAS
	Service Authentication Seed

	SCK
	SmartCard Key

	SDP
	Session Description Protocol

	SEAK
	Service Encryption / Authentication Key

	SEK
	Service Encryption Key

	SG
	Service Guide

	SHA-1
	Secure Hash Algorithm

	SIM
	Subscriber Identity Module

	SK
	Short-term Key (appears in 3GPP2 BCMCS specifications)

	SKI
	Symmetric Key Infrastructure

	SM
	Subscription Manager

	SMK
	Subscriber Management Key

	SPE
	Security Policy Extension

	SPI
	Security Parameters Index

	SRK
	Subscriber Request Key

	SRTP
	Secure Real-time Transport Protocol

	STKM
	Short Term Key Message

	TAK
	Traffic Authentication Key

	TAS
	Traffic Authentication Seed

	TBK
	Terminal Binding Key

	TDM
	Time-Division Multiplex

	TEK
	Traffic Encryption Key

	TK
	Temporary Key

	TKM
	Traffic Key Message

	TOI
	Transport Object Identifier

	TS
	TimeStamp

	UDN
	Unique Device Number

	UE
	User Equipment

	UICC
	Universal Integrated Circuit(s) Card

	UIM
	User Interface Module

	uimsbf
	Unsigned Integer Most Significant Bit First

	URI
	Uniform Resource Indicator

	USIM
	Universal Subscriber Identity Module 

	UTC
	Universal Time, Co-ordinated

	XBS
	Extensions for Broadcast Support


Change 2:  Add Forward Link identifiers to STKM.
7.1.2
Location_based_restriction_descriptor

This descriptor is for the location-based restrictions on the rendering of content based on [BCAST10-SG].  

An alternative service can be specified in the service guide [BCAST10-SG]. It is possible to specify an alternative service as a blank screen with a burnt-in text notifying the user of the blackout. In this case, the burnt-in text can be conveyed as a subtitle in 3GPP Timed Text format as described in [BCAST10-Services].

If a terminal supporting a location_based_access_descriptor receives an STKM with this descriptor and the terminal is not able to obtain its current location or is not able to process the STKM, then the terminal MUST NOT decrypt the Traffic Key and possible Program Key contained in this STKM and MUST NOT decrypt the corresponding content.  A terminal MAY be capable of determining at least its cell ID using a native bearer signalling mechanism.  A terminal MAY in addition utilize a suitable position location protocol to determine its position.  Examples are SUPL [OMA SUPL] or MLP [OMA MLP].  In the case that a terminal is not capable of determining location information other than a cell ID, additional location information (other than a list of blacked out cell IDs) provided in the location_based_restriction Access Criteria Descriptor MAY be ignored.  In the case that the terminal is able to detect multiple cell IDs using native bearer signalling mechanisms, for the purpose of checking against a possible blackout it MAY select the same cell ID that is being used to receive the protected service.
The descriptor tag for this descriptor is 2.  The value for this descriptor is encoded as follows:
Table 1: location_based_restriction Access Criteria Descriptor

	location_based_restriction descriptor
	Length
	Type

	version
	32
	Uimsbf

	interpretation
	1
	Uimsbf

	override
	1
	Uimsbf

	reserved_for_future_use
	6
	Bslbf

	number_of_target_areas
	8
	uimsbf

	for (i=0; i < number_of_target_areas; i++) {
	
	

	    target_area_type
	4
	bslbf

	    reserved_for_future_use
	4
	bslbf

	    if (target_area_type == 0x1) {
	
	

	        shape()
	
	

	    }
	
	

	    if (target_area_type == 0x2) {
	
	

	        Mobile_country_code
	24
	uimsbf

	    }
	
	

	    if (target_area_type == 0x3) {
	
	

	        name_area_length
	8
	uimsbf

	        name_area
	8*name_area_length
	bslbf

	    }
	
	

	    if (target_area_type == 0x4) {
	
	

	        zip_code_length
	8
	uimsbf

	        zip_code
	8*zip_code_length
	bslbf

	    }
	
	

	    if (target_area_type == 0x5) {
	
	

	        cell_target_area()
	
	

	    }
	
	

	    hor_acc
	16
	uimsbf

	}
	
	


interpretation – flag specifying how the restriction is interpreted.  If set to 0 (“normal”), a terminal residing within the defined area may not render the associated media streams.  If set to 1 (“spotbeam”), a terminal located outside of the defined area may not render the associated media streams.

override – flag specifying whether the location-based restriction may be ignored by a properly authorized terminal.  If set to 0, the restriction must be obeyed.  If set to 1, the restriction may be ignored if the terminal is able to obtain the necessary permissions (e.g., PPV Rights Object for the corresponding Program Key).
The override option allows the service provider to signal to the terminal that it may render restricted content regardless of its physical location, as long as the terminal has been pre-authorized to do so.  This could also be used to notify unauthorized terminals of the ability to purchase rights to circumvent the restriction.

version – tells the terminal if the contents of this descriptor have changed since the last STKM.  When the version number is the same as in previous STKMs and the terminal has already processed a descriptor with this same version number, it MAY ignore the contents of this descriptor and assume that geographical restrictions are the same as in previous STKMs with this same descriptor version number. 

number_of_target_areas – the number of TargetAreas that define the geographical area. TargetArea is specified in OMA Service Guide for Mobile Broadcast Services [BCAST10-SG] as an XML element. It is adapted here with modifications such that it can be used for blackout restrictions.

target_area_type – specifies the type of area as specified in [BCAST10-SG]. The following values are possible:

0x1 =
shapes used to represent a geographic area as defined by the shape descriptor below

0x2 =
mobile country code, 3 ASCII digits, e.g. 276 for Albania as specified in [ITU-MCC]

0x3 =
geopolitical name of area such as “Seoul” as specified in [OMA MLP]

0x4 =
zip code

0x5 = 
a set of “cell_area_values” as defined by the cell_target_area descriptor below.

shape – adapted from shapes used to represent a geographical area specified in [OMA MLP]. The value for this descriptor is encoded as follows:

Table 2: shape Descriptor

	shape descriptor
	Length
	Type

	shape_type
	4
	bslbf

	reserved_for_future_use
	4
	bslbf

	if (shape_type == 0x3) {
	
	

	    shape_polygon()
	
	

	}
	
	

	if (shape_type == 0x5) {
	
	

	    shape_circular_area()
	
	

	}
	
	

	if (shape_type == 0x7) { 
	
	

	    shape_elliptical_area()
	
	

	}
	
	


shape_type - specifies the type of shape as specified in [OMA MLP]. The following values are possible:

0x3 =
a polygon

0x5 = 
a circular area

0x7 = 
an elliptical area

Note: Some shape types defined in [OMA MLP] are not included as they are not as applicable for use in blackout restriction.

shape_polygon – a polygon, which is a connected surface defined by an outer boundary and zero or more inner boundaries. The value for this descriptor is encoded as follows:

Table 3: shape_polygon Descriptor

	shape_polygon descriptor
	Length
	Type

	outerBoundarys
	
	shape_linear_ring

	number_of_innerBoundarys
	8
	uimsbf

	for (i=0; i < number_of_innerBoundarys; i++) {
	
	

	    innerBoundarys
	
	shape_linear_ring

	}
	
	


Note: The shape_polygon, adapted from [OMA MLP], is a super-set of the polygon definition in [3GPP TS 23.032 V6].
outerBoundarys – the outer boundary of the polygon, defined by the shape_linear_ring type.

number_of_innerBoundarys – the number of inner boundaries, has to be larger than or equal to 0.

innerBoundarys – an inner boundary of the polygon, defined by the type shape_linear_ring.

shape_linear_ring – a closed, simple piece-wise linear path which is defined by a list of coordinates that are assumed to be connected by straight line segment. The value for this descriptor is encoded as follows:

Table 4: shape_linear_ring Descriptor

	shape_linear_ring descriptor
	Length
	Type

	number_of_coords
	8
	uimsbf

	for (i=0; i < number_of_coords; i++) {
	
	

	   coord()
	
	

	}
	
	


number_of_coords – the number of coordinate points that define the linear ring. The number has to be larger than or equal to 3.

coord – a geographical coordinate. In [OMA MLP], a coordinate is specified by the tuple (x, y, z). The “z” component (specifying the altitude, if present) is not included as it is not applicable for blackout restriction use. For simplicity, the “x” and “y” components are represented as latitude and longitude as defined in [3GPP TS 23.032 V6]. The value for this descriptor is encoded as follows.

Table 5: coord Descriptor

	coord descriptor
	Length
	Type

	latitude
	24
	bslbf

	longitude
	24
	bslbf


latitude – latitude coordinate, encoded as defined in [3GPP TS 23.032 V6].
longitude – longitude coordinate, encoded as defined in [3GPP TS 23.032 V6].

The definitions of latitude and longitude in [3GPP TS 23.032 V6] are quoted below for completeness:

· The latitude is coded with 24 bits: 1 bit of sign and a number between 0 and 223-1 coded in binary on 23 bits. The relation between the coded number N and the range of (absolute) latitudes X it encodes is the following (X in degrees):




except for N=223-1, for which the range is extended to include N+1.

· The longitude, expressed in the range -180°, +180°, is coded as a number between -223 and 223-1, coded in 2’s complement binary on 24 bits. The relation between the coded number N and the range of longitude X it encodes is the following (X in degrees):




shape_circular_area – a set of points on the ellipsoid which are at a distance from the point of origin less than or equal to the radius. The value for this descriptor is encoded as follows:

Table 6: shape_circular_area Descriptor

	shape_circular_area descriptor
	Length
	Type

	origin
	
	coord

	radius
	16
	uimsbf

	distance_unit
	2
	uimsbf

	reserved_for_future_use
	6
	bslbf


Note: shape_circular_area corresponds to the type “ellipsoid point with uncertainty circle” specified in [3GPP TS 23.032 V6].
origin – specifies the coordinate of the origin.
radius – specifies the length of radius of the circular area.

distance_unit – specifies the distance unit used. The following values are possible:


0x0 = meter


0x1 = kilo-meter


0x2 = yard


0x3 = mile

shape_elliptical_area – a set of points on the ellipsoid, which fall within or on the boundary of an ellipse. The value for this descriptor is encoded as follows:
Table 7: shape_elliptical_area Descriptor

	shape_elliptical_area descriptor
	Length
	Type

	origin
	
	coord

	angle
	10
	uimsbf

	semi_major
	16
	uimsbf

	semi_minor
	16
	uimsbf

	angular_unit
	2
	uimsbf

	distance_unit
	2
	uimsbf

	reserved_for_future_use
	2
	bslbf


Note: shape_elliptical_area corresponds to the type “ellipsoid point with uncertainty ellipse” specified in [3GPP TS 23.032 V6].
origin – specifies the coordinate of the origin.
angle – specifies the angle of the ellipse.

semi_major – specifies the length of the semi major.

semi_minor – specifies the length of the semi minor.

angular_unit – specifies the angular unit used. The following values are possible:


0x0 = degree


0x1 = grad

country_code – country code, 1-3 digits as specified in [OMA MLP].

name_area_length – number of bytes used to encode the name_area field.

name_area – a geopolitical name of area as specified in [OMA MLP].

zip_code_length – number of bytes used to encode the zip_code field.

zip_code – zip code represented by a character string.

cell_target_area – the target area defined by a set of cell IDs or other area identifiers. The value for this descriptor is encoded as follows:

Table 8: cell_target_area Descriptor

	cell_target_area descriptor
	Length
	Type

	cell_target_area_type
	8
	uimsbf

	descriptor_length
	20
	uimsbf

	reserved_for_future_use
	4
	bslbf

	number_of_cell_area_values
	16
	uimsbf

	for (i=0; i < number_of_cell_area_values; i++) {
	
	

	    if (cell_target_area_type == 0x0) {
	
	

	        cell_area_value_length
	8
	uimsbf

	        cell_area_value
	8*cell_area_value_length
	bslbf

	    }
	
	

	    if (cell_target_area_type == 0x1) {
	
	

	        3gpp_mcc
	12
	bslbf

	        3gpp_mnc
	12
	bslbf

	        3gpp_lac
	16
	bslbf

	        3gpp_ci
	16
	bslbf

	    }
	
	

	    if (cell_target_area_type == 0x2) {
	
	

	        3gpp_mcc
	12
	bslbf

	        3gpp_mnc
	12
	bslbf 

	        3gpp_lac
	16
	bslbf

	        3gpp_rac
	8
	bslbf

	    }
	
	

	    if (cell_target_area_type == 0x3) {
	
	

	        3gpp_mcc
	12
	bslbf

	        3gpp_mnc
	12
	bslbf

	        3gpp_lac
	16
	bslbf

	    }
	
	

	    if (cell_target_area_type == 0x4) {
	
	

	        3gpp_mcc
	12
	bslbf

	        3gpp_mnc
	12
	bslbf

	        3gpp_lac
	16
	bslbf

	        3gpp_sac
	16
	bslbf

	    }
	
	

	    if (cell_target_area_type == 0x5) {
	
	

	        mbms_sai
	16
	uimsbf

	    }
	
	

	    if (cell_target_area_type == 0x6) {
	
	

	        3gpp2_subnet_id_length
	8
	uimsbf

	        3gpp2_subnet_id
	1*3gpp2_subnet_length
	bslbf

	        padding_bits
	(see definition below)
	

	    }
	
	

	    if (cell_target_area_type == 0x7) {
	
	

	        reserved_for_future_use
	1
	bslbf

	        3gpp2_sid
	15
	bslbf

	    }
	
	

	    if (cell_target_area_type == 0x8) {
	
	

	        reserved_for_future_use
	1
	bslbf

	        3gpp2_sid
	15
	bslbf

	        3gpp2_nid
	16
	bslbf

	    }
	
	

	    if (cell_target_area_type == 0x9) {
	
	

	        reserved_for_future_use
	1
	bslbf

	        3gpp2_sid
	15
	bslbf

	        3gpp2_nid
	16
	bslbf

	        3gpp2_pzid
	8
	bslbf

	    }
	
	

	    if (cell_target_area_type == 0xA) {
	
	

	        reserved_for_future_use
	1
	bslbf

	        3gpp2_sid
	15
	bslbf

	        3gpp2_pzid
	8
	bslbf

	    }
	
	

	    if (cell_target_area_type == 0xB) {
	
	

	        dvbh_network_id        
	16
	uimsbf

	        dvbh_cell_id
	16
	uimsbf

	        dvbh_hierarchy
	2
	bslbf

	        reserved_for_future_use
	6
	bslbf

	        number_of_subcell
	8
	uimsbf

	        for (j=0; j < number_of_subcell_id; j++) {
	
	

	            dvbh_cell_id_extension
	8
	uimsbf

	        }
	
	

	    }
	
	

	    if (cell_target_area_type == 0xC) {
	
	

	        dvbsh_network_id_flag
	1
	bslbf

	        dvbsh_hierarchy
	2
	bslbf

	        reserved_for_future_use
	5
	bslbf

	        if (dvbsh_network_id_flag == TKM_FLAG_TRUE) {
	
	

	            dvbsh_network_id        
	16
	uimsbf

	        }
	
	

	        dvbsh_cell_id
	16
	uimsbf

	        number_of_subcell
	8
	uimsbf

	        for (j=0; j < number_of_subcell_id; j++) {
	
	

	            dvbsh_cell_id_extension
	8
	uimsbf

	        }
	
	

	    }
	
	

	    If (cell_target_area_type == 0xF) {
	
	

	        forward_link_only_network_id
	16
	bslbf

	        forward_link_only_local_area_infrastructure_id
	16
	bslbf

	        forward_link_only_wide_area_infrastructure_id
	16
	bslbf

	    }
	
	

	    if (cell_target_area_type == 0x6) {
	
	

	        number_of_3gpp2_cell_ids
	16
	uimsbf

	        for (j=0; j < number_of_3gpp2_cell_ids; j++) {
	
	

	            3gpp2_cell_id
	32
	uimsbf

	        }
	
	

	    }
	
	

	    if (cell_target_area_type == 0x7 || 0x8 || 0x9 || 0xA) {
	
	

	          number_of_3gpp2_cell_ids
	16
	uimsbf

	          for (j=0; j < number_of_3gpp2_cell_ids; j++) {
	
	

	                3gpp2_cell_id
	16
	bslbf

	          }
	
	

	    }
	
	

	}
	
	


cell_target_area_type – specifies the cell_target_area type as defined in [BCAST10-SG]. The following values are possible:

0x0 =
Unspecified

0x1 =
3GPP Cell Global Identifier as defined in [3GPP TS 23.003 v6]

0x2 = 
3GPP Routing Area Identifier as defined in [3GPP TS 23.003 v6]

0x3 = 
3GPP Location Area Identifier as defined in [3GPP TS 23.003 v6]

0x4 = 3GPP Service Area Identifier (SAI) as defined in [3GPP TS 23.003 v6]

0x5 = 3GPP MBMS Service Area Identity (MBMS SAI) as defined in [3GPP TS 23.003 v6]

0x6 = 3GPP2 Subnet ID as defined in [3GPP2 X.S0022-A]

0x7 = 3GPP2 SID as defined in [3GPP2 C.S0005-D]

0x8 = 3GPP2 SID+NID as defined in [3GPP2 C.S0005-D]

0x9 – 3GPP2 SID+NID+PZID as defined in [3GPP2 C.S0005-D]

0xA = 3GPP2 SID+PZID as defined in [3GPP2 C.S0005-D]

0xB = DVB-H Cell ID  (specified in section 6.3.4.1 of [BCAST10-DVBH-IPDC-Adaptation] )

0xC = DVB-SH Cell ID  (specified in section 6.3.4.1 of [BCAST11-DVBSH-IPDC-Adaptation] )

0xF = Forward Link Only Cell ID (specified in section 6.3.5.1 of [BCAST11-FLO-Adaptation] )

descriptor_length – the length of the descriptor, in bytes.

number_of_cell_area_values – specifies the number of cell_area_value included in the target area.

cell_area_value_length – specifies the length (in bytes) of the cell_area_value field.
cell_area_value – identifies a generic cell area used when the cell_target_area_type is 0x0. The format of this value is not defined.

3gpp_mcc – Mobile Country Code used for 3GPP networks that identifies the country in which the GSM PLMN is located as defined in  [3GPP TS 23.003 v6].  Coding of this field is defined in [3GPP TS 23.003 v6].
3gpp_mnc –  Mobile Network Code used for 3GPP networks that identifies the GSM PLMN in the country defined by 3gpp-mcc as defined in  [3GPP TS 23.003 v6]. Coding of this field is defined in [3GPP TS 23.003 v6].
3gpp_lac –  Location Area Code used for 3GPP networks that identifies a location area within a PLMN  as defined in  [3GPP TS 23.003 v6].

3gpp_ci –  Cell Identity  used for 3GPP networks as defined in  [3GPP TS 23.003 v6].

3gpp_rac –  Routing Area Code used for 3GPP networks as defined in  [3GPP TS 23.003 v6].
3gpp_sac –  Service Area Code used for 3GPP networks as defined in  [3GPP TS 23.003 v6]. 

mbms_sai –  MBMS Service Area Identities used for 3GPP networks that identifies a group of cells within a PLMN as defined in  [3GPP TS 23.003 v6].

3gpp2_subnet_id_length –  number of bit of the 3gpp2_subnet_id field.
3gpp2_subnet_id –  binary representation of the subnet value for the subnet.  This field is 128 bits at most as defined in [3GPP2 X.S0022-A].
padding_bits – these bits ensure the descriptor is byte-aligned and are set to 0.  Length of this field, in bits, is given by the formula “8 - mod(3gpp2_subnet_id_length, 8)”, where mod(a,b) gives the remainder on the division of a by b.

3gpp2_sid –  System Identification; number that uniquely identify the 3GPP2 wireless system as defined in [3GPP2 C.S00005-D].
3gpp2_nid –  Network Identification; uniquely identifies a network which is subset of base stations within the wireless system as defined in [3GPP2 C.S00005-D].
3gpp2_pzid – Packet data services zone identifier of the base station as defined in [3GPP2 C.S00005-D].
dvbh_network_id  – Network Identifier of the DVB-H system as defined in [ETSI EN 300 468 V1.6.1].  This Network Identifier is transmitted in the Network Information Table (NIT) according to [ETSI EN 300 468 V1.6.1].
dvbh_cell_id – Cell Identifier of the DVB-H system as defined in [ETSI EN 300 468 V1.6.1].  This Cell Identifier is transmitted in the TPS bits of the DVB-H signal according to [ETSI EN 302 304 V1.1.1].
dvbh_hierarchy – defines the logical channel (“lp” for “low priority” or “hp” for “high priority”) that is selected for reception when hierarchical modulation is used. Coding of Hierarchy field is: 

0x0 = Not defined

0x1= low priority

0x2= high priority

dvbh_cell_id_extension – Cell Identifier extension defined in [ETSI EN 300 468 V1.6.1] and  transmitted in the Network Information Table (NIT) according to [ETSI EN 300 468 V1.6.1].

dvbsh_hierarchy – defines the logical channel (“lp” for “low priority” or “hp” for “high priority”) that is selected for reception when hierarchical modulation is used. Coding of Hierarchy field is: 

0x0 = Not defined

0x1= low priority

0x2= high priority

dvbsh_network_id_flag  – indicates whether or not dvbsh_network_id field is present in this DVB-SH cell identification stucture. Set to STK_FLAG_TRUE if dvbsh_network_id field present, or to STK_FLAG_FALSE if absent. This field SHALL be set to STK_FLAG_FALSE if the DVB-SH network conforms to cell id allocation recommendation given in [ETSI TS 102 611-2]. 
dvbsh_network_id  – Network Identifier of the DVB-SH system as defined in [ETSI EN 300 468 V1.6.1]. This Network Identifier is transmitted in the Network Information Table (NIT) according to [ETSI EN 300 468 V1.6.1].
dvbsh_cell_id – Cell Identifier of the DVB-SH system as defined in [ETSI EN 302 583]. This Cell Identifier is transmitted in the DVB-SH signal according to [ETSI EN 302 583], either in the TPS bits for the OFDM mode or in the Signalling Field for the TDM mode.
dvbsh_cell_id_extension – Cell Identifier extension defined in [ETSI EN 300 468 V1.6.1] and  transmitted in the Network Information Table (NIT) according to [ETSI EN 300 468 V1.6.1].
forward_link_only_network_id – Network identifier as defined in [TIA-1099].
forward_link_only_local_area_infrastructure_id – Local-area infrastructure identifier as defined in [TIA-1099].
forward_link_only_wide_area_infrastructure_id – Wide-area infrastructure identifier as defined in [TIA-1099].
number_of_3gpp2_cell_ids – specifies the number of  3gpp2_cell_id fields included in the following loop.

3gpp2_cell_id – If cell_target_area_type = 64, then the value is Sector_ID as defined in [3GPP2 C.S0024-A].  If cell_target_area_type = 7, 8, 9, or A, then the value is BASE ID as defined in [3GPP2 C.S0002-0].

hor_acc – Horizontal accuracy in meters (as specified in [OMA MLP]).
Change 3:  Add Forward Link Only BDS to TS SPCP 

4.1.4
Key Management

The 4-layer model described in [BCAST10-Architecture] allows different key management systems to be used.  (See also Section Erreur ! Source du renvoi introuvable..)  This section outlines the key management profiles defined for BCAST 1.0, namely the Smartcard Profile and the DRM Profile.

The Smartcard Profile defines a key management system based on the symmetric key model used by either the 3GPP MBMS [3GPP TS 33.246 v7] security model based on the (U)SIM or 3GPP2 BCMCS [3GPP2 S.S0083] security model based on (R‑)UIM/CSIM.  An overview of the Smartcard Profile is provided in Section Erreur ! Source du renvoi introuvable., while a full description is provided in Section Erreur ! Source du renvoi introuvable..

The DRM Profile defines a key management system based on the Public Key Infrastructure (PKI) offered by OMA DRM v2.0 [DRMDRM-v2.0].  An overview of the DRM Profile is provided in Section Erreur ! Source du renvoi introuvable., while a full description is provided in Section Erreur ! Source du renvoi introuvable..

In order to ensure maximum interoperability, OMA BCAST defines a common layer for traffic encryption (Layer 4) and allows the other layers of key management to be implemented using either the DRM Profile or the Smartcard Profile.

Adaptation of the 4-layer model used in OMA BCAST to underlying BDSes is specified for 3GPP MBMS, 3GPP2 BCMCS, IPDC over DVB-H, IPDC over DVB-SH, and Forward Link Only. This adaptation allows the existing functionalities provided by the underlying BDS to be re-used. Information on the appropriate adaptation is provided in Section 15.
[…]
15. Interfacing to underlying BDSes
15.1 BCMCS

Interfacing to underlying BCMCS BDS SHALL be as specified in the BCMCS adaptation specifications [BCAST10-BCMCS-Adaptation].
15.2 MBMS

Interfacing to underlying MBMS BDS SHALL be as specified in the MBMS adaptation specifications [BCAST10-MBMS-Adaptation].

15.3 IPDC over DVB-H

Interfacing to underlying DVB-H BDS SHALL be as specified in the DVB adaptation specifications [BCAST10-DVBH-IPDC-Adaptation].

15.4 IPDC over DVB-SH

Interfacing to underlying DVB-SH BDS SHALL be as specified in the DVB-SH adaptation specifications [BCAST11-DVBSH-IPDC-Adaptation].

15.5 Forward Link Only
Interfacing to underlying Forward Link Only BDS SHALL be as specified in the Forward Link Only adaptation specifications [BCAST11-FLO Adaptation].
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