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 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Clerical

	Source:
	Anne-Marie Praden, Gemalto, anne-marie.praden@gemalto.com
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1 Reason for Change

This Cr implement the solution for Parental control service ordering describes in OMA-BCAST-v1_1-2009-0125-INP-Smartcard_based_Parental_control_for _service_ordering in the TS services spec.
2 Impact on Backward Compatibility

3 Impact on Other Specifications

Another CR for SPCP specification is submitted.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Accept the proposed change for inclusion into BCAST 1.1.

6 Detailed Change Proposal

Change 1: Adding new error codes in mapping table
5.1.4 Use of Global Status Codes for Service Provisioning Messages

Table 4 proposes example values from Table 42 for the transaction messages that require the use of Global Status Codes. The values shown below are for informative purposes and the full range of values of Table 42 are applicable to all messages if deemed required.


	TS-BCAST_Services
	5.1.5.1.2 Pricing Information Response
	000, 001, 002, 003, 007, 008, 011, 013, 015, 016, 017, 018, 019, 020, 021, 023

	
	5.1.6.2.2 Service Response
	000, 001, 002, 003, 004, 005, 006, 007, 008, 009, 011, 013, 014, 015, 016, 017, 018, 019 020, 021, 023, 031, 032, 

	
	5.1.5.3.2 Long-Term Key Renewal Response
	000, 001, 002, 004, 005, 006, 007, 008, 010, 011, 013, 015, 016, 017, 018, 019, 020, 021, 022, 023, 024,

	
	5.1.5.4.2 Unsubscribe Response
	000, 001, 002, 007, 008, 010, 011, 013, 015, 016, 017, 018, 019, 020, 021, 022, 023

	
	5.1.5.5.2 Token Purchase Response
	000, 001, 002, 004, 005, 006, 007, 008, 009, 011, 013, 015, 016, 017, 018, 019, 020, 021, 022, 023, 024

	
	5.1.5.6.2 Account Inquiry Response
	000, 001, 002, 004, 005, 007, 008, 011, 013, 014, 015, 017, 018, 019, 020, 021, 023

	
	5.7.2.3. Roaming Authorization Response
	000, 001, 002, 003, 004, 005, 006, 007, 008, 009, 010, 011, 013, 014, 015, 016, 017, 018, 019, 020, 021, 022, 023, 024, 025, 026

	
	5.7.2.5 RoamingServiceResponse
	000, 001, 002, 003, 004, 005, 006, 007, 008, 009, 010, 011, 013, 014, 015, 016, 017, 018, 019, 020, 021, 022, 023, 024, 025, 026


Table 4: Cross Reference Table (Informative)

Change 2: Adding E1 element ‘MAC’ to Service Request

5.1.5.2.1 Service Request

This message is sent by the terminal to the BSM to request the subscription to, or purchase of, the associated purchase item. 
If the price is specified in the request message and it differs from the price calculated by the BSM for one or more of the purchase items included in the request, the BSM SHALL respond with Pricing Information Response message (5.1.5.1.2). 
Also, if the price is not specified for one or more of the purchase items in the request message, the BSM SHALL respond with Pricing Information Response message (5.1.5.1.2). Otherwise, the BSM SHALL respond with Service Response message (5.1.5.2.2).
In a similar fashion, in case the ServiceRequest message does not contain an instance of the ‘UserConsentAnswer’ element for a ‘PurchaseItem’ element, while it is expected that the user agrees to terms of use at the time of subscription for the said ‘PurchaseItem’, the BSM MAY respond with a PricingInformationResponse message that contains the ‘TermsOfUse’ element for the PurchaseItem(s) requiring it, or return the error code ‘31’ in the itemwiseStatusCode indicating that BSM rejected the subscription because the user did not agree to the terms of use. In the latter case the terminal MAY issue a PrincingInformationRequest to obtain the terms of use. 

In case the BSM answers a Service Request with a Pricing Information Response, the latter SHALL list at least all those purchase items requested in the related Service Request for which subscription-related information (e.g. pricing, terms of use, subscription type) is absent or incorrect. The terminal SHALL consider it has accurate subscription-related information for those purchase items provided in the Service Request but not present in the Princing Information Response.

	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	ServiceRequest
	E
	
	
	Service Request Message to subscribe or purchase PurchaseItem

Contains the following attributes:

   requestID

Contains the following elements:

   UserID

   DeviceID

   ServiceEncryptionProtocol

   PurchaseItem

   DrmProfileSpecificPart

      BroadcastRoamingSpecificPart
The Service Request message MAY contain an instance of  the DrmProfileSpecificPart element.  
	

	requestID
	A
	O
	0..1
	Identifier for the Service request message.
	unsignedInt

	UserID
	E1
	O
	0..N
	The user identity known to the BSM. 

For the DRM profile, this element SHALL be included.

For the Smartcard profile, this element SHALL be omitted, and the user identity SHALL be provided by the network with HTTP DIGEST authentication procedure defined in section 6.6
 Contains the following attributes:

   type
	string

	type
	A
	M
	1
	Specifies the type of User ID.  Allowed values are:

0 – username defined in [RFC 2865] 

1 – IMSI

2 – URI

3 – IMPI

4 – MSISDN

5 – MIN 

6-127 reserved for future use

128-255 reserved for proprietary use  
	unsignedByte

	DeviceID
	E1
	O
	0..N
	A unique device identification known to the BSM. For the DRM profile this element SHALL be included if the device supports IMEI or MEID. A device supporting the DRM profile. SHALL NOT allow the user to modify the DeviceID.

Contains the following attributes:

   type
	string

	type
	A
	M
	1
	Specifies the type of Device ID.  Allowed values are

0 – reserved for future use
1 – IMEI [3GPP TS 23.003]

2 – MEID [3GPP2 C.S0072]

3-127 reserved for future use

128-255 reserved for proprietary use  
	unsignedByte

	ServiceEncryptionProtocol
	E1
	O
	0..N
	Lists each service encryption protocol supported by the device, including the mandatory ones. Defined values: “ipsec”, “srtp”, and “ISMACryp”. The device is allowed to include more identifiers, however depending on the protocols supported by the network they may be ignored.

Note: This element is only included in the message if a service is to be delivered over Interaction channel.
	string

	Purchase
Item
	E1
	M
	1..N
	Contains the list and price of items the user wants to order and the list of services the user wants to subscribe notification.

Contains the following attributes:

   globalIDRef

Contains the following elements:

   PurchaseDataReference

   Service
	

	globalIDRef
	A
	M
	1
	The identifier of the Purchase Item.  The Purchase Item identifier is advertised in the PurchaseItem fragment of the Service Guide as GlobalPurchaseItemID and is inserted in this message in the same format.
	anyURI

	PurchaseDataReference
	E2
	O
	0..1
	Contains the price information.

This specifies the PurchaseData fragment in the Service Guide which is to be used for this subscription.

Contains the following attribute

idRef

Contains the following Element:

   Price
	

	idRef
	A
	M
	1
	References the identifiers of PurchaseData Fragment advertised in Service Guide.
	anyURI

	Price
	E3
	O
	0..1
	The price of the Purchase Item known to the user from Service Guide.  If PurchaseData in the Service Guide contains multiple price entries by currency, this element should be specified to indicate to the BSM the entry desired by the user.  

Contains the following attribute:

   currency
	decimal

	currency
	A
	O
	0..1
	Specifies the currency codes defined in ISO 4217 international currency codes.
	string

	UserConsentAnswer
	E2
	O
	0..1
	Signals whether user agreed to the Terms of Use as represented by id of the related TermsOfUse element.

true:
User agrees the terms of the 
Terms of Use.

false:
User disagrees the terms of the 
Terms of Use.

If this element is not present the interpretation is that the user has not read or understood the Terms of Use.
	boolean

	id
	A
	M
	1
	The URI uniquely identifying the Terms of Use this ‘UserConsentAnswer’ relates to, which is declared either in a PurchaseData fragment, or a PurchaseChannel fragment. Said otherwise, the ‘UserConsentAnswer’ parent element relates to Terms of Use applicable to a PurchaseData-PurchaseItem pair.
	anyURI

	Service
	E2
	O
	0..N
	Reference of the Service. This element is only used for subscribing service-specific Notification. As of this version of the specification, it is assumed that service-specific Notifications delivered over the Broadcast Channel do not require subscription as they are sent in the clear. Hence, this element only applies for subscription to service-specific Notification delivered over the Interaction Channel.

Contains the following attributes:

   globalIDRef

   notification

Note: This element is only used for the purpose of subscribing to service-specific Notification.  In addition, this element should not be confused with the MBMS User Service ID (the latter is the equivalent MBMS designation for the concatenation of the attributes ‘PurchaseItemID.@gobalIDRef’ and ‘PurchaseData.@idRef’ in BCAST.
	

	globalIDRef
	A
	M
	1
	Unique ID of the Service, as represented by the GlobalServiceID of the ‘Service’ fragment. It is used to identify the Service to which the service-specific Notification relates.. 


	anyURI

	notification
	A
	M
	1
	This attribute declares whether subscription to receive service-specific Notification message over the Interaction Channel  is required.  If set to ”true”, the terminal wishes to subscribe to delivery of the service-specific Notification over the Interaction Channel.

If  set to ”false”, the terminal does not wish to subscribe to delivery of service-specific Notification over Interaction Channel. 
	boolean

	DrmProfileSpecificPart
	E1
	O
	0..1
	Service & Content Protection DRM-profile specific part. This part is MANDATORY to support for the DRM Profile, and is not applicable to the Smartcard Profile.

Contains the following attributes:

   rightsIssuerURI

Contains the following element:

   BroadcastMode
	

	rightsIssuerURI
	A
	O
	0..1
	ID of the rights issuer associated with the BSM. 
	anyURI

	Broadcast
Mode
	E2
	O
	0..1
	Indicates whether or not the device supports the optional broadcast mode of operation for rights acquisition, in addition to the interactive mode of operation.
	boolean

	BroadcastRoamingSpecificPart
	E1
	O
	0..1
	This element provides information to help processing the Service Request  in case of roaming. For rules on how to use this element, see section 5.7.3.

If the BSM support Broadcast Roaming, it SHALL support this element.

If the Terminal support Broadcast Roaming, it SHALL support this element.
	

	HomeBSM
	E2
	M
	0..1
	In case the Service Provisioning request is issued against the Visited BSM, this element indicates the Home BSM of the terminal in the context of this request.
	complexType as defined for ‘BSMFilterCode’ in section  5.4.1.5.2 of [BCAST10-SG]

	VisitedBSM
	E2
	M
	0..1
	In case the Service Provisioning request is issued against the Home BSM, this element indicates the Visited BSM from which the user wishes to purchase service.
	complexType as defined for ‘BSMFilterCode’ in section  5.4.1.5.2 of [BCAST10-SG]

	MAC
	E1
	O
	0..1
	Message Authentication Code computes by the Smartcard on the client side in case a parental protection is applied to the service provisioning message. This MAC is used by the BSM to verify that the service request message has been controlled by the parental control service provisioning function on the client side.
 The MAC is coded in 32 bytes.
 For information on how to use this element, see section 5.1.10
.
	 string


Table 7: Structure of Service Request in General Service Provisioning Message 

Change 3: Adding E1 element ‘MAC’ to Token Purchase Request

5.1.5.5 Token Purchase Request Messages

5.1.5.5.1 Token Purchase Request

This message is sent by the terminal to the BSM to request the purchase of tokens, or credits, to enable future consumption of broadcast services/content. The quantity of which is identified by the requested token amount.  This message is applicable to both the DRM Profile and Smartcard Profile.

In the case of the (U)SIM Smartcard Profile, the terminal SHALL handle the PDP context used by this procedure as specified in section 5.1.6.12.

	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	TokenPurchaseRequest
	E
	
	
	Token Purchase Request Message

Contains the following attributes:

   requestID

Contains the following elements:

   UserID

   DeviceID

   PermissionsIssuerURI

   TokensRequested

   BroadcastRoamingSpecificPart

	

	requestID
	A
	O
	0..1
	Identifier for the Token Purchase request message.
	unsignedInt

	UserID
	E1
	O
	0..N
	The user identity known to the BSM.
For the DRM profile, this element SHALL be included.

For the Smartcard profile, this element SHALL be omitted, and the user identity SHALL be provided by the network with HTTP DIGEST authentication procedure defined in section 6.6
Contains the following attribute:

   type
	string

	type
	A
	M
	1
	Specifies the type of User ID.  Allowed values are:

0 – username defined in [RFC 2865] 

1 – IMSI

2 – URI
3 – IMPI

4 – MSISDN

5 – MIN 

6-127 reserved for future use

128-255 reserved for proprietary use  
	unsignedByte

	DeviceID
	E1
	O
	0..N
	A unique device identification known to the BSM. For the DRM profile this element SHALL be included if the device supports IMEI or MEID. A device supporting the DRM profile SHALL NOT allow the user to modify the DeviceID.
Contains the following attribute:

   type
	string

	type
	A
	M
	1
	Specifies the type of Device ID.  Allowed values are

0 –  reserved for future use
1 – IMEI 3GPP TS 23.003

2 – MEID 3GPP2 C.S0072

3-127 reserved for future use

128-255 reserved for proprietary use  
	unsignedByte

	PermissionsIssuerURI
	E1
	O
	0..1
	The identification of the Permissions Issuer depending on the Profile.

For the DRM Profile, this element is MANDATORY.  It identifies the Rights Issuer from which the BSM can retrieve the ROAP Trigger**.

For the Smartcard Profile, this element SHALL NOT be instantiated as only the BSM can grant tokens in the case of the Smartcard Profile. 

Contains the following attribute:

   type
	anyURI

	type
	A
	M
	1
	The type of the Permissions Issuer identified by the PermissionsIssuerURI.  Allowed values are:

false – DRM Profile

true – Reserved for future use 

As of this version of the specification, this attribute SHALL be set to “false” when instantiated.
	boolean

	TokensRequested
	E1
	O
	0..1
	Purchase request for tokens

Contains the following attributes:

  type

  amount

  chargingType
   purchaseUnitNum

Contains the following elements:

   PurchaseItem

   SmartCardProfileSpecificPart
	

	type
	A
	M
	1
	Specifies the type of tokens requested

Allowed values are:

0 - unspecified

1 – tokens for the DRM Profile
2 – service tokens for the Smartcard Profile, added to the live_ppt_purse of the specified SEK/PEK key group

3 – service tokens for the Smartcard Profile, to the playback_ppt_purse of the specified SEK/PEK key group

4 – user tokens for the Smartcard Profile added to the user purse associated to the BSM ID
5 - 127 reserved for future use

128-255 reserved for proprietary use

Note: type 1 tokens are applicable only to DRM Profile, whereas types 2-4 are applicable only to Smartcard Profile

For a definition of user tokens and service tokens, see Sections 6.6.4.2 and 6.6.7 of [BCAST10-ServContProt].
	unsignedByte

	amount
	A
	M
	1
	For types 0 and 1, this value corresponds to the number of tokens requested in this Token Purchase Request message.
For types 2 and 3, this value corresponds to the number of service tokens contained in a single service token-based credit package.  These tokens are valid for any LTKM using service tokens associated to the given SEK/PEK key group.
For type 4, this value corresponds to the requested number of user tokens, valid for any LTKM using user tokens associated to the ID of the BSM.

	unsignedInt

	charging
Type
	A
	O
	0..1
	The type of charging (pre-paid or post-paid) the user wishes to use. The BSM will verify that the requested charging type is available for this user.  The following values are defined:

0 – undefined

1 – prepaid 

2 – postpaid

3-127 – reserved for future use

128-255 – reserved for proprietary use
If this attribute is not present, the default value is 0.
	unsignedByte

	purchaseUnitNum
	A
	O
	0..1
	The number of token-based credit packages  requested by the terminal, where the number of tokens in one package is indicated by ‘amount’ attribute above.   If this field is absent, then the request is for one package only (i.e. the default value is 1.)
The value of the ‘amount’ attribute SHALL be identical to the value of ‘TotalNumberCredits’ element specified in the associated ‘PurchaseData’ fragment in the SG. Therefore the actual number of tokens requested by the terminal is ‘purchaseUnitNum’ times ‘amount’. 
Note that ‘PurchaseUnitNum’ SHOULD be limited in accordance to the Purchase Data fragment associated with the Purchase Item of concern in the SG.  For example, in the case of play-based tokens, its maximum value SHOULD equal that of the attribute ‘maxReplay’ under ‘TotalNumberTokenCredits’, assuming the attribute ‘extraTokensPurchaseable’ of ‘CreditPackageType’ has value = 1.
	unsignedShort

	PurchaseItem
	E2
	O
	0..1
	Identifier of the purchase item to which the type of tokens in the token purchase request corresponds, if the information comes from the Service Guide and the request relates to a PurchaseItem.
This is given by the globalPurchaseItemID as defined in [BCAST10-SG].

Contains the following attributes:

  globalIDRef

  purchaseDataIDRef
  For Smartcard profile this field MAY be present if the request is for user tokens and MAY be present if the request is for service tokens.  This field MAY be absent if the request is for DRM profile tokens.
	

	globalIDRef
	A
	M
	1
	Identifier of PurchaseItem. GlobalPurchaseItemID found in the PurchaseItem fragment will be used.
	anyURI

	purchaseDataIDRef
	A
	O
	0..1
	Identifies the associated ‘PurchaseData’ fragment to which the requested credit package belongs.
	anyURI

	SmartcardProfileSpecificPart
	E2
	O
	0..1
	Service & Content Protection Smartcard Profile specific part. This part is MANDATORY to support for the Smartcard Profile, and is not applicable to the DRM Profile.

Contains the following elements:
   ProtectionKeyID
	

	ProtectionKeyID
	E3
	M
	0..1
	The 5-byte long concatenation of the Key Domain ID with the Key group part of the SEK/PEK ID, where both values are as specified in the Smartcard Profile [BCAST10-ServContProt].

The ProtectionKeyID corresponds to the SEK/PEK ID for which service tokens are requested.

The element is only present when service tokens are requested AND the PurchaseItem element is absent.
When user tokens are requested, ‘ProtectionKeyID’ SHOULD be absent, since the received user tokens in a subsequent LTKM are deposited into the user purse.
	base64Binary

	BroadcastRoamingSpecificPart
	E1
	O
	0..1
	This element provides information to help processing the Service Request  in case of roaming. For rules on how to use this element, see section 5.7.3.

If the BSM support Broadcast Roaming, it SHALL support this element.

If the Terminal support Broadcast Roaming, it SHALL support this element.
	

	HomeBSM
	E2
	M
	0..1
	In case the Service Provisioning request is issued against the Visited BSM, this element indicates the Home BSM of the terminal in the context of this request.
	complexType as defined for ‘BSMFilterCode’ in section  5.4.1.5.2 of [BCAST10-SG]

	VisitedBSM
	E2
	M
	0..1
	In case the Service Provisioning request is issued against the Home BSM, this element indicates the Visited BSM from which the user wishes to purchase service.
	complexType as defined for ‘BSMFilterCode’ in section  5.4.1.5.2 of [BCAST10-SG]

	MAC
	E1
	O
	0..1
	Message Authentication Code computes by the Smartcard on the client side in case a parental protection is applied to the service provisioning message. This MAC is used by the BSM to verify that the token purchase request message has been controlled by the parental control service provisioning function on the client side.

 The MAC is coded in 32 bytes.

 For information on how to use this element, see section 5.1.10.

	 string


Table 19: Structure of Token Purchase Request in General Service Provisioning Message 

** These (ROAP Messages) are DRM profile specific
Change 4:  Adding new section to explain the functionality
5.1.10  Parental Control for Service Ordering in case of Smartcard Profile 
A  parental control for service ordering, i.e., parental control for service subscription and service purchase is defined for the Smartcard profile.  The parental control for service ordering is enforced within the Smartcard before the service request is sent by the terminal to the BSM.
Before a service provisioning message, service request or token purchase request, is sent by the terminal to the BSM, the Terminal sends to the Smartcard using the AUTHENTICATE command  in MBMS Security Context for OMA BCAST operation defined for Parental Control Service Provisioning Mode (see [BCAST11-ServContProt]), the service provisioning type information, the requestID of the request and a hash of some data included in the service provisioning message and depending of the message:

· For service request, the Terminal computes the hash of the concatenation of the GlobalIDref that are present in the Service request message to be sent
Hashed data = SHA-256(GlobalIDrefN||GlobalIDrefN-1||….||GlobalIDref1)

· For Token Purchase request, the Terminal computes the hash of the concatenation of the following information: type of token requested, amount and protectionKeyID that are present in the Token Purchase request message to be sent. 
Hashed data = SHA-256(Type of token requested||amount||protectionKeyID)
· If the Terminal receives in the response of the AUTHENTICATE command an operation status code indicating that a PINCODE is required (i.e. “PINCODE required”) with the Key reference of the PIN defined for the parental control service ordering, the terminal SHALL then prompt the user for verification of the parental control service ordering PINCODE using the VERIFY PIN command and the Key Reference transmitted by the Smartcard in the response of the AUTHENTICATE Command. After a successful verification of the PINCODE the terminal re-sends the AUTHENTICATE Command to obtain the Message Authentication Code of the hash of service provisioning data transmitted in the command. After reception of this Message Authentication Code in the response of the AUTHENTICATE command, the terminal introduces this MAC code in the service provisioning message and sends the message to the BSM.
· If the Terminal receives in the response of the AUTHENTICATE command an operation status code indicating that the PINCODE is blocked (i.e. “PINCODE blocked”), the Terminal SHOULD signal to the user that the service request is not allowed and that the Parental PINCODE is blocked.
At the reception of the service provisioning message (service request or token purchase request), the BSM verifies the MAC received to authenticate the issuer of the MAC and verify that the sending of the service provisioning message has been controlled by the parent.
The verification of the MAC is done in the following way:

· the BSM derives an Authentication  Key  (Serv_Prov_Auth_Key (SPAK)) from the SMK associated to the client using the service provisioning type of the message and the request ID received in the service provisioning message. The SPAK shall be derived from the key SMK using the GBA key derivation function (see Annex B of [3GPP TS 33.220]) as follows (see notation style is explained in Annex B of [3GPPTS 33.220]):

· FC = 0x01,


· P0 = "bcast-serv-prov" (i.e. 0x62 0x63 0x61 0x73 0x74 0x2d 0x73 0x65 0x72 0x76 0x2d 0x70 0x72 0x6f 0x76), and

· L0 = length of P0 is 15 octets (i.e. 0x00 0x0f).

· P1 = Service Provisioning Type 

· L1 = Length of P1 is 1 octet (i.e 0x00 0x01)

· P2 = requestID 

· L2 = Length of P2 is 4 octets (i.e. 0x00 0x04)
Where Service Provisioning Type is coded as follows:

Table xx: Service_provisioning_type Coding
	Value
	Description

	0x00
	Service request

	0x01
	Token purchase request

	0x02 to 0xFF
	Reserved for future use


The Key to be used in key derivation shall be the SMK

In summary, the SPAK shall be derived from the SMK as follows:

SPAK = KDF (SMK, “bcast-serv-prov”, Service Provisioning Type, requestID)
· The BSM computes a hash of some information received in the service provisioning request (HASH), information depending of the service provisioning message:
	Service provisioning Type
	Hash

	0x00
	HASH= SHA-256(GlobalIDref(N)||GlobalIDref(N-1)|| …||GlobalIDref(1))

	0x01
	HASH= SHA-256(Type of token requested||amount||protectionKeyID)

	Other
	RFU


· The BSM then computes the MAC code of this hashed data
MAC’ = HMAC-SHA-256(SPAK, HASH)
· The BSM then compares the MAC’ obtained to the MAC received in the service provisioning message. 
· If the MAC’=MAC then the service provisioning message is correct and has been protected by the parental control function in the Smartcard. Then the BSM responds to the service request by specifying status code 000 “Success”
· If the MAC’ ≠ MAC then the service provisioning message is not correct and has been modified or has not been controlled by the Smartcard. Then the BSM responds to the service request by specifying status code 032 “Parental control restriction - Request Disallowed”
Change 5: Adding an error code
5.11 Global Status Codes

The following table lists all the possible status codes for success or error case, and their applicability to each transaction.  The table is to be used for GlobalStatusCode and roamingAuthorizationStatus in Provisioning and Roaming response messages. The codes may also be used in other response messages in other BCAST technical specifications. 
	Code
	Status

	000
	Success

The request was processed successfully.

	…
	…

	031
	User must agree to the terms of use

Indicates that the BSM rejected the subscription because the user did not agree to the terms of use.

	032
	Parental control restriction - Request  Disallowed

This code indicates that iIt is not possible for the terminal to purchase/subscribe to the purchase item.

	033 ~ 127
	Reserved for future use

	128 ~ 255
	Reserved for proprietary use


Table 42: Global Status Codes
Change 6: Adding SCR for terminal and BSM
Appendix C Static Conformance Requirements
(Normative)

The notation used in this appendix is specified in [IOPPROC].

Note 1: References refer to this specification unless otherwise noted.

Note 2: BCAST adaptation specifications, in which it is specified how the BCAST 1.0 enabler is implemented over a specific BDS (Broadcast Distribution System), may overrule or adapt requirements from this SCR or provide additional requirements

C.1 SCR for BCAST Client

	Item
	Function
	Reference
	Status
	Requirement

	BCAST-SERVICES-C-001
	Terminal with access to interaction channel
	general
	O
	BCAST-SERVICES-C-011 AND

BCAST-SERVICES-C-012 AND

BCAST-SERVICES-C-013 AND

BCAST-SERVICES-C-017 AND

BCAST-SERVICES-C-018 AND

BCAST-SERVICES-C-019 AND

BCAST-SERVICES-C-020 AND

BCAST-SERVICES-C-025 AND

BCAST-NT-C-003 AND

BCAST-NT-C-005

	BCAST-SERVICES-C-002
	Terminal with access to interaction channel and support for Service and/or Content Protection
	general, [BCAST10-ServContProt]
	O
	BCAST-SERVICES-C-006 AND

BCAST-SERVICES-C-007 AND 

BCAST-SERVICES-C-008

	BCAST-SERVICES-C-003
	Terminal supporting SMS
	general
	O
	BCAST-SERVICES-C-014

	BCAST-SERVICES-C-004
	Terminal supporting MMS
	general
	O
	BCAST-SERVICES-C-015

	BCAST-SERVICES-C-005
	Terminal supporting Voice call
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Adding SCR for BSM

C.4 SCR for BCAST Subscription Management (BSM)

The BSM is an entity in the OMA BCAST Architecture, see [BCAST10-Architecture] Fig. 3.
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