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1 Reason for Change

This CR implements the solution for parental control service ordering described in OMA-BCAST-v1_1-2009-0125-INP-Smartcard_based_Parental_control_for _service_ordering in the SPCP spec.
2 Impact on Backward Compatibility

3 Impact on Other Specifications

Another CR for TS services is submitted
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The Cr applies to the OMA-TS-BCAST_SvcCntProtection-V1_1-20090519-D. 

It is proposed to introduce the changes in a new version of the BCAST document.
6 Detailed Change Proposal

Change 1:  Appendix E.2.3
E.2.3 MBMS Security Context – OMA BCAST Operation

The AUTHENTICATE command for the MBMS Security Context, defined in [3GPP TS 31.102 v6], is extended with one additional OMA BCAST mode of operation that comprises three sub modes:
· The SPE deletion sub mode to delete the Security Policy Extension and associated data stored in the Smartcard
· The Recording deletion sub mode to delete the Content Identifier and its association to flagged SPEs when the corresponding content is erased in the terminal
· The Parental control service provisioning sub mode to sign information in the service provisioning messages in case parental consent is needed for service provisioning request.
Other sub modes could be defined for future extension of the BCAST specification.

Command extension parameters and data:

The coding of the AUTHENTICATE command parameters and data is extended as follows:

Table 1: Coding of AUTHENTICATE Command Parameters and Data
	Byte(s)
	Description
	Coding
	Length

	1
	 MBMS Data Object tag ('73')
	As defined in TS 31.101 [3GPP TS 31.101 v6] for BER-TLV data object
	1

	2 to 1+A (A ≤ 4)
	MBMS Data Object length (L1)
	As defined in TS 31.101 [3GPP TS 31.101 v6] for BER-TLV data object
	A

	A+2
	OMA BCAST Operation TLV tag ('AE')
	As defined in TS 31.101 [3GPP TS 31.101 v6] for BER-TLV data object
	1

	A+3 to A+2+B
	OMA BCAST Operation TLV Data Object Length
	As defined in TS 31.101 [3GPP TS 31.101 v6] for BER-TLV data object
	B

	A+3+B to A+2+B+L
	OMA BCAST Operation TLV Data Object 
	See below
	L


The coding of the OMA BCAST Operation TLV is as follows:

Table 2: Coding of OMA BCAST Operation TLV

	Description
	Value
	M/O
	Length (bytes)

	OMA BCAST Operation TLV  Tag
	'AE'
	M
	1

	OMA BCAST Operation TLV Data Object Length
	L
	M
	B

	OMA BCAST Operation Mode Tag
	'90'
	M
	1

	OMA BCAST Operation Mode Data Object Length
	1
	M
	1

	OMA BCAST Operation Mode Data Object
	See below
	M
	1

	Mode specific TLVs (Note1)
	
	O
	L2

	Note1: For each BCAST operation mode, a list of TLV is defined in the following section


Table 3: Coding of OMA BCAST Operation Mode Data Object

	Coding
	Meaning

	'00'
	RFU

	'01'
	SPE Deletion Mode

	'02'
	Recording Deletion Mode

	'03'
	Parental Control Service Provisioning Mode

	'04' to 'FF'
	RFU


Change 2:  Add a new section to E.2.3 section

E.2.3.3 MBMS Security Context – OMA BCAST Operation – Parental Control Service Provisioning Mode

E.2.3.3.1 Parental Control Service Provisioning Mode: Command Description

BCAST Smartcards MAY support the command described in this section. The BCAST Smartcard SHALL support this command if the service n°17 (Service Provisioning Message Protection) in the EF_BST is supported.
The Smartcard receives from the terminal in the AUTHENTICATE Command the service provisioning message type, the request ID of the message, and adding specific data to be signed by the Smartcard.  

At the first reception of the command, the Smartcard checks that a user consent is needed for the service provisioning using the flag “Service Provisioning Protection Flag” contained in the EFSP. 

· If the Service Provisioning Protection Flag is set to 0x01 and the PINCODE has not been verified, then the Smartcard includes in the response an operation status code indicating to the terminal that a PINCODE is required (i.e. “PINCODE required”) with the Key reference of the PIN defined for the parental control service ordering. The terminal SHALL then prompt the user for verification of the parental control service ordering PINCODE using the VERIFY PIN command and the Key Reference transmitted by the Smartcard in the response of the AUTHENTICATE Command. After a successful verification of the PINCODE the terminal re-sends the Authenticate Command to obtain the digital signature of the service provisioning data.

· If the Service Provisioning Protection Flag is set to 0 or if the PINCODE has already been verified successfully, the Smartcard derives an Authentication  Key  (Serv_Prov_Auth_Key (SPAK)) from the SMK using the service provisioning type and the request ID received in the AUTHENTICATE Command. The SPAK shall be derived from the key SMK using the GBA key derivation function (see Annex B of [3GPP TS 33.220]) as follows (see notation style is explained in Annex B of [3GPPTS 33.220]):

· FC = 0x01,


· P0 = "bcast-serv-prov" (i.e. 0x62 0x63 0x61 0x73 0x74 0x2d 0x73 0x65 0x72 0x76 0x2d 0x70 0x72 0x6f 0x76), and

· L0 = length of P0 is 15 octets (i.e. 0x00 0x0f).

· P1 = Service Provisioning Type 

· L1 = Length of P1 is 1 octet (i.e 0x00 0x01)

· P2 = requestID 

· L2 = Length of P2 is 4 octets (i.e. 0x00 0x04)
The Key to be used in key derivation shall be the SMK

In summary, the SPAK shall be derived from the SMK as follows:

SPAK = KDF (SMK, “bcast-serv-prov”, Service Provisioning Type, requestID)

The Smartcard then authenticates the data transmitted in the AUTHENTICATE Command with the SPAK using the HMAC-SHA-256 algorithm.

Output data = HMAC-SHA-256(SPAK, input data)
Input:

· Service Provisioning Type, requestID,

· Hash of data to be signed
Output:

· Operation Status Code

· HMAC Data with the SPAK key or Key reference of the PIN to be used for PINCODE verification.

E.2.3.3.2 Parental Control Service Provisioning Mode: Parameters and Data

In case of Parental Control Service Provisioning Mode (i.e. OMA BCAST Operation Mode Data Object value is ‘03’), the coding of OMA BCAST Operation TLV is as follows:
Table 4: Coding of OMA BCAST Operation TLV in case of Parental Control Service Provisioning Mode
	Description
	Value
	M/O
	Length (bytes)

	OMA BCAST Operation TLV  Tag
	'AE'
	M
	1

	OMA BCAST Operation TLV Data Object Length
	L
	M
	1

	OMA BCAST Operation Mode Tag
	'90'
	M
	1

	OMA BCAST Operation Mode Data Object Length
	1
	M
	1

	OMA BCAST Operation Mode Data Object
	'03'
	M
	1

	Service provisioning Type Data Object tag
	'9A'
	M
	1

	Length
	3
	M
	1

	Service Provisioning Type Data Object
	Coded as below
	M
	1

	RequestID Data ObjectTag
	'9B'
	M
	1

	Length
	4
	M
	1

	RequestID Data Object
	As defined in TS services
	M
	4

	Hash Data Object Tag
	'9C'
	C (NOTE1)
	1

	Length
	32
	C
	1

	Hash Data Object
	Coded as below
	C
	32

	


If present, the TLV shall be present in the order defined in the table.

Table XX: Coding of Service provisioning type Data Object tag'9A'

	Byte(s)
	Description
	Status
	Value
	Length

	1
	Service provisioning type 
	M
	see below
	1


Service Provisioning Type:

This field indicates which service provisioning message is concerned by the protection
Table xx: Service_provisioning_type Coding 
	Value
	Description

	0x00
	Service request

	0x01
	Token purchase request

	0x02 to 0xFF
	Reserved for future use

	
	


Table XX: Coding of RequestID Data Object tag'9B'

	Byte(s)
	Description
	Status
	Value
	Length

	1
	RequestID 
	O
	see below
	4


RequestID:

This field indicates the identifier of the request received by the BSM in the service provisioning message.

Table xx: Coding of Hash Data Object tag '9C'
	Service provisioning Type
	Hash

	0x00
	SHA-256(GlobalIDref(N)||GlobalIDref(N-1)|| …||GlobalIDref(1))

	0x01
	SHA-256(Type of token requested||amount||protectionKeyID)

	Other
	RFU


If the command (Parental Control Service Provisioning sub mode) is successful the response parameters and data, SHALL be coded as follows:
Table 5: Coding of Response Parameters and Data if Parental Control Service Provisioning Mode
	Byte(s)
	Description
	Coding
	Length

	1
	MBMS operation response Data Object tag ('73')
	As defined in TS 31.101 [3GPP TS 31.101 v6] for BER-TLV data object
	1

	2 
	MBMS operation response Data Object length 
	As defined in TS 31.101 [3GPP TS 31.101 v6] for BER-TLV data object
	1

	3
	OMA BCAST operation response Tag = 'AE' 
	
	1

	4
	OMA BCAST operation response Data Object Length
	
	1

	5
	BCAST management_data response Data Object  tag ('80')
	
	1

	6
	BCAST management_data response Data Object length (L=1)
	
	1

	7
	BCAST management_data response Data Object 
	See Error! Reference source not found.
	1

	
	HMAC Data TLV
	See below
	34

	Note: The BCAST management_data Data Object value 0x00 is used to indicate successful operation


Table XX: Coding of HMAC Data TLV 
	Byte(s)
	Description
	M/O
	Length

	1
	HMAC Data tag =  '9D'
	M
	1

	2
	HMAC Data length = '0x20'
	M
	1

	3 to 34
	HMAC Data
	M
	32


Where the HMAC Data is:

HMAC-SHA-256(SPAK,Hash Data)  as defined in RFC2104

If the command fails (Verification of a PINCODE needed or PINCODE Blocked) the response parameters/data, SHALL be coded as follows:

Table 6: Coding of Response Parameters and Data if Parental Control Service Provisioning Sub Mode Command Fails because a PINCODE is required or the PINCODE is Blocked
	Byte(s)
	Description
	Coding
	Length

	1
	MBMS operation response Data Object tag ('73')
	As defined in TS 31.101 [3GPP TS 31.101 v6] for BER-TLV data object
	1

	2 
	MBMS operation response Data Object length 
	As defined in TS 31.101 [3GPP TS 31.101 v6] for BER-TLV data object
	1

	3
	OMA BCAST operation response Tag = 'AE' 
	
	1

	4
	OMA BCAST operation response Data Object Length
	
	1

	5
	BCAST management_data response Data Object  tag ('80')
	
	1

	6
	BCAST management_data response Data Object length (L=1)
	
	1

	7
	BCAST management_data response Data Object
	See Error! Reference source not found.
	1

	8
	Key reference of PIN Tag = ‘99’
	
	1

	9
	Key reference of PIN Length
	
	1

	10
	Key reference of the PIN defined for the parental control service provisioning
	See below
	

	Note: The BCAST management_data Data Object value 0x08 is used to indicate that PINCODE is required or 

The BCAST management_data Data Object value 0x0A is used to indicate that PINCODE is blocked


Table XX: Coding of PIN key reference Data Object tag'99'

	Byte(s)
	Description
	Status
	Value
	Length

	1
	PIN key reference
	M
	See below
	1


The key references are defined in [ETSI TS 102.221].

The value of the key reference is in the range of values defined in table 9.3 in section 9.5.1 of [ETSI TS 102.221] and restricted to the values for level 2 (see Note below).  The key reference chosen at the manufacture of the Smartcard SHALL be uniquely assigned in the UICC for the parental control function
Change 3:  Section E.5.3

E.5.3 Contents of the ADF_BSIM
ADF_BSIM SHALL be selected using the AID and information in EF_DIR.  The following figure depicts the file structure of the ADF_BSIM:
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Figure 1 – File Identifiers and Directory Structures of BSIM

The files IDs '6F1X' (for EFs), '5F1X' and '5F2X' (for DFs) with X ranging from '0' to 'F' are reserved under the ADF_BSIM for administrative use by the card issuer.

E.5.3.1 EF_ARR (Access Rule Reference)
This EF contains the access rules for files located under the ADF_BSIM in the UICC. If the security attribute tag '8B' is indicated in the FCP it contains a reference to a record in this file.

Structure of EF_ARR at ADF-level

	Identifier: '6F06'
	Structure: Linear fixed
	Mandatory

	SFI: '06'
	

	Record Length: X bytes
	Update activity: low

	Access Conditions:


READ
ALW


UPDATE
ADM


DEACTIVATE
ADM


ACTIVATE
ADM



	Bytes
	Description
	M/O
	Length

	1 to X
	Access Rule TLV data objects
	M
	X bytes


This EF contains one or more records containing access rule information according to the reference to expanded format as defined in [ISO/IEC 7816‑4]. Each record represents an access rule. Unused bytes in the record SHALL be set to 'FF'.

If the card cannot access EF_ARR, any attempt to access a file with access rules indicated in this EF_ARR SHALL NOT be granted.

E.5.3.2 EF_BST (BSIM Service Table)
This EF indicates which optional services are available. If a service is not indicated as available in the BSIM, the ME shall not select this service.  The presence of this file is mandatory.

	Identifier: '6F07'
	Structure: transparent
	Mandatory

	SFI: '07'
	

	File size: X bytes, X >( 1
	Update activity: low

	Access Conditions:


READ
PIN


UPDATE
ADM


DEACTIVATE
ADM


ACTIVATE
ADM



	Bytes
	Description
	M/O
	Length

	1
	Services n(1 to n(8
	M
	1 byte

	2
	Services n(9 to n(16
	O
	1 byte

	3
	Services n(17 to n(24
	O
	1 byte

	4
	Services n(25 to n(32
	O
	1 byte

	etc.
	
	
	

	X
	Services n((8X‑7) to n((8X)
	O
	1 byte


	Services
	
	

	Contents:
	Service n°1
	GBA-based Local Key Establishment Mechanism

	
	Service n°2
	Parental Control

	
	Service n°3
	Location based restriction

	
	Service n°4
	Support of SPE=0x00

	
	Service n°5
	Support of SPE=0x01

	
	Service n°6
	Support of SPE=0x02

	
	Service n°7
	Support of SPE=0x03

	
	Service n°8
	Support of SPE=0x05

	
	Service n°9
	Support of SPE=0x06

	
	Service n°10
	Support of SPE=0x07

	
	Service n°11
	Support of SPE=0x08

	
	Service n°12
	Support of SPE=0x09

	
	Service n°13
	Support of SPE=0x0A

	
	Service n°14
	Support of SPE=0x0B

	
	Service n°15
	Support of SPE=0x0C

	
	Service n°16
	Support of SPE=0x0D

	
	Service n°17
	Support of Service Provisioning Message Protection


Note: SPE 0x04 is not included in the table as it is mandatory to support for BCAST Smartcards and therefore the BSIM.

The EF shall contain at least one byte. Further bytes may be included, but if the EF includes an optional byte, then it is mandatory for the EF to also contain all bytes before that byte. Other services are possible in the future and will be coded on further bytes in the EF. The coding falls under the responsibility of OMA.

Coding:

1 bit is used to code each service:
bit = 1: service available;
bit = 0: service not available.

-
Service available means that the BSIM has the capability to support the service and that the service is available for the user of the BSIM.
Service not available means that the service shall not be used by the BSIM user, even if the BSIM has the capability to support the service.

First byte:
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Second byte:
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	Service n°16


etc.

E.5.3.3 EF_GBABP; ID = 6FD5
This EF contains the AKA Random challenge (RAND) and Bootstrapping Transaction Identifier (B-TID) associated with a GBA bootstrapping procedure. 

The EF is a linked file which is mapped into the BSIM from the associated GBA serving application (e.g. USIM).  Therefore file attributes and file content are identical to those of the EF with the same name of the associated application.  For the definition of the EF see [3GPP TS 31.102 v6].

E.5.3.4 EF_GBANL; ID = 6FD7
This EF contains the list of NAF_ID and B-TID associated to a GBA NAF derivation procedure.

The EF is a linked file which is mapped into the BSIM from the associated GBA serving application (e.g. USIM).  Therefore file attributes and file content are identical to those of the EF with the same name of the associated application.  For the definition of the EF see [3GPP TS 31.102 v6].

E.5.3.5 EF_NAFKCA; ID = 6FDD
If service n°1 is "available", this file SHALL be present.

This EF contains one or more NAF Key Centre addresses.  The first record in the EF shall be considered to be of the highest priority.  The last record in the EF shall be considered to be the lowest priority.

The EF is a linked file which is mapped into the BSIM from the associated Local Key Establishment serving application (e.g. USIM).  Therefore file attributes and file content are identical to those of the EF with the same name of the associated application.  For the definition of the EF see [3GPP TS 31.102 v6].
E.5.3.6 EF_PUI (Private User Identity)

This EF contains the private user identity of the user corresponding to the user identity stored in the ADF of the application involved in the AKA process of the GBA.
Structure of EF_PUI at ADF-level

	Identifier: '6F02'
	Structure: transparent
	Mandatory

	SFI: '02'
	

	Record Length: X bytes
	Update activity: low

	Access Conditions:


READ
PIN

UPDATE
ADM


DEACTIVATE
ADM


ACTIVATE
ADM



	Bytes
	Description
	M/O
	Length

	1 to X
	NAI TLV data object
	M
	X bytes


NAI:
Contents: Private user identity in the form of an NAI. It shall have the form username@realm as specified in [3GPP TS 23.003 v6].
Coding: For contents and syntax of NAI TLV data object values see IETF RFC 2486 [24]. The NAI shall be encoded to an octet string according to UTF-8 encoding rules as specified in IETF RFC 3629 [27]. The tag value of the NAI TLV data object shall be '80'.
When the AKA mechanism of a USIM is used for the GBA of the BSIM, the private user identity SHALL be built out of IMSI stored in this ADF USIM.  The way the private user identity is built out of IMSI is described in the [3GPP TS 23.003 v6].
E.5.3.6 EF_SP (Service Provisioning)

This EF contains a flag indicating if the service provisioning messages SHALL be protected by parental control PINCODE verification.
Structure of EF_SP at ADF-level

	Identifier: '6F09'
	Structure: transparent
	Mandatory

	SFI: '09'
	

	Record Length: 1 byte
	Update activity: low

	Access Conditions:


READ
PIN2

UPDATE
PIN2

DEACTIVATE
ADM


ACTIVATE
ADM



	Bytes
	Description
	M/O
	Length

	1 
	Service Provisioning Protection Flag
	M
	1 byte


Service Provisioning Protection Flag:
Coding: 
Table xx: Service_Provisioning_Protection_Flag Coding
	Value
	Description

	0x00
	No local protection

	0x01
	The Service Provisioning Messages are disallowed

	0x02 to 0xFF
	Reserved for future use
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