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1 Reason for Change

OMA-BCAST-v1_1-2008-0051 proposed to enable parental control for service subscription and service purchase

OMA-BCAST-v1_1-2009-0112 implements the proposal by adding element in the service Request for submitting PINCODE to the BSM for the PINCODE verification

This solution has some drawbacks:
Transmission of a PINCODE from the terminal to the server (security issue)

Synchronization of the Parental PINCODE used for display of parental-controlled services and Parental PINCODE for this new service ordering not ensured

OMA-BCAST-v1_1-2008-0125 proposed to enforce the PINCODE on the client side using the parental control PINCODE in the smartcard and sending a HMAC of some information of the service request to ensure to the BSM that the process has been handled by the Smartcard.

This proposal proposes another solution where the service request is sent by the terminal to the server and a parental control message is sent to the smartcard by the BSM to request a PINCODE verification. After successful PINCODE verification the Smartcard sends a reporting message to the BSM to inform the BSM on the status of the PINCODE verification process.
2 Impact on Backward Compatibility

3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Accept the proposed change for inclusion into BCAST 1.1.

6 Detailed Change Proposal

Change 1:  Adding new error codes in mapping table
5.1.4 Use of Global Status Codes for Service Provisioning Messages

Table 4 proposes example values from Table 42 for the transaction messages that require the use of Global Status Codes. The values shown below are for informative purposes and the full range of values of Table 42 are applicable to all messages if deemed required.


	TS-BCAST_Services
	5.1.5.1.2 Pricing Information Response
	000, 001, 002, 003, 007, 008, 011, 013, 015, 016, 017, 018, 019, 020, 021, 023

	
	5.1.6.2.2 Service Response
	000, 001, 002, 003, 004, 005, 006, 007, 008, 009, 011, 013, 014, 015, 016, 017, 018, 019 020, 021, 023, 031, 032, 033, 034,  

	
	5.1.5.3.2 Long-Term Key Renewal Response
	000, 001, 002, 004, 005, 006, 007, 008, 010, 011, 013, 015, 016, 017, 018, 019, 020, 021, 022, 023, 024,

	
	5.1.5.4.2 Unsubscribe Response
	000, 001, 002, 007, 008, 010, 011, 013, 015, 016, 017, 018, 019, 020, 021, 022, 023

	
	5.1.5.5.2 Token Purchase Response
	000, 001, 002, 004, 005, 006, 007, 008, 009, 011, 013, 015, 016, 017, 018, 019, 020, 021, 022, 023, 024

	
	5.1.5.6.2 Account Inquiry Response
	000, 001, 002, 004, 005, 007, 008, 011, 013, 014, 015, 017, 018, 019, 020, 021, 023

	
	5.7.2.3. Roaming Authorization Response
	000, 001, 002, 003, 004, 005, 006, 007, 008, 009, 010, 011, 013, 014, 015, 016, 017, 018, 019, 020, 021, 022, 023, 024, 025, 026

	
	5.7.2.5 RoamingServiceResponse
	000, 001, 002, 003, 004, 005, 006, 007, 008, 009, 010, 011, 013, 014, 015, 016, 017, 018, 019, 020, 021, 022, 023, 024, 025, 026


Table 4: Cross Reference Table (Informative)

Change 2:  Adding new section to explain the functionality
5.1.10 Parental Control for Service Ordering
The BSP-M in the BSM MAY enforces parental control for service ordering, i.e., parental control for service subscription and service purchase. The parental control for service ordering is enforced within the BSM and verification of the PINCODE enforced by the Secure function in the terminal at the BSM request.
If the BSM receives a Service Request message used for the subscription/purchase of one or more purchase items which are subject to parental control restrictions, the BSM enforces parental control on each of these purchase items one by one according to specific rules that are BSM implementation dependant. An example of this enforcing is given here after but other rules as total restriction to purchase a content in case of child using theTterminal:
· If the purchase item is associated with a less restrictive parental rating than the level granted for the user, the purchase item passes the parental control enforced by the BSM.

· If the purchase item is associated with a more restrictive parental rating than the level granted for the terminal and it is not possible to pass parental control by providing PINCODE, the BSM responds by specifying status code 032 “Parental control restriction - Request Disallowed” (see section 5.11
) for the purchase item in the Service Response.

· If the purchase item is associated with a more restrictive parental rating than the level granted for the terminal, the BSM sends a Parental Control Message to the secure function in the Terminal indicating a Service_provisioning_protection for a local parental control PINCODE verification in the secure function. 

.The parental control message is defined in [BCAST11-ServContProt] specification. The BSM includes in the message the service provisioning message type as defined in [BCAST11-ServContProt] and the RequestID introduced in the service provisioning message.
After the PINCODE verification process on the client side, a reporting message is sent back to the BSM containing the status of the verification process (as described in [BCAST11-ServContProt] specification). After verification of the reporting message, the BSM sends back to the terminal the service provisioning message response
· If the Service-provisioning_protection_status in the reporting message received by the BSM  is 0x00 “PINCODE successfully verified” (see [BCAST11-ServContProt]), the PINCODE has been successfully verified by the secure function on the client side, then the BSM responds to the service request by specifying status code 000 “Success”
· If the Service-provisioning_protection_status in the reporting message received by the BSM  is 0x01 ”PINCODE blocked” (see [BCAST11-ServContProt]), the PINCODE has been blocked in the secure function on the client side, then the BSM responds to the service request by specifying status code 034 “Parental Control PINCODE Blocked”
· If the Service-provisioning_protection_status in the reporting message received by the BSM  is 0x02 “User abandons the request” (see [BCAST11-ServContProt]), the User has abandoned the verification process on the client side, then the BSM responds to the service request by specifying status code 033 “Parental Control PINCODE Verification Failed”
· If the Service-provisioning_protection_status in the reporting message received by the BSM  is 0x03 “Service provisioning requests locally disallowed” (see [BCAST11-ServContProt]), the service provisioning request are locally disallowed in the secure function, then the BSM responds to the service request by specifying status code 032 “Parental control restriction - Request Disallowed”
· If the Service-provisioning_protection_status in the reporting message received by the BSM  is 0x04 ”Parental control not supported” (see [BCAST11-ServContProt]), the service provisioning restriction is technically not possible as parental control PINCODE is not assigned  in the secure function, then the BSM responds to the service request by specifying status code “Success” or by specifying status code 032 “Parental control restriction - Request Disallowed” depending of the restrictions rules on the server side.
Change 3:  Adding three error codes
5.11 Global Status Codes

The following table lists all the possible status codes for success or error case, and their applicability to each transaction.  The table is to be used for GlobalStatusCode and roamingAuthorizationStatus in Provisioning and Roaming response messages. The codes may also be used in other response messages in other BCAST technical specifications. 
	Code
	Status

	000
	Success

The request was processed successfully.

	…
	…

	031
	User must agree to the terms of use

Indicates that the BSM rejected the subscription because the user did not agree to the terms of use.

	032
	 Parental control restriction - Request Disallowed

This code indicates that iIt is not possible for the terminal to purchase/subscribe to the purchase item.

	033
	Parental Control PINCODE Verification Failed

This code indicates that the PINCODE verification failed for this service ordering. 

	034
	  Parental Control PINCODE Blocked

This code indicates that the PINCODE for service ordering is blocked. Reasons for a PINCODE to be blocked include, e.g., that a certain amount of incorrect PINCODEs, which exceeds the limit set by the Smartcard have been submitted.

	035~ 127
	Reserved for future use

	128 ~ 255
	Reserved for proprietary use


Table 42: Global Status Codes
Change 4:  Adding SCR for terminal

Appendix C Static Conformance Requirements
(Normative)

The notation used in this appendix is specified in [IOPPROC].

Note 1: References refer to this specification unless otherwise noted.

Note 2: BCAST adaptation specifications, in which it is specified how the BCAST 1.0 enabler is implemented over a specific BDS (Broadcast Distribution System), may overrule or adapt requirements from this SCR or provide additional requirements

C.1 SCR for BCAST Client

	Item
	Function
	Reference
	Status
	Requirement

	BCAST-SERVICES-C-001
	Terminal with access to interaction channel
	general
	O
	BCAST-SERVICES-C-011 AND

BCAST-SERVICES-C-012 AND

BCAST-SERVICES-C-013 AND

BCAST-SERVICES-C-017 AND

BCAST-SERVICES-C-018 AND

BCAST-SERVICES-C-019 AND

BCAST-SERVICES-C-020 AND

BCAST-SERVICES-C-025 AND

BCAST-NT-C-003 AND

BCAST-NT-C-005

	BCAST-SERVICES-C-002
	Terminal with access to interaction channel and support for Service and/or Content Protection
	general, [BCAST10-ServContProt]
	O
	BCAST-SERVICES-C-006 AND

BCAST-SERVICES-C-007 AND 

BCAST-SERVICES-C-008

	BCAST-SERVICES-C-003
	Terminal supporting SMS
	general
	O
	BCAST-SERVICES-C-014

	BCAST-SERVICES-C-004
	Terminal supporting MMS
	general
	O
	BCAST-SERVICES-C-015

	BCAST-SERVICES-C-005
	Terminal supporting Voice call
	general
	O
	BCAST-SERVICES-C-016

	BCAST-SERVICES-C-006
	Service Provisioning
	Section 5.1
	O
	

	BCAST-SERVICES-C-007
	HTTP POST for service provisioning
	Section 5.1.1
	O
	

	BCAST-SERVICES-C-008
	Provisioning Messages
	Section 5.1
	O
	BCAST-SERVICES-C-009

	BCAST-SERVICES-C-009
	GZIP compression of Provisioning Messages 
	Section 5.1.7
	O
	

	BCAST-SERVICES-C-010
	Web-based Service Provisioning
	Section 5.1.8
	O
	

	BCAST-SERVICES-C-011
	Terminal Provisioning using OMA DM
	Sections 5.2, 5.2.2
	O
	

	BCAST-SERVICES-C-012
	Reception of terminal provisioning messages and update of the parameters included in the terminal provisioning messages
	Section 5.2
	O
	

	BCAST-SERVICES-C-013
	Service interaction using IP, TCP, HTTP
	Section 5.3.1
	O
	

	BCAST-SERVICES-C-014
	Service interaction using SMS
	Sections 5.3.1, 5.3.6.1.2., 5.3.6.1.3
	O
	

	BCAST-SERVICES-C-015
	Service interaction using MMS
	Sections 5.3.1., 5.3.6.1.2
	O
	

	BCAST-SERVICES-C-016
	Service interaction using Voice Call
	Section 5.3.6.1.2
	O
	

	BCAST-SERVICES-C-017
	Interactive retrieval of SG
	Section 5.3.2
	O
	

	BCAST-SERVICES-C-018
	Interactive retrieval of Service Guide related information
	Section 5.3.3
	O
	

	BCAST-SERVICES-C-019
	Reception of InteractivityMedia documents over broadcast file distribution
	Section 5.3.6.1, 5.3.6.2
	O
	

	BCAST-SERVICES-C-020
	Retrieval of InteractivityMedia documents and associated files over interaction channel
	Section 5.3.6.1, 5.3.6.3
	O
	

	BCAST-SERVICES-C-021
	Rendering of InteractivityMedia objects
	Section 5.3.6.1
	M
	

	BCAST-SERVICES-C-022
	Acquisition and rendering of the media objects attached to the InteractivityMedia document without interrupting the acquisition and rendering of the ‘regular’ broadcast media stream
	Section 5.3.6.1.3
	M
	

	BCAST-SERVICES-C-023
	Description and evaluation of end user preferences
	Section  5.4
	O
	BCAST-SERVICES-C-024

	BCAST-SERVICES-C-024
	Format of end user preference description
	Section 5.4.2
	O
	

	BCAST-SERVICES-C-025
	Broadcast Roaming
	Section 5.7
	O
	BCAST-SERVICES-C-026

	BCAST-SERVICES-C-026
	Format of roaming messages
	Sections 5.7.1
	O
	

	BCAST-SERVICES-C-027
	Support of Location Information
	Section 5.8
	O
	BCAST-SERVICES-C-028 OR

BCAST-SERVICES-C-029 OR

BCAST-SERVICES-C-030

	BCAST-SERVICES-C-028
	Support of Location Information in OMA MLP format
	Section 5.8
	O
	

	BCAST-SERVICES-C-029
	Support of Location Information in zip code format
	Section 5.8
	O
	

	BCAST-SERVICES-C-030
	Support of Location Information in BDS-specific cell_id format
	Section 5.8
	O
	

	BCAST-SERVICES-C-031
	XML formatting rules for signalling
	Section 5.9
	M
	

	BCAST-SERVICES-C-032
	3GPP Timed Text for Subtitling and Closed Captions
	Section 5.13
	O
	

	BCAST-SERVICES-C-033
	Support of parental control for service ordering
	Section 5.1.10
	O
	BCAST-SERVICES-C-006


Change 5:  Adding SCR for BSM

C.4 SCR for BCAST Subscription Management (BSM)

The BSM is an entity in the OMA BCAST Architecture, see [BCAST10-Architecture] Fig. 3.

	Item
	Function
	Reference
	Status
	Requirement

	BCAST-SERVICES-BSM-001
	Service Provisioning
	Section 5.1
	M
	

	BCAST-SERVICES-BSM-002
	HTTP POST for service provisioning
	Section 5.1.1
	M
	

	BCAST-SERVICES-BSM-003
	GZIP compression of Provisioning Messages 
	Section 5.1.7
	M
	

	BCAST-SERVICES-BSM-004
	Web-based Service Provisioning
	Section 5.1.8
	O
	

	BCAST-SERVICES-BSM-005
	Terminal Provisioning using OMA DM
	Section 5.2
	M
	

	BCAST-SERVICES-BSM-006
	Delivery of OMA DM messages through Interaction Channel using DM mechanism
	Section 5.2.4
	M
	

	BCAST-SERVICES-BSM-007
	Broadcast Roaming
	Section 5.7
	O
	BCAST-SERVICES-BSM-008

	BCAST-SERVICES-BSM-008
	Format of roaming messages
	Sections 5.7.1, 5.7.2
	O
	

	BCAST-SERVICES-BSM-009
	XML formatting rules for signalling
	Section 5.9
	M
	

	BCAST-SERVICES-BSM-010
	Protocol stack for message exchanges between BSMs
	Section 7.2.1
	M
	

	BCAST-SERVICES-BSM-011
	Support of parental control for service ordering
	Section 5.1.10
	O
	BCAST-SERVICES-BSM-001
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