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1 Reason for Change

This CR proposes to add a portable flag to OMADRMAsset() object indicating that the BCRO can be moved to another device. It also proposed two sub-attributes specifying number of times move can be performed and identifying the system that is allowed to perform BCRO move.

These constraints are identical to those defined for DRM 2.0 RO move.

OMADRMAsset() object is a part of OMADRMBroadcastRightsObjectBase(), and it contains service or program encryption key.

BCRO move protocols are defined by SRM 1.1 Enabler.

2 Impact on Backward Compatibility

N/A
3 Impact on Other Specifications

N/A
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

 It is recommended that this CR be discussed and agreed.
6 Detailed Change Proposal

Change 1:  Change section 8.2.4 as follows
8.2.4 Format of the OMADRMAsset() Object
	Field
	Length
	Type

	OMADRMAsset() {
	
	

	
BCI
	96
	bslbf

	
key_flag
	1
	uimsbf

	
key_type
	1
	uimsbf

	
reserved_for_future_use
	1
	uimsbf

	
portable_flag
	1
	uimsbf

	
inherit_flag
	1
	uimsbf

	
asset_type
	2
	uimsbf

	
permissions_category_flag
	1
	uimsbf

	
if ( inherit_flag == 1 ) {
	
	

	

purchase_item_id
	32
	uimsbf

	

reserved_for_future_use
	1
	uimsbf

	

rekeying_period_number
	7
	uimsbf

	
}
	
	

	
if ( permissions_category_flag == 1 ) {
	
	

	

permissions_category
	8
	uimsbf

	
}
	
	

	
if ( key_flag == 1 ) {
	
	

	

if ( asset_type == 0x0 ) {
	
	

	


if ( key_type == 0 ) {
	
	

	



encrypted_service_encryption_authentication_key
	256
	bslbf

	


} else if ( key_type == 1 ) {
	
	

	



encrypted_program_encryption_authentication_key
	256
	bslbf

	


}
	
	

	

} else if ( asset_type == 0x1 ) {
	
	

	


encrypted_content_encryption_key
	128
	bslbf

	

}
	
	

	
} 
	
	

	
if (portable_flag == 1) {
	
	

	

move_count_flag
	1
	uimsbf

	

if (move_count_flag == 1) {
	
	

	


move_count
	8
	uimsbf

	

}
	
	

	

system_constraint_flag
	1
	uimsbf

	

if (system_constraint_flag == 1) {
	
	

	


number_of_system_constraints
	4
	uimsbf

	


for ( i=0; i<number_of_system_constraints; i++) {
	
	

	



system_type
	4
	uimsbf

	


}
	
	

	

}
	
	

	
}
	
	

	}
	
	


BCI: this 96-bit field is the Binary Content ID. The BCI can be a service_BCI or a program_BCI. These are defined in Section Error! Reference source not found..
reserved_for_future_use: all fields reserved_for_future_use SHALL be set to 0 for this version of the specification.
portable_flag: 1-bit flag indicating that this BCRO can be moved to another device.
key_flag:1-bit flag indicating that the asset does contain key material.

key_type: 1-bit flag indicating the type of the key material. If set to 0 the key material contains a service encryption key (SEK), when set to 1 it contains a program encryption key (PEK).

inherit_flag: 1-bit flag indicating whether inheritance is used. If set to 1 the asset inherits the rights setting from a parent GRO.

asset_type: 2-bit flag indicating the asset type as defined in the table below.

	Field: asset_type
	Description

	0x0
	Broadcast stream protected by IPSec, SRTP or ISMACryp as defined in this specification. This asset MAY contain either a PEK or a SEK.

	0x1
	Downloaded file content as defined by OMA. This asset MAY contain a CEK (Content Encryption Key).

	0x2-0x3
	reserved


permissions_category_flag: 1-bit flag indicating that a permissions_category field is present in this asset object.
purchase_item_id: 32-bit field specifying the purchase ID of the parent GRO this BCRO is associated with. Refer to Section Error! Reference source not found. for the specification of this relation.

rekeying_period_number: 7-bit field specifying the rekeying_period_number of the parent GRO. The purchase_item_id and rekeying_period_number are used together with the socID and deviceID or domainID to uniquely identify the parent GRO. 

permissions_category: for program assets, the value of this field (if present) is always zero. For service assets, the following rule applies. If the value of this field is nonzero, it indicates that the permissions (see below) linked to this asset are only to be applied for streaming content whose TKM contains the same value in its permissions_category field. If the value of this field is zero, it indicates that the permissions (see below) linked to this asset are only to be applied for streaming content whose TKM contains the value zero in its permissions_category field, or has value zero for its permissions_flag bit (indicating that there is no permissions_category field in the TKM). Note that there MAY be multiple assets with the same service_BCI, in which case typically only one of them contains authentication and/or encryption keys in it asset object(s). TKM permissions_category field value thus selects the one with the permissions to be applied among the service assets with the same service_BCI. The one with the authentication and/or encryption keys is found among the BCROs via inheritance, or by lookup for a BCRO with key material in its assets.

encrypted_service_encryption_authentication_key: if key_type is set to 0 then this field contains the encrypted SEAK, the service encryption key (SEK) concatenated with the Service Authentication Seed (SAS). The field itself is protected using AES-128-CBC, with fixed IV 0 and with 0 padding in the last block if needed. The key IEK used to decrypt this field depends on the addressing mode of the BCRO The IEK is derived from the UGK, the DEK, the UDK or the BDK. Which key is used for the derivation of the IEK depends on the addressing mode of the BCRO and SHALL be determined using Table 1. The IEK SHALL be derived from the respective keys as described in Sections Error! Reference source not found. and Error! Reference source not found..

Table 1: Keys used for the derivation of the IEK in different addressing modes

	Field: address_mode
	Keys used

	0x0 (Fixed Subscriber Group addressing / whole group)
	UGK (Unique Group Key)

	0x1 (Fixed Subscriber Group addressing / subset)
	DEK (Deduced Encryption Key: based on fixed_bit_access_mask and SGKs, refer to Section Error! Reference source not found..)

	0x2 or 0x3 (unique device)
	UDK (Unique device key)

	0x4 (OMA Domain)
	BDK (Broadcast Domain Key)

	0x5 (Flexible Subscriber Group addressing / subset)
	DEK (Deduced Encryption Key: based on the broadcast_encryption_scheme and FSGKs, see Error! Reference source not found. in Appendix Error! Reference source not found. and Section Error! Reference source not found..)

	0x6 (Flexible Subscriber Group addressing / whole group)
	UGK (Unique Group Key)


encrypted_program_encryption_authentication_key: if key_type is set to 1 then this field contains the encrypted PEAK, the program encryption key (PEK) concatenated with the program authentication seed (PAK). The field itself is protected using AES-128-CBC, with fixed IV 0 and with 0 padding in the last block if needed. The key IEK used to decrypt this field is depending on the addressing mode of the BCRO. The IEK is derived from the UGK, the DEK, the UDK or the BDK. Which key is used for the derivation of the IEK depends on the addressing mode of the BCRO and SHALL be determined using Table 1. The IEK SHALL be derived from the respective keys as described in Sections Error! Reference source not found. and Error! Reference source not found..

encrypted_content_encryption_key: this field contains the encrypted content encryption key (CEK). The field is protected using AES-128-CBC, with fixed IV 0 and with 0 padding in the last block if needed. The key IEK used to decrypt this field is depending on the addressing mode of the BCRO. The IEK is derived from the UGK, the DEK, the UDK or the BDK. Which key is used for the derivation of the IEK depends on the addressing mode of the BCRO and SHALL be determined using Table 1. The IEK SHALL be derived from the respective keys as described in Sections Error! Reference source not found. and Error! Reference source not found..
move_count_flag:  1-bit flag indicating that this BCRO can be moved limited number of times.

move_count: this field specifies the number of times this BCRO can be moved. Every time BCRO is moved to another device, this value SHALL be decreased by 1. If this value reaches 0, the BCRO SHALL not be moved again.
system_constraint_flag: 1-bit flag indicating that this BCRO can be moved using only  particular system(s).
number_of_system_constraints: this field specifies the number of systems that can be used to move this BCRO to another device.

system_type: this field specifies the type of the system that can be used to move this BCRO to another device. Currently supported values of this field are specified in Table N:

	Field: system_type
	Description

	0
	Secure Removable Media 1.1 (see [DRM SRMv1_1])

	1-16
	Reserved


Change 2:  Add informative reference to SRM 1.1 Enabler

…
	[DRM SRMv1_1]
	“OMA Secure Removable Media Architecture”, Open Mobile Alliance™, OMA-AD-SRM- V1_1, 
URL: http://www.openmobilealliance.org/


…
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