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1 Reason for Change

This CR proposes to add new extensions to ROAP-TokenDeliveryResponse message that enable management of token portability. Token portability is to be implemented in DRM SRM 1.1 enabler.
2 Impact on Backward Compatibility

N/A
3 Impact on Other Specifications

N/A
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

 It is recommended that this CR be discussed and agreed.
6 Detailed Change Proposal

Change 1:  Change section 9.2.3 as follows
9.2.3 ROAP-TokenDeliveryResponse

The ROAP-TokenDeliveryResponse is returned to the device by the RI in response to a ROAP-TokenRequest, or can also be used in the 1-pass version without any preceding messages.

	Parameter
	ROAP-TokenDeliveryResponse



	
	2-pass

Status = Success
	2-pass

Status ≠ Success
	1-pass

	Status
	M
	M
	M

	Device ID
	M
	-
	M

	RI ID
	M
	-
	M

	Token Delivery ID 
	M
	-
	M

	Device Nonce
	M
	-
	-

	Token Quantity
	M
	-
	M

	Token Reporting URL
	O
	-
	O

	Latest Token Consumption Time
	O
	-
	O

	Earliest Reporting Time 
	O
	-
	O

	Latest Reporting Time 
	O
	-
	O

	Certificate Chain
	O
	-
	O

	OCSP Response
	O
	-
	M

	Extensions
	O
	-
	O

	Signature
	M
	-
	M


Figure 1: Token delivery response

Status: indicates if the request was successfully handled or not. In the latter case, an error code as specified in OMA DRM 2.0 status codes are sent. Some additional status values have been defined to support token management.

Device ID: identifies the requesting Device. The value returned here MUST equal the Device ID sent by the Device in the ROAP-TokenRequest message that triggered this response in the 2-pass ROAP. In the 1-pass ROAP, the RI selects the Device ID of the recipient Device. If the Device ID is incorrect, the ROAP-TokenDeliveryResponse processing will fail and the Device MUST discard the received ROAP-TokenDeliveryResponse PDU.

RI ID: identifies the RI. In the 2-pass protocol, the value MUST equal the RI ID sent by the Device in the preceding ROAP-TokenRequest message. 

Token Delivery ID: identifies the tokens to be issued to this device in a similar fashion to the way an RO ID identifies a RO. This ID should match the Token Delivery ID in the preceding ROAP-TokenRequest message. Devices must discard any ROAP-TokenDeliveryResponse message with a token delivery ID which is identical to the one in any previously processed ROAP-TokenDeliveryResponse messages.
Device Nonce: if present (2-pass), the nonce MUST have the same value as the corresponding parameter value in the preceding ROAP-TokenRequest or ROAP-TokenConsumptionReport. If the Device Nonce is incorrect, the ROAP-TokenDeliveryResponse processing will fail and the Device MUST discard the received Token Delivery Response PDU.

Token Quantity: contains the number of tokens being issued. If this is a positive number, the device should increment its token store by the given quantity. If it is a negative number the device should decrement the token store by the given quantity. If the value is zero, then this TokenDeliveryResponse is only being used to acknowledge receipt of a TokenConsumptionReport and not to install new tokens on the device.

Token Reporting URL: the presence of this parameter indicates that token consumption from this token delivery must be reported. The parameter defines the URL to which the ROAPTokenConsumptionReport message should later be sent. 

Earliest Reporting Time: the device should report consumption after this time and before the latest reporting time. If the device reports consumption of tokens before the date/time defined in this parameter, in the subsequent token delivery response the RI may not change the latest token consumption time. In other words the next delivery of tokens is within the same reporting period. The field should only be defined when a token reporting URL is specified.
Latest Reporting Time: the device should report consumption before this time and after the earliest reporting time. If the RI receives the report before this time, it should send a new ROAP-TokenDeliveryResponse message before the latest token consumption time so the device can continue consumption. This field should only be defined when a token reporting URL is specified.
Latest token consumption time: after the date/time indicated in this parameter, the device SHALL NOT use any tokens which have been received after the last ROAP-TokenDeliveryResponse message which includes a token reporting URL. If reports are being made on time by the device, this date is constantly being updated and therefore consumption should never be blocked. This field should only be defined when a token reporting URL is defined.
OCSP Response: this parameter, when present, SHALL be a complete set of valid OCSP responses for the RI's certificate chain. The Device MUST NOT fail due to the presence of more than one OCSP response element. This parameter will not be sent if the Device sent the Extension No OCSP Response in the preceding ROAP-RegistrationRequest (and the RI did not ignore that extension). 

Certificate Chain: this parameter MUST be present unless a preceding ROAP-TokenRequest message contained the Peer Key Identifier extension, the extension was not ignored by the RI, and its value identified the RI's current key. When present, the value of a Certificate Chain parameter shall be as described for the Certificate Chain parameter of the ROAP-RegistrationResponse message.

Extensions: the following extensions are defined for ROAP-TokenDeliveryResponse message:
· Movable: presence of this extension indicates that tokens delivered in the ROAP-TokenDeliveryResponse can be moved to another device.
· Domain ID: specifies that tokens can be shared among the member of a specific Broadcast Domain. 
Signature: a signature on data sent in the protocol. The signature is computed using the RI's private key and the current message (besides the Signature element itself). The signature method is as follows:

· All elements except the Signature element are canonicalized using the exclusive canonicalization method defined in [XC14N].

· The resulting data d is considered as input to the signature operation.

· The signature is calculated on d in accordance with the rules of the negotiated signature scheme

The Device MUST verify this signature. A Device MUST NOT accept the token acquisition as successful unless the signature verifies, the RI certificate chain has been successfully verified, and the OCSP response indicates that the RI certificate status is good. If the acquisition protocol failed, the Device MUST NOT install the received tokens. 

9.2.3.1 Message Syntax

The <TokenDeliveryResponse> element specifies the ROAP-TokenDeliveryResponse message. It has complex type roap:TokenDeliveryResponse, which extends the basic roap:Response type.

<element name="TokenDeliveryResponse" type="roap:Response"/>

<complexType name="TokenDeliveryResponse">

  <annotation>

    <documentation xml:lang="en">

      Message sent from RI to Device to deliver tokens 

    </documentation>

  </annotation>

  <complexContent>

    <extension base="roap:Response">

      <sequence minOccurs="0">

        <element name="deviceID" type="roap:Identifier"/>

        <element name="riID" type="roap:Identifier"/>

        <element name ="tokenDeliveryID" type="ID"/>

        <element name="nonce" type="roap:Nonce" minOccurs="0"/>

        <element name="tokenQuantity"  type="Integer"/>

        <element name="tokenReportingURL"  type="anyURI" minOccurs="0"/>

        <element name="earliestReportingTime"  type=" dateTime "  minOccurs="0"/>

        <element name="latestReportingTime"  type=" dateTime"  minOccurs="0"/>

        <element name="latestTokenConsumptionTime"  type="dateTime" minOccurs="0"/>

        <element name="certificateChain" type="roap:CertificateChain"  minOccurs="0"/> 

        <element name="ocspResponse" type="base64Binary" minOccurs="0" maxOccurs="unbounded"/>

        <element name="extensions" type="roap:Extensions" minOccurs="0"/>

        <element name="signature" type="base64Binary"/>

      </sequence>

    </extension>

  </complexContent>

</complexType>
<complexType name=”Movable”>

  <complextContent>

    <extension base=”roap:Extension”/>

  </complexContent>
</complexType>
<complexType name=”DomainID”>

  <complextContent>

    <extension base=”roap:Extension”>

      <element name=”domainID” type=”ID”/>
    </extension>

  </complexContent>
</complexType>
Figure 2: Message syntax of token delivery response

The Status simple type enumerates all possible error messages. The following additional status values (shown in <simpleType name="Status">, Figure 3, are defined to support token management. These values are only valid in a TokenDeliveryResponse message.

· TokenConsumptionReportError: The RI did receive a token consumption report but it was erroneous and the device should resend. 

· NoTokenConsumptionReport: The RI did not receive a token consumption report yet, but was expecting one as the present date and time is later than the last token consumption time in a previous token delivery message.
<simpleType name="Status">

  <restriction base="string">

    <enumeration value="Success"/>

    <enumeration value="Abort"/>

    <enumeration value="NotSupported"/>

    <enumeration value="AccessDenied"/>

    <enumeration value="NotFound"/>

    <enumeration value="MalformedRequest"/>

    <enumeration value="UnknownCriticalExtension"/>

    <enumeration value="UnsupportedVersion"/>

    <enumeration value="UnsupportedAlgorithm"/>

    <enumeration value="NoCertificateChain"/>

    <enumeration value="InvalidCertificateChain"/>

    <enumeration value="TrustedRootCertificateNotPresent"/>

    <enumeration value="SignatureError"/>

    <enumeration value="DeviceTimeError"/>

    <enumeration value="NotRegistered"/>

    <enumeration value="InvalidDCFHash"/>

    <enumeration value="InvalidDomain"/>

    <enumeration value="DomainFull"/>

    <enumeration value="DomainAccessDenied"/>

    <enumeration value="RightsExpired"/>

    <enumeration value="TokenConsumptionReportError"/>

    <enumeration value="NoTokenConsumptionReport"/>
  </restriction>

</simpleType>

Figure 3: Updates to status type

Upon transmission or receipt of a message for which Status is not "Success", the default behaviour, unless explicitly stated otherwise below, is that both the RI and the Device SHALL immediately close the connection and terminate the protocol. RI systems and Devices are required to delete any session-identifiers, nonces, keys, and/or secrets associated with a failed run of the ROAP protocol.
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