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1 Reason for Change

This CR introduces the Smartcard Broadcast Provisioning function in the ServicesTS specification.
R01: Following comments received during Singapore meeting:

· Change “Access type” to “AccessType”
· Change the name of UDF to USF (Unique Smartcard Filter)
· Change “Device” to “Smartcard”.
· Delete the fig1 and fig2 that was just informative
· Add a figure relative to the filtering process.
· Add an explanation of use of content fragments and schedule fragment for the two approaches:

· Multiple small content during a limited period of time

· Large content delivered in an episodic manner. 
R02: Following 7th September’s CC:
· Add Abbreviations (ADF, BIP, EF, MF, SCWS, USF) that were missing
· Add normative references  that were missing

· Delete the reference to XBS specification and define the subscriberGroupIdentifier in this specification

· Change “Envelop” to “Envelope”
R03: Following 16th September’s CC

· Change COULD to MAY in § 5.16.1 (Nokia’s comment)
· The BCAST MO was defined in such way that the USF could have several occurrences (Qualcomm’s comment). The BCAST MO has been changed to accept instead several addressing modes where filtering parameters could be defined. At this time only FixedAddressingMode is defined with USF as parameter.
R04: Following comments received from Nokia

· Add the signaling of Smartcard provisioning support in the Smartcard
· Reference to last versions of 03.40 and 03.48 specifications.
· EFUST defined in the DF BCAST of the USIM, CSIM or R-UIM instead of the MF.
R05: Answer to a comment from Nokia: What happens if the USF is not defined?
2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

Other CR for TS SG and TS SPCP are provided
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The Cr applies on the OMA-TS-BCAST_Services-V1_1-20090602-D D. 

It is proposed to introduce the changes in a new version of the BCAST document.
6 Detailed Change Proposal

Change 1:  Introduce a new section in TS services section 5
5.16 Smartcard Broadcast Provisioning
The Smartcard Broadcast Provisioning function provides a way to send files to a Smartcard using the Broadcast bearer.

The Smartcard Broadcast Provisioning function uses FLUTE protocol to convey the files to the terminal. 

5.16.1 Declaring Smartcard Broadcast Provisioning as a Service within the Service Guide

The Smartcard Broadcast Provisioning function SHALL be declared as a service in the service guide:

· There SHALL be at least one Service fragment with the attribute “ServiceType” equals to “13 –Smartcard Broadcast Provisioning Services”

· There SHALL be at least one Access fragment that specifies the access to the above-mentioned service:

· The AccessType SHALL contain
·  “BroadcastServiceDelivery” element, which defines the BDSType used for the delivery of files and the Session Description information used by the terminal to access to the service.

· The ServiceClass used for the Smartcard Broadcast Provisioning function is “urn:oma:bcast:oma_bsc:sp:1.1” as defined in OMNA registry.

· SmartcardProvisioningReception element, which specifies which devices are concerned by the Smartcard Broadcast Provisioning files through the SubscriberGroupIdentifier and the access technology used to send the files to the Smartcard.
· If multiple small payloads are sent to the Smartcard in period of time, one content fragment MAY be defined for these multiple payloads and a schedule fragment defines the DistributionWindow in which the referenced content is available for delivery. In this case, the schedule fragment SHALL not contain content location and the terminal will retrieve all payloads described in the FDT.
· If large content is sent to the Smartcard intermittently, then a content fragment for each large payload MAY be defined and a schedule fragment defines the distribution time in which the content is available for delivery.
5.16.2 Declaring Smartcard Broadcast Provisioning support in the Smartcard

5.16.3 If the Smartcard supports the ADF_BSIM (as defined in [BCAST11-ServContProt], the support of the Smartcard Broadcast Provisioning function by the Smartcard SHALL be signalled in the EFBST under the ADF_BSIM as defined in [BCAST11-ServContProt].
5.16.4 If the Smartcard doesn’t support the ADF_BSIM, the support of the Smartcard Broadcast Provisioning function by the Smartcard SHALL be signalled in the EFBST under the DF BCAST under the USIM, CSIM or R-UIM as defined in [BCAST11-ServContProt].
5.16.5 The terminal SHALL discover the support of Smartcard Broadcast Provisioning in the Smartcard reading EFBST under the ADF BSIM if this ADF is present or under the DF BCAST under the USIM, CSIM or R-UIM otherwise. 
5.16.6 If ADF_BSIM is not present and 
5.16.7 EFBST under DF BCAST is not present
5.16.8 or DF BCAST is  not present, 
5.16.9 Smartcard Broadcast provisioning is not supported by the Smartcard.
5.16.10 The Terminal SHALL ignore the announcement of Smartcard broadcast provisioning services, if the Smartcard doesn’t support the Smartcard Broadcast Provisioning function.  
5.16.11 Filtering of Smartcard Broadcast Provisioning services

The terminal SHALL filter the Smartcard Provisioning services according to Subscriber Group Identifier defined in the SubscriberGroupIdentifier element in the Addressing element of  the Access fragment of the service guide if present.  If the Terminal is not able to retrieve in the Smartcard or in the BCAST MO the information necessary for the filtering announced in the service guide and described below, the Terminal SHALL ignore the announcement for such services in the service guide.
If the Addressing element is absent, all Smartcards supporting the Smartcard Broadcast Provisioning function are targeted and the Terminal SHALL NOT perform address filtering as specified in [BCAST11-SG] The Terminal SHALL transmit the related content to the Smartcard if the Smartcard supports the Smartcard Broadcast Provisioning function. 
The  SubscriberGroupIdentifier element is defined as follows:
<complexType name="SubscriberGroupIdentifier">

  <sequence>
    <choice>
      <element name="subscriberGroupBase" type="base64Binary"/>
      <sequence>

        <element name="flexibleGroupAddress" type="base64Binary"/>

        <element name="uniqueSmartcardFilter" type="base64Binary" minOccurs="0"/>

      </sequence>

    </choice>
    <choice minOccurs="0">

      <element name="subscriberAccessMask" type="base64Binary"/>

      <element name="subscriberPosition" type="base64Binary"/>
    </choice>
  </sequence>

</complexType>

The SubscriberGroupIdentifier MUST contain either a <subscriberGroupBase> element or a <flexibleGroupAddress> element. If a Device in a Fixed Subscriber Group is addressed, the <subscriberGroupBase> element MUST be present. If a Device in a Flexible Subscriber Group is addressed, the <flexibleGroupAddress> element MUST be present and the <uniqueDeviceFilter> element MAY be present. 
In the scope of BCAST1.1,only the Fixed Subscriber Group addressing is defined with a group size of 2n Smartcards, group size defined in the SmartcardProvisioningReception element as defined in [BCAST11-SG]. In this case the <subscriberGroupBase>  MUST be present and depending of the addressing mode (whole subscriber group, subset of the subscriber group, or a unique Smartcard in the subscriber group), <subscriberAccessMask> or <subscriberPosition> MAY be present:
· If the whole subscriber group is addressed, then only <subscriberGroupBase> element is present
· If unique Smartcard in the subscriber group is addressed, then the <subscriberGroupBase> element is present and the <subscriberPosition> element is present
· If a subset of the subscriber group is addressed, then the <subscriberGroupBase> element is present and the <subscriberAccessMask> element is present
<subscriberGroupBase> element contains the base64 representation of the fixed group address. The size depends on the group size. For a group size of 2n Smartcards, the size of this element is 40-n bits
<subscriberPosition> element contains the base64 coding of  the fixed position  in the group of the Smartcard addressed. The size depends on the group size. For a group size of 2n Smartcards, the size of this element is n bits.
<subscriberAccessMask> element is used to define which Smartcards in the group are addressed. It is a Eurocrypt style bit access mask added to the group address. Each device in the subscriber group has a unique position in that group. The bit in the bit access mask at this position determines whether the Smartcard is addressed or not.
In case of Fixed Subscriber Group addressing, the Unique Smartcard Filter (USF) is used and compared with SubscriberGroupBase and SubscriberPosition to determine if the Smartcard is concerned by the file as follows:

· In the case of a group size of 256 devices, the first 32 bits of the USF contain the fixed_group_address field, whilst the last 8 bits contain the fixed_position_in_group field. If the whole Fixed Subscriber Group is addressed, the first 32 bits of the USF are compared to the SubscriberGroupBase in the SubscriberGroupIdentifier element.  If a unique Smartcard in the Fixed Subscriber Group is addressed, the last 8 bits (fixed_position_in_group field)  are additionally compared to the subscriberPosition in the SubscriberGroupIdentifier element. When a subset of a fixed group is addressed, the subscriberAccessMask can be used to define to which Smartcards in the group the file is addressed to. Terminals connected to Smartcard not listed in the subscriberAccessMask will ignore the file. 
·  In the case of a group size of 512 devices, the first 31 bits of USF contain the fixed_group_address field whilst the last 9 bits contain the fixed_position_in_group field. If the whole Fixed Subscriber Group is addressed, the first 31 bits of the USF are compared to the SubscriberGroupBase in the SubscriberGroupIdentifier element.  If a unique Smartcard in the Fixed Subscriber Group is addressed, the last 9 bits (fixed_position_in_group field)  are additionally compared to the 8bits of subscriberPosition and the most significant bit (padding bit) of the subscriberGroupBase in the SubscriberGroupIdentifier element. When a subset of a fixed group is addressed, the subscriberAccessMask can be used to define to which Smartcards in the group the file is addressed to. Terminals connected to Smartcard not listed in the subscriberAccessMask will ignore the file.
· In case of a group size of 2n devices, The first (40-n) bits of USF contain the fixed_group_address field whilst the last n bits contain the fixed_position_in_group field. If the whole Fixed Subscriber Group is addressed, the first (40-n) bits of the USF are compared to the SubscriberGroupBase in the SubscriberGroupIdentifier element.  If a unique Smartcard in the Fixed Subscriber Group is addressed, the last n bits (fixed_position_in_group field)  are additionally compared to the subscriberPosition of the subscrinberGroupBase in the SubscriberGroupIdentifier element. When a subset of a fixed group is addressed, the subscriberAccessMask can be used to define to which Smartcards in the group the file is addressed to. Terminals connected to Smartcard not listed in the subscriberAccessMask will ignore the file.
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Figure 1: Filtering in Smartcard Broadcast provisioning
The USF is stored either in the EFUSF under the ADF BCAST in the Smartcard or in EFUSF under the DF BCAST defined under the USIM, CSIM or R-UIM of the Smartcard (as defined in [BCAST11-ServContProt]), or retrieved from the BCAST-MO. The EFUSF under the ADF BCAST takes precedence to the others and EFUSF under the DF BCAST takes precedence to the BCAST-MO.

5.16.12 Transmission of files to the Smartcard

Two types of technology are defined in this version of specification to transmit the files from the terminal to the Smartcard. The type of Smartcard Access is signalled in the SmartcardAccess element in the Access fragment.

· When the Technology attribute of the  SmartcardAccess element is “0 – Envelope”, the file SHALL contains command in the format of SMS.

· When the Technology attribute of the  SmartcardAccess element is “1 – SCWS”, the file SHALL contains HTTP commands.

5.16.12.1 Envelope Technology

In this mode, a Command Packet is encapsulated in a secured packet (as defined in [3GPP TS 31.115 v8] for 3GPP or [ 3GPP2 C.S0078-0] for 3GPP2) which is generally secured to provide either or both of source authentication, data protection and data integrity. The definition of the key used for this security process is out of scope of this specification.

A Command Packet can be longer than what can be carried into a single SMS. In this case it is split into several pieces concatenated together using the 03.40 packet format (as defined in [3GPP TS 23.040 v8] ). The resulting pieces are called Envelopes. They are all the same size, the maximum size of an SMS, except the last one. 
In this mode, the terminal SHALL use the ENVELOPE COMMAND defined in [ETSI TS 102221] to transmit the file to the Smartcard.
5.16.12.2 SCWS Technology

In this mode, the terminal will transfer it to SCWS as defined in [OMA SCWS11]. The local transport protocol between terminal and SCWS can be Bearer Independent Protocol (BIP) in case the Smartcard uses ISO APDU defined in [ETSI TS 102221] or TCP/IP in case the Smartcard uses High Speed Protocol defined in [ETSI TS 102600].





When the terminal receives a file targeting a Smartcard and the Technology for the Smartcard Broadcast Provisioning service signalled in the Access fragment of the service guide is SCWS,

· if the terminal does not support SCWS, the terminal SHALL discard message
· if the terminal supports SCWS, but Smartcard does not support SCWS, the terminal SHALL discard the message

· if the terminal supports SCWS, and Smartcard supports SCWS, the terminal SHALL transfer the message to Smart Card Web Server (SCWS). 

Terminal will choose to send message to localhost (loopback address 127.0.0.1), or localuicc (TCP/IP), depending on the underlying transport protocol that is implemented in the terminal. 

HTTP request type specified in the service guide in the SmartcardAccess element of the Access fragment SHALL be used to transfer the file to SCWS.

URL of the application SHALL be the URL defined in the URL element of the SmartcardAccess Element in Access fragment.

Data body contains the file transported on FLUTE.

Change 2:  Introduce a new element (USF) in the BCAST MO

G.2 OMA BCAST Management Object Tree
Note for editor: this Management tree shall be updated conforming to the change 3.
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Figure 2: OMA BCAST Management Object Structure

Note: “?” means zero or one occurrences, “*” means zero or more occurrences. No symbol means one occurrence.

G.3 BCAST MO parameters
This section provides a description of the elements of the BCAST MO. Unless otherwise stated, BCAST terminals SHALL support the nodes defined below.
……
G.3.86 <X>/SmartcardProvisioningReception
	Status
	Occurrence
	Format
	Min. Access Types
	

	Required
	ZeroOrOne
	node
	Get
	


This interior node contains information about the SmartcardProvisioningReception structures.
G.3.87 <X>/SmartcardProvisioningReception /FixedAddressingMode
	Status
	Occurrence
	Format
	Min. Access Types
	

	Required
	ZeroOrOne
	node
	Get
	


This interior node acts as a placeholder for sets of FixedAdressingMode information.
G.3.88 <X>/ SmartcardProvisioningReception /FixedAddressingMode /USF
	Status
	Occurrence
	Format
	Min. Access Types
	

	Required
	One
	long
	Get
	


This leaf node specifies the value of the USF (Unique Smartcard Filter) associated to the device. This value is used in comparisons against the USF values in section 5.16.2. 
Change 3:  New normative reference  in section 2.1
Normative References

	
	

	[3GPP TS 23.040 v8]
	 “Technical realization of the Short Message Service (SMS) (Release 8)”, 3rd Generation Partnership Project, Technical Specification 3GPP TS 23.040, 
URL: http://www.3gpp.org/

	[3GPP TS 31.115 v8]
	“Secured packet structure for (Universal) Subscriber Identity Module (U)SIM Toolkit applications

(Release 8)”, 3rd Generation Partnership Project, Technical Specification 3GPP TS 31.115, 
URL: http://www.3gpp.org/

	[ 3GPP2 C.S0078-0]
	“Secured Packet Structure for CDMA Card Application Toolkit (CCAT) Applications” , 3rd Generation Partnership Project 2, Technical Specification 3GPP2 C.S0078-0, 
URL: http://www.3gpp2.org/

	[BCAST11-ServContProt]
	“Service and Content Protection for Mobile Broadcast Services”, Open Mobile Alliance™, OMA-TS-BCAST_SvcCntProtection-V1_1, 
URL: http://www.openmobilealliance.org/

	[ETSI TS 102.221]
	“Smart Cards; UICC-Terminal interface; Physical and Logical Characteristics”, 
URL: http://www.etsi.org/ 

	[ETSI TS 102.600]
	“Smart Cards; UICC-Terminal interface; Characteristics of the USB interface”, 
URL: http://www.etsi.org/ 

	[OMA SCWS11]
	“Smartcard-Web-Server”, Open Mobile Alliance™, OMA-TS-Smartcard_Web_Server-V1_1; 

URL: http://www.openmobilealliance.org/


Change 4:  New abbreviations in section 3.3
3.3
Abbreviations
	ADF
	Application Dedicated File

	BIP
	Bearer Independent Protocol

	EF
	Elementary File

	MF
	Master File

	SCWS
	Smart Card Web Server

	USF
	Unique Smartcard Filter
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