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1 Reason for Change

After discussion on the OMA-BCAST-v1_1-2009-0196-INP_Audience_Measurement_Specification document in Singapore, it has been decided that the Audience Measurement function will be part of TS services document. This contribution introduces then the Audience measurement specification of the OMA-BCAST-v1_1-2009-0196-INP_Audience_Measurement_Specification in the TS services.
R01: Modification following the 9th September CC:

· Overview has been moved to Smartcard centric part
· Add some normative and informative references
· Clarification of some parameters in reporting message
· Editorial changes
R02: After the R&A process on the version R01, update to answer to the comments:
· Add references that were missing
· Add a sentence in the registration process to say that it is Optional

· Explains in the communication protocol the addresses used for the SMS.
· Add an explanation on the fact that the registration request is sent by the Smartcard

· Erase the term remanent buffer and replace by the fact that the data are not erased after a power off or battery shortage 

· Add an explanation on the reporting process if no ack is received

· Change AM-7 to AM-5 interface for Smartcard Broadcast provisioning  
· Reference to 31 115 and 3GPP2 C.S0078-0 for SMS-PP
· Put the definition of each parameters of the commands and the coding of these parameters below each table.
· Change REPORTING-REQUEST: remove the attribute and put a length to 0
2 Impact on Backward Compatibility

New functionality for BCAST1.1
3 Impact on Other Specifications

none
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Please discuss and agree the CR.
6 Detailed Change Proposal

Change 1:  Scope
5. Scope

This specification, together with the other specification comprising the Mobile Broadcast Services Enabler (BCAST 1.0), define a technological framework and specify globally interoperable technologies for the generation, management and distribution of mobile broadcast services over different BCAST distribution systems. The complete list of the specifications for BCAST 1.0 is defined in the Enabler Release Definition of BCAST 1.0 [BCAST10-ERELD]. This enabler suite includes specifications for the following functions: Service Guide; Service and Content protection; File and Stream distribution; Terminal Provisioning; Service Provisioning; Notifications; Service Interaction; and; Audience Measurement. In addition, a specification is provided for Roaming, Mobility and Charging. Adaptations to specific BCAST distribution systems (3GPP/MBMS, 3GPP2/BCMCS, “IP Datacast over DVB-H” and “IP Datacast over DVB-SH”) are specified in the Adaptation Specification documents.

Overall, the scope of the BCAST 1.0 enabler is service layer technologies. Thus, all specifications address the protocol layers on top of the radio bearer level. Furthermore, a common nominator for all the BCAST 1.0 technologies is that they are based on Internet Protocol (IP) and technologies related to IP. This scoping applies to all features and functionalities specified in BCAST 1.0.

The following functions are included in this specification: Service Provisioning; Terminal Provisioning; Interaction, Personalization and Support for User-Based Profiles and Preferences; Security and Privacy; Charging; Mobility; Broadcast Roaming; Notification; Location Information; and; Audience Measurement. Further, this document provides mappings between the BCAST 1.1 interfaces as defined in BCAST Architecture [BCAST11-Architecture] and the various BCAST 1.1 Technical Specifications. 
Change 2:  Normative References

	[3GPP TS 23.040 v8]
	“Technical realization of the Short Message Service (SMS) (Release 8)”, 3rd Generation Partnership Project, Technical Specification 3GPP TS 23.040, 
URL: http://www.3gpp.org/

	[3GPP TS 31.102 v8]
	“Characteristics of the Universal Subscriber Identity Module (USIM) application (Release 8)”, 3rd Generation Partnership Project, Technical Specification 3GPP TS 31.102, 
URL: http://www.3gpp.org/

	[3GPP TS 31.111 v8]
	“Universal Subscriber Identity Module (USIM) Application Toolkit (USAT) (Release 8)”, 3rd Generation Partnership Project, Technical Specification 3GPP TS 31.111, 

URL: http://www.3gpp.org/

	[3GPP TS 31.115 v8]
	“Secured packet structure for (Universal) Subscriber Identity Module (U)SIM Toolkit applications

(Release 8)”, 3rd Generation Partnership Project, Technical Specification 3GPP TS 31.115, 
URL: http://www.3gpp.org/

	[3GPP2 C.S0035-A]
	“CDMA Card Application Toolkit (CCAT)”, 3rd Generation Partnership Project 2, Technical Specification 3GPP2 C.S0035-A, 
URL: http://www.3gpp2.org/

	[ 3GPP2 C.S0078-0]
	“Secured Packet Structure for CDMA Card Application Toolkit (CCAT) Applications” , 3rd Generation Partnership Project 2, Technical Specification 3GPP2 C.S0078-0, 
URL: http://www.3gpp2.org/

	[RFC 3830]
	“MIKEY: Multimedia Internet KEYing”, J. Arkko, E. Carrara, F. Lindholm, M. Naslund, K. Norrman,  August 2004, 
URL: http://www.ietf.org/rfc/rfc3830.txt

	[BCAST11-SrvCntProtection]
	"Service and Content Protection for Mobile Broadcast Services", Open Mobile Alliance™, OMA-TS-BCAST_SvcCntProtection-V1_1, 
URL: http://www.openmobilealliance.org/

	[BCAST11-Services]
	"Mobile Broadcast Services", Open Mobile Alliance™, OMA-TS-BCAST_Services-V1_1, 
URL: http://www.openmobilealliance.org/

	[ETSI TS 101.220]
	“Smart Cards; ETSI numbering system for telecommunication application providers”
URL: http://www.etsi.org/


Change 3:  Informative  References
	[BCAST11-Architecture]
	"Mobile Broadcast Services Architecture", Open Mobile Alliance™, OMA-AD- BCAST-V1_1, http://www.openmobilealliance.org/


Change 4:  Definitions

	Audience Measurement
	Audience Measurement is the method of measuring usage statistics in relation to consumption of BCAST Content and Service.

	Audience Measurement Campaign
	Audience Measurement Campaign is an Audience measurement session during a specific time period on a specific group of users

	Audience Measurement Function
	The global function ensuring the Audience Measurement includes the BCAST enabler entities that participate to the Audience Measurement collect/processing. 

  The foreseen BCAST enablers related entities are the BCAST Audience Measurement functions on the Client side and the BCAST Audience Measurement function on the Network side.



	Measures (or metrics)
	set of parameters and procedures that quantitatively and qualitatively measure the usage of a BCAST service/content .

	Opt-In 
	Action to agree to participate in Audience Measurement Campaigns

	Panel (of users)
	Group of users targeted for an Audience Measurement Campaign according to some specific criteria

	Terminal-Centric Audience Measurement
	The Terminal-Centric Audience Measurement implements the Audience Measurement Client part on the Terminal 

	Smartcard-Centric Audience Measurement
	The Smartcard-Centric Audience Measurement implements the Audience Measurement Client part on the Smartcard


Change 5:  New section for Audience Measurement

5.15 Audience Measurement Function
The Audience Measurement Function provides to the service provider measures on the user consumption of BCAST contents and services. The measures are processed on the client side and collected by a collection function on the server side. The measures are then analyzed to produce statistics on them.

The Audience Measurement Function allows a remote configuration of the Audience measurement parts on the client side to activate/deactivate the metering and the reporting, to setup the parameters used for the audience measurement process (e.g. the list of metrics, the report delivery frequency,..). 

The Audience Measurement Function provides also means for the user to opt-in to the measuring and be included in a panel of users for a given Audience Measurement Campaign.

The Client Audience Measurement Function could be implemented in the Terminal in case of Terminal-Centric Audience Measurement implementation or in the Smartcard in case of Smartcard-Centric Audience Measurement implementation. 

An architectural overview of the Audience Measurement function appears in [BCAST11-Architecture]
5.15.1 

· 
· 
· 
· 
· 
· 
· 
This specification proposes two profiles for the Audience Measurement system:

· A Terminal-centric solution where the Audience Measurement of the client side (BCAST AM-C) is implemented on the Terminal and,

·  A Smartcard-centric solution where the Audience Measurement of the client side (BCAST AM-C) is implemented on the Smartcard.

5.16 Smartcard-Centric Audience Measurement

The Smartcard-Centric Audience Measurement provides a solution of audience monitoring based on the Smartcard on the client side. The Smartcard-Centric solution offers a secure processing for the metering process controlled by the agreement (Opt-In) of the user, and a secure storage of measures on the client side. 

The Audience Measurement function allows a remote configuration of the function on the client side.

The metering process for the Smartcard-Centric Audience measurement is linked to the Service and Content Protection Smartcard Profile described in [BCAST11-SrvCntProtection].

5.16.1.1 Process description

The Audience measurement function provides means to track user consumption of services and to report this consumption on the network side for analysis and statistics. The Audience measurement function contains the following steps:

· Registration process: The Registration process is used to know which clients support the AM function and identify them. This is used to build the pool of users from which the panel will be set-up. During this registration process, an authentication process is performed and credentials are exchanged for further communication between the Client and the server.
· Panel Management and campaign definition: During this process a selection of a group of users to make a panel for a specific Audience Measurement Campaign is performed.
· Opt-In process: The Opt-In phase is used to obtain a contractual binding between the Audience Measurement function on the server side (BCAST AM-M) and the Audience Measurement function on the client side (BCAST AM-C) to ensure that the user agrees to participate in Audience Measurement. 

· Configuration and activation process: The BCAST AM-M configures the BCAST AM-C with the parameters specific to the campaign (e.g. the list of metrics, the report delivery frequency,…). Then the BCAST AM-M activates the AM function on the client side to start the metering process.

· Metering process: upon activation and depending on the Opt-In state, the BCAST AM-C launches the metering process on the client side. The Metering process consists in tracking user consumption of services and storing these events along with other corresponding data, in accordance with the list of metrics.

· Reporting process: The BCAST AM-C aggregates the measures in the appropriate report. The BCAST AM-C sends the report to the BCAST AM-M on a periodic basis depending of the report delivery frequency that has been configured during configuration process or on specific request from the BCAST AM-M.  The BCAST AM-M stores the measures in a data base.

· Analysis process: The Audience Measurement Application function (BCAST AM-A) on the server side retrieves the group of users for the specific campaign from the Audience Measurement Management function (BCAST AM-M) on the server side to setup the analysis. The BCAST AM-A retrieves, from the BCAST AM-M, the measures related to a panel of users for analysis and produces statistics on them. The result of the analysis may be used for example to setup the timetable of services or for other purposes.


5.16.1.1.1 Registration Process

The registration process is used to populate the BCAST AM-M clients database. After the registration, a panel may be activated to allow the audience measurement by BCAST AM-C.

After the first handset power on, the BCAST AM-C sends a REGISTRATION_REQUEST message to the BCAST AM-M. Using this message, the BCAST AM-M can retrieve the client’s information using the IMSI, the card profile using the ICCID and the handset features using the IMEI value.  To finish the registration process the BCAST AM-M sends a REGISTRATION_ RESPONSE message to BCAST AM-C.

The registration acknowledgement sets the User ID value, launches the key derivation mechanism (Key Kamc) and sets the BCAST AM-C state to registered. The REGISTRATION_REQUEST message  SHALL be sent by the Smartcard in a SMS MO every time the handset is powered-on until the registration acknowledgement response (REGISTRATION_RESPONSE message)  is received from the BCAST AM-M within a SMS MT. When the registration acknowledgement is received, the Smartcard is in a registered state and stops sending  REGISTRATION-REQUEST.
For the user authentication and collected data protection, a key (Kamc) is derivated using exchanged credentials and user ID. The derivation algorithm is the pseudo-random function (PRF) as described in [RFC 3830], PRF(key, label, message), where:

· Key: Km key is a pre-shared key
· Label: User ID value

· Message: card random concatenated with server random

Kamc =PRF(Km , UserID ,Card Random || Server random)
The Registration process is OPTIONAL. The Registration process  MAY be NOT performed in case Kamc and UserID have been set in the Smartcard at the personalization stage of the card or using remote provisioning of the Smartcard.
5.16.1.1.2 Opt-In Process

The Opt-In phase is used to obtain a contractual binding between the Audience Measurement function on the server side (BCAST AM-M) and the Audience Measurement function on the client side (BCAST AM-C) to ensure that the user agrees to participate in Audience Measurement.

There are many different ways the service provider can solicit the user to opt-in, e.g.:

· when the user subscribes to the Mobile TV service, she can, at the same time, agree to participate in Audience Measurement campaigns;

· the service provider can send surface mails to its subscribers to request them to opt-in;

· the service provider can send an SMS or email inviting its subscribers to opt-in;

· the service provider can call its subscribers to propose them to opt-in;

· …

Similarly, the user can actually opt-in using different channels, either in-band or out-of-band, such as:

· Signing a paper contract;

· Using the service provider web portal;

· Using an application on the user’s client;

· …

A service provider can even combine several solicitation forms and opt-in channels to provide more flexibility to its users. For these reasons, the Opt-in process is out of scope of OMA BCAST 1.1 and rather left open to implementers to cope with different market requirements.

However, in any case, the result of the Opt-in process SHALL be materialized by a binary state that is maintained in the Smartcard and controls the metering process: opted-in/opted-out. For all channels that are not directly involving the Smartcard in the user’s opt-in, the user’s opt-in state SHALL be reflected in the Smartcard by any appropriate means identified by the service provider. In this case, an OPT_IN message SHALL be sent by the BCAST AM-M to the BCAST AM-C to set the current user’s state according to her request. This message is further specified in section 5.15.1.3.2.1. The OPT_IN message MAY be sent over a secure channel using the credentials exchanged during the registration process. However, as there is no guarantee that the opt-in actually occurs after registration, sending the OPT_IN message SHALL be delayed until the BCAST AM-C is registered at the BCAST AM-M.

When the Smartcard is directly involved in the user’s opt-in, a user’s Audience Measurement PIN (AM PIN) code MUST be entered to sign the opt-in and provide non-repudiation to the service provider. The BCAST AM-C SHALL prompt the user to enter this AM PIN code. When the service provider is the network operator, the AM PIN MAY be mapped to the GLOBAL PIN of the USIM, ISIM or R-UIM application, or to the Parental Control PIN when regulatory reasons impose that only a parent is entitled to opt-in.
It is not strictly mandatory that the BCAST AM-M maintains the users’ opt-in state. If business needs justify that the BCAST AM-M stays up-to-date with users’ opt-in state, then the BCAST AM-C MAY send to the BCAST AM-M an OPT_IN_STATE_NOTIFICATION message indicating the current users’ state after each successful modification. This message is further specified in section 5.15.1.3.2.2. When the opt-in state is changed after reception of an OPT_IN message, the OPT_IN_STATE_NOTIFICATION message MAY NOT be sent. If it is, it will be used by the BCAST AM-M as a confirmation of the reception of the OPT_IN message in the BCAST AM-C.
5.16.1.1.3 Configuration Process

The BCAST AM-M configures the BCAST AM-C with the parameters specific to the campaign (e.g. the list of metrics, the report delivery frequency,…).

Configuration consists in setting the following parameters:

· Reporting parameters

· Address of  BCAST AM-M 
· Bearer parameters
Anytime the BCAST AM-M needs to set or modify the BCAST AM-C configuration parameters, it SHALL send a CONFIGURATION message. Any bearer described in 5.3 is suitable to transport this message. It CAN be sent at any time after Registration has occurred.

The CONFIGURATION message is further specified in section 5.15.1.3.3.

5.16.1.1.4 Activation Process

Then the BCAST AM-M activates the Audience Measurement Metering process on the client side by sending an ACTIVATION message to BCAST AM-C. This message can be sent at any time after Registration has occurred. Whether or not Metering process will be activated on the BCAST AM-C depends on both the Activation and Opt-in states as described in section 5.15.1.1.5.

The ACTIVATION message is further specified in section 5.15.1.3.4.
5.16.1.1.5 Metering Process

Depending on the activation and opt-in states, the BCAST AM-C SHALL run, stop or pause the metering process on the client side as specified in Table 1. The activation state is controlled by the Activation process as described in 5.15.1.1.4. The Opt-in state is controlled by the Opt-in process as described in 5.15.1.1.2.

	Metering process state
	Opt-in state

	
	Opted-in
	Opted-out

	Activation state
	Activated
	RUNNING
	PAUSED

	
	Deactivated
	STOPPED
	STOPPED


Table 1 - Metering process state
The Metering process consists in tracking user consumption of services, materialized by zapping events, and storing these events along with other corresponding data, in accordance with the list of metrics. Zapping events together with the other corresponding data constitute the Audience data. The Metering  process SHALL be based on information, exchanged between the Terminal and the Smartcard during consumption of services, that cannot be  forged by a malicious third-party, i.e., signed at the head-end: STKMs, LTKMs, Parental Control Messages, and any other message presenting such characteristic. As the process is controlled by the user’s opt-in state, Audience data  SHALL not be recorded in the Smartcard when the user decides to opt-out. Recording of Audience data  SHALL resume as soon as the user decides to opt-in again.

During metering, the Audience data SHALL be stored in the Smartcard and SHALL be protected from unauthorized access. The Audience data SHALL not be erased after a power-off of the terminal or a battery shortage. The size of the buffer is defined by a configuration parameter (see section 5.15.1.3.3). When the buffer fills up, a Reporting process SHALL be automatically launched by the Smartcard as specified in section 5.15.1.1.6 to prevent any loss of data.
5.16.1.1.6 Reporting Process 

The BCAST AM-C aggregates the measures in the appropriate report. The BCAST AM-C sends the report to the BCAST AM-M on a periodic basis, depending of the report delivery frequency that has been configured during the configuration process, or upon specific request from the BCAST AM-M.  The BCAST AM-M stores the measures in a data base.

BCAST AM-C SHALL be able to send the report to BCAST AM-M based on an internal event of the card (the buffer size for storing the measures) For example, if the buffer used to store the measures is almost full (with Trigger Low and Trigger High value), BCAST AM-C SHALL send the report to the BCAST AM-M to prevent any loss of data.

The BCAST AM-C SHALL send a REPORTING message containing the audience data recorded to the BCAST AM-M on a specific request from BCAST AM-M or on a timely basis or an event basis. The REPORTING message CAN be transported via SMS or over HTTP as described in section 5.3.  The description of the REPORTING message via SMS is described in section 5.15.1.3.5.1  and the REPORTING message sent over HTTP is described in section 5.15.1.3.5.3 The bearer used MUST be configured accordingly during the Configuration process as described in 5.15.1.1.3.
The address of the BCAST AM-M to send the reporting message SHALL be configured during the Configuration process via the CONFIGURATION message described in section 5.15.1.3.3
While sending the reporting message to the BCAST AM-M,the BCAST AM-C SHALL continue to record the audience data and wait for an acknowledgement from BCAST AM-M for the reception of the reporting message before flushing the recorded audience data to prevent any loss of data. 

When BCAST AM-C receives an acknowledgment of the reception of the reporting message from BCAST AM-M, BCAST AM-C SHALL flush the recorded audience data sent to BCAST AM-M and continue its Metering process according to its state.
If no Acknowledgement of the reporting message is received by the BCAST AM-C, the BCAST AM-C SHALL not delete the measurement data, and SHALL send them at the next opportunity (either upon specific request from the server or at the next reporting time or upon other relevant event).
When BCAST AM-M explicitly wants to request a reporting from a specific user, it SHALL send a REPORTING_REQUEST message to the BCAST AM-C. The REPORTING_REQUEST message is further specified in section 5.15.1.3.5.5.
5.16.1.1.7 Analysis process
The Audience Measurement Application function (BCAST AM-A) on the server side retrieves the group of users for the specific campaign from the Audience Measurement Management function (BCAST AM-M) on the server side to setup the analysis.The BCAST AM-A retrieves, from the BCAST AM-M, the measures related to a panel of users for analysis and produces statistics on them. The result of the analysis may be used for example to setup the timetable of services or for other purposes.

This process is out of scope of OMA BCAST 1.1 and is server implementation specific.
5.16.1.2 Communication protocols between BCAST AM-M and BCAST AM-C

The Audience Measurement Management module (BCAST AM-M) and the Audience Measurement Client (BCAST AM-C) exchanges data through AM-7-1  ,AM-7-2 and AM-5 interfaces. 

At least one of the following communication protocols SHALL be supported for AM-7-1 interface:

· Short Message Service Point to Point (SMS-PP) as defined in [3GPP TS 31.115 v8] for 3GPP or [ 3GPP2 C.S0078-0] for 3GPP2,

· Hyper Text Transfer Protocol (HTTP) as defined in [RFC 2616],
The following communication protocol SHALL be supported for the AM-5 interface:
· Smart Card Broadcast Provisioning as defined in [BCAST11-Services].

At least one of the following communication protocols SHALL be supported for AM-7-2 interface:

· Short Message Service Point to Point (SMS-PP) as defined in [3GPP TS 31.115 v8] for 3GPP or [ 3GPP2 C.S0078-0] for 3GPP2
· Hyper Text Transfer Protocol (HTTP) as defined in RFC 2616.
5.16.1.2.1 SMS PP

The SMS provides a means to transfer short messages between a GSM Mobile Station and a Short Message Entity via a Service Centre. 
5.16.1.2.1.1. Structure of data

The TLV (Tag Length Value) format is used to carry data in the SMS payload.

	Data
	Value
	Length

	Tag
	A predefined Byte that defines the kind of data. Tags shall be well-defined and unambiguous in a recognized context.
	1 Byte

	Length
	Number of bytes composing the data
	1 Byte

	Value
	The sequence of bytes composing the data
	Up to 256 Bytes


Messages sent from BCAST AM-M to BCAST AM-C are SMS MT messages and messages sent from BCAST AM-C to BCAST AM-M are SMS MO messages. 
For the SMS MO two addresses are used:

· The address of the SMSC of the service provider

· The TPDA (Transport Protocol Destination Address) address, which is the address of the final destination of the SMS.  For the Audience measurement function the TPDA is the address of the BCAST AM-M
These addresses are set in the Smartcard at the personalization stage of the Smartcard or using remote provisioning of the Smartcard. These addresses MAY be updated by the configuration message as described in 5.15.1.3.3.
5.16.1.2.1.2. Security

Secured packets as defined in [3GPP TS 31.115 v8] for 3GPP and [ 3GPP2 C.S0078-0] for 3GPP2 SHALL be supported when a secure transmission of data is required. The Kamc established during the Registration process MAY be used. 
5.16.1.2.2 HTTP

The Hypertext Transfer Protocol (HTTP) is an application-level protocol for distributed, collaborative, hypermedia information systems defined in RFC 2616.
Bearer Independent Protocol (BIP) MAY be used between the Smartcard and the Mobile Equipment as defined in [3GPP TS 31.111 v8] for 3GPP or [3GPP2 C.S0035-A] for 3GPP2.

HTTP sessions are exclusively initiated by the application on the (U) SIM. When a communication is requested by the BCAST AM-M, a push mechanism has to be sent to the card by the server in order to tell the application on the card to open a communication channel.

5.16.1.2.2.1. Structure of Data

Data are formatted in HTTP Post message and acknowledgements are sent back as HTTP Response message as described in RFC 2616.

5.16.1.2.2.2. Security

When required, TLS can be used to secure HTTP connections as defined in RFC 2818 and RFC 2246. HTTP over TLS provides privacy and integrity of data. Symmetric cryptographic materials exchanged at registration phase MAY be used. 

5.16.1.2.3 Broadcast  Provisioning

Broadcast Provisioning is the ability to deliver data through the broadcast channel to the Smartcard in the terminal. This is inherently a one way communication and thus can only apply for communication in AM-5 interface that does not require interaction. This functionality is described in [BCAST11-Services]. 
5.16.1.2.4 Generic Payload

Whatever the bearer used, the payload of messages is defined as a recursive BER TLV structure formatted as specified in [ETSI TS 101.220]:

<Message Tag (1 byte)> || <Message Length> || <Message Payload>

where the Message Value can be itself another BER TLVas defined in the various subsections in 5.15.1.3. 

Several messages can also be concatenated in one single payload. For this purpose, a particular Message Tag is defined to represent a Multi Message payload: 0x00. It is defined as a MULTI_MESSAGE message, encapsulating all other messages. In this case, the payload of exchanged data will be formatted as:

0x00 || <Total Length> || <Message 1 Tag> || <Message 1 Length> || <Message 1 Payload> ||

<Message 2 Tag> || <Message 2 Length> || <Message 2 Payload> || …
5.16.1.2.4.1. Security

Credentials established during the Registration process MAY be used for authentication, encryption and data integrity applied on generic payload. (to be completed).
5.16.1.3 Messages

5.16.1.3.1 Registration
5.16.1.3.1.1. REGISTRATION_REQUEST message (BCAST AM-C to BCAST AM-M)
The REGISTRATION_REQUEST message tag is 0x01 The Registration Request TLV is sent in an SMS MO that triggers a server registration request 

	Description
	Value
	M/O
	Length
(in bytes)

	Client Identifiers Tag
	0x11
	M
	1

	Length 
	9+10+8
	M
	1

	IMSI
	Binary
	M
	9

	ICCID
	Binary
	M
	10

	IMEI
	Binary
	M
	8

	Card Random Tag 
	0x12
	M
	1

	Length 
	16
	M
	1

	Random 
	Binary
	M
	16


Table 2 – REGISTRATION_REQUEST message
IMSI: International Mobile Subscriber Identity
Coded as described in [3GPP TS 23 003]
ICCID: Integrated Circuit Card Identification . This parameter provides unique identification number for the UICC
Coded as described in [ETSI TS 102221]

IMEI: International Mobile station Equipment Identity

Coded as described in [3GPP TS 23 003] 

Random: Random value of 16 bytes used, together with the server random, for user keys generation (signature and cipher  keys) as described in 5.15.1.1.1.
5.16.1.3.1.2. REGISTRATION_RESPONSE message (BCAST AM-M to BCAST AM-C)
The REGISTRATION_RESPONSE message tag is 0x02. The Registration Acknowledgement Response TLV is sent in an SMS MT to set the user value.
	Description
	Value
	M/O
	Length
(in bytes)

	User ID Tag
	0x13
	M
	1

	Length
	L1
	M
	1

	User ID
	Binary
	M
	L1

	Server Random Tag 
	0x14
	M
	1

	Length
	16
	M
	1

	Random 
	Binary
	M
	16


Table 3 – REGISTRATION_ RESPONSE message
User ID : unique identifier assigned by BCAST AM-M to each BCAST AM-C. It can be the IMSI or any other service provider specific identifier, such as, e.g., a registration serial number.
Random: Random value of 16 bytes used, together with the card random, for user keys generation (signature and cipher  keys) as described in 5.15.1.1.1.

5.16.1.3.2 Opt-in

5.16.1.3.2.1. OPT_IN message (BCAST AM-M to BCAST AM-C)
The OPT_IN message tag is 0x03. The format of its payload is detailed in Table 4 below.

	Description
	Value
	M/O
	Length
(in bytes)

	Opt-in state Tag
	0x21
	M
	1

	Length 
	1
	M
	1

	Opt-in state
	Boolean value 
	M
	1


Table 4 – OPT_IN message

Opt-in state - this is a flag indicating whether the user is currently opted-in (value 0x01) or opted-out (value 0x00).
5.16.1.3.2.2. OPT_IN_STATE_NOTIFICATION message (BCAST AM-C to BCAST AM-M)

OPT_IN_STATE_NOTIFICATION message tag is 0x04. The format of its payload is detailed in Table 5 below.

	Description
	Value
	M/O
	Length
(in bytes)

	User ID Tag
	0x13
	M
	1

	Length
	L1
	M
	1

	User ID
	Binary
	M
	L1

	Opt-in state Tag
	0x21
	M
	1

	Length 
	1
	M
	1

	Opt-in state
	Boolean value 
	M
	1


Table 5 – OPT_IN_STATE_NOTIFICATION message
User ID: same as Table 3 – REGISTRATION_ RESPONSE message 
Opt-in state: same as Table 4 – OPT_IN message
5.16.1.3.3 CONFIGURATION message (BCAST AM-M to BCAST AM-C)

The CONFIGURATION message tag is 0x05. The TLV (Tag Length Value) format is used to carry configuration parameters to the BCAST AM-C.

	Description
	Value
	M/O
	Length
(in bytes)

	
	
	
	

	
	
	
	

	
	
	
	

	Reporting bearer Tag
	0xA1
	O
	1

	Length
	1
	O
	1

	Reporting bearer
	Binary
	O
	1

	BCAST AM-M address Tag
	0xA2
	O
	1

	Length 
	L1
	O
	C

	BCAST AM-M address
	URL
	O
	L1

	
	
	
	

	
	
	
	

	
	



	
	

	SMSC address Tag
	0xA3
	O
	1

	Length
	L2
	O
	C

	SMSC address
	Binary
	O
	L2

	TPDA address Tag
	0xA4
	O
	1

	Length
	L3
	O
	C

	TPDA address
	Binary
	O
	L3

	
	
	
	

	
	
	
	

	
	
	
	

	Reporting mode Tag
	0xA6
	O
	1

	Length
	1
	O
	1

	Reporting mode
	
Binary
	O
	1

	Reporting frequency Tag
	0xA7
	O
	1

	Length
	1
	O
	1

	Reporting frequency
	Unsigned short 
	O
	1

	Reporting trigger Tag
	OxA8
	O
	1

	Length
	L5
	O
	C

	Reporting trigger
	Unsigned short
	O
	L5

	
	
	
	

	
	
	
	

	
	
	
	

	Additional metrics Tag
	0xAA
	M
	1

	Length
	2
	M
	1

	Additional metrics
	Binary
	M
	2


Table 6 - CONFIGURATION message

Reporting bearer: bearer used for reporting message (SMS or HTTP)

0x00 = Hyper Text Transfer Protocol (HTTP)
0x01 = Short Message Service Point to Point (SMS-PP)
BCAST AM-M address: BCAST AM-M URL coded in UTF-8. This address is used to send the REPORTING message over HTTP.
SMSC address: address of SMS centre . This is the TS‑Service Centre Address as defined in [3GPP TS 31.102 v8]. Coded as defined for EFSMSP [3GPP TS 31.102 v8] for TS-Service Centre Address
TPDA address: address of BCAST AM-M when using SMS bearer, This is the TP-Destination Address as defined in [3GPP TS 31.102 v8]. Coded as defined for EFSMSP in [3GPP TS 31.102 v8] for TP-Destination Address
Reporting mode: Mode of reporting Push or Pull mode: 
0x00 = Push (from BCAST AM-C to BCAST AM-M)
0x01 = Pull (Reporting triggered by BCAST AM-M)
Reporting frequency: period in hours between two data reporting in Push mode

Reporting trigger: data size which triggers an automatic reporting from BCAST AM-C 
Additional metrics – this is a bit mask indicating the additional metrics required by the BCAST AM-M, in addition to zapping information. Bit 0 indicates the location information shall be provided (1) or not (0). Bits 2 to 11 are reserved for future use. Bits 12 to 15 are reserved for proprietary extensions.
5.16.1.3.4 ACTIVATION message (BCAST AM-M to BCAST AM-C)

The ACTIVATION message tag is 0x06. The TLV (Tag Length Value) format is used to carry activation parameters to the BCAST AM-C.

	Description
	Value
	M/O
	Length
(in bytes)

	Activate state Tag
	0xB0
	M
	1

	Length
	1
	M
	1

	Activation state
	Boolean value 
	M
	1


Table 7 - ACTIVATION message
Activation state: Activation state sent by BCAST AM-M to activate (value 0x01) or deactivate (value 0x00) the Audience Measurement application in the BCAST AM-C
5.16.1.3.5 Reporting

The REPORTING message CAN be transported via SMS or over HTTP.  The description of the REPORTING message via SMS is described  in section 5.15.1.3.5.1  and the REPORTING message sent over HTTP is described in section 5.15.1.3.5.3
5.16.1.3.5.1. REPORTING message via SMS (BCAST AM-C to BCAST AM-M)

The REPORTING message tag is 0x07  The format of its payload is detailed in the table below.

	Description
	Value
	M/O
	Length
(in bytes)

	User ID Tag
	0x13
	M
	1

	Length
	L1
	M
	1

	User ID
	Binary
	M
	L1

	Reporting data Tag
	0xC0
	M
	1

	Length 
	3+L3
	M
	1

	Reporting mode
	Binary


	M
	1

	Report ID 
	Binary

Unsigned short 
	M
	2

	Audience data
	L3
	M
	L3


Table 8 - REPORTING message
User ID: same as Table 3 – REGISTRATION_ RESPONSE message
Reporting mode: indicates the mode of the report:
0x00: Push (reporting triggered by BCAST AM-C when data size reaches the reporting trigger value),
0x01: pull (reporting triggered by BCAST AM-M request) 
0x02: cyclic (automatic periodic reporting)

Report ID: reporting identifier, this information is repeated in the REPORTING_RESPONSE message for BCAST AM-M acknowledgement
Audience data: audience data sent from BCAST AM-C to BCAST AM-M

The BCAST AM-C SHALL report the Audience data using the format defined below. 

	Description
	Value
	M/O
	Length

	Audience data Tag
	0x07
	M
	1 byte

	Length
	1+2+ L1+...+Ln
	M
	2 bytes

	Zapping event [1]
	Zapping event record
	O
	L1 bytes

	….
	
	
	

	Zapping event [n]
	Zapping event record
	O
	Ln bytes


Table 9 - Audience data in optimized format

The BCAST AM-C SHALL format Zapping event records as follows:

	Description
	Value
	M/O
	Length
(in bytes)

	Record Format 
	Binary
	M
	2

	Key Domain ID
	Binary

	O
	3

	Key group part
	Binary

	O
	2

	Time stamp
	Binary

	O
	1,2,3,4

	Duration
	Binary
	O
	1,2,3,4

	LAC_IN
	Binary

	O
	2

	Cell ID_IN
	Binary


	O
	2

	LAC_OUT
	Binary



	O
	2

	Cell_ID_OUT
	Binary


	O
	2


Table 10 - Zapping event record format

Record Format: detailed below in Table 10 - Zapping event record format
Key Domain ID:  key domain ID value retrieved from STKM message 

Key group part:  key group part value retrieved from STKM message
Time stamp: if it is the first Zapping event of the Audience data, this is the value of the Time stamp extracted from the STKM and coded on 4 bytes. Otherwise, it is the difference between the Time stamp of the current Zapping event and the Time stamp in the previous Zapping event. The format of the Time stamp is then defined in the Record Format (see Table 10 - Zapping event record format)
Duration: equal to the last time stamp minus the first time stamp of a service consumption sequence
LAC_IN: This is the value of LAC (Location Area Code) when the user starts watching a particular service. LAC is retrieved from terminal using proactive command PROVIDE LOCAL INFORMATION (as defined in [3GPP TS 31.115 v8] for 3GPP or [ 3GPP2 C.S0078-0] for 3GPP2) at the beginning of a service consumption sequence
Cell ID_IN: This is the identifier of the cell where the user  is when she starts watching a particular service. The cell identifier is retrieved from terminal using proactive command PROVIDE LOCAL INFORMATION (as defined in [3GPP TS 31.115 v8] for 3GPP or [ 3GPP2 C.S0078-0] for 3GPP2) at the beginning of a service consumption sequence
LAC_OUT: This is the value of LAC (Location Area Code) when the user stops watching the current service. BCAST AM-C SHALL record LAC_OUT only if it is different from LAC_IN.  LAC is retrieved from terminal using proactive command PROVIDE LOCAL INFORMATION (as defined in [3GPP TS 31.115 v8] for 3GPP or [ 3GPP2 C.S0078-0] for 3GPP2) at the end of a service consumption sequence

Cell_ID_OUT: This is the identifier of the call where the user  is when she stops watching the current service. BCAST AM-C SHALL record Cell_ID_OUT only if it is different from Cell_ID_IN. The cell identifier is retrieved from terminal using proactive command PROVIDE LOCAL INFORMATION (as defined in [3GPP TS 31.115 v8] for 3GPP or [ 3GPP2 C.S0078-0] for 3GPP2) at the end of a service consumption sequence


Note 1: The first Zapping event of Audience data SHALL contain Key Domain ID, Key group part and Time stamp.

Note 2: A Zapping event MAY contain Key Domain ID, Key Group part and Time stamp even if it is not the first event.
The Record Format field is encoded as follows:
	Record_Format field description
	Length (in bits)
	Type

	Record_format() {
	16
	

	

key_domain_id_presence_flag
	1
	bslbf

	

key_group_part_index
	6
	uimsbf

	

ts_sign
	1
	bslbf

	

ts_format
	3
	uimsbf

	

location_status_in_presence_flag
	1
	bslbf

	

duration_format
	3
	uimsbf

	

location_status_out_presence_flag
	1
	uimsbf

	
}
	
	


Table 11 - Zapping event Record Format encoding

key_domain_id_presence_flag - key_domain_id is present (1) or absent (0) in this Zapping event. When it  is absent, the last key_domain_id present in the Audience data is used.
key_group_part_index – 0 indicates that the key_group_part is not present; any other value indicates the index of the first occurrence of key_group_part coded on 6 bits.

ts_sign – used when ts_format=1,2,3, or 4.0 indicates that Time stamp   is greater than or equal to zero, 1 indicates that Time stamp is strictly lower than 0.

ts_format – coding of Time stamp in absolute or relative value: 0 indicates that Time stamp is not present;  values 1, 2, 3 and 4 indicate the number of bytes used to code the Time stamp relative value; 8 indicates that the absolute  Time stamp value is present.

location_status_in_presence_flag –0: LAC_IN and Cell ID_IN are not present, the last location information occurrence in the Audience data is used; 1: LAC_IN and Cell ID_IN are present 
duration_format – 0 indicates that Duration is not present, 1, 2, 3 and 4 indicate  the number of bytes used to code the Duration.  

location_status_out_presence_flag –location information before the zapping: 0: LAC_OUT and Cell ID_OUT are not present, the last location information occurrence in the Audience data is used; 1: LAC_OUT and Cell ID_OUT are present.
5.16.1.3.5.2. REPORTING_RESPONSE via SMS (BCAST AM-M to BCAST AM-C)

The REPORTING_RESPONSE message tag is 0x08. The format of its payload is detailed in the table below.

	Description
	Value
	M/O
	Length
(in bytes)

	User ID Tag
	0x13
	M
	1

	Length
	L1
	M
	1

	User ID
	Binary
	M
	L1

	Reporting message state Tag
	0xC1
	M
	1

	Length 
	L2+1
	M
	1

	Report ID 
	Binary

Unsigned short 
	M
	L2

	Reporting message state
	Boolean value 
	M
	1


Table 12 - REPORTING_RESPONSE message

Report ID: same as Table 8 - REPORTING message
Reporting message state - Boolean value indicating the user’s reporting message state: 0x00 = Successful (BCAST AM-M has received the REPORTING message), 0x01 = Failed (BCAST AM-M has failed to handle the REPORTING message received)
5.16.1.3.5.3. REPORTING message over HTTP (BCAST AM-C to BCAST AM-M)

When the REPORTING message is sent over HTTP, the data is formatted in a POST message and the acknowledgement is received via an HTTP response..
	Data
	Description
	M/O

	POST [BCAST AM-M reporting URI] HTTP/1.1

Content-Type: application/x-www-form-urlencoded(CRLF)

Accept-Encoding: deflate(CRLF)

User-Agent: BCAST AM-C/1.0(CRLF)

Host: [BCAST AM-M address](CRLF)

From: [User ID](CRLF)

Content-Length: [XXX] (CRLF)

(CRLF)
	Header
	M

	data=[REPORTING message]
	Base 64 encoding of the REPORTING message defined in section 5.15.1.3.5.1
	M


Table 13 - REPORTING message sent over HTTP

5.16.1.3.5.4. REPORTING_RESPONSE over HTTP (BCAST AM-M to BCAST AM-C)

HTTP response returned after receiving a reporting message:
	Data
	Description
	M/O

	HTTP/1.[X] 200 OK

Host: [XXX]

Content-Length: [XXX]


	Header
	M

	REPORTING_RESPONSE message: [XX]
	Base 64 encoding of the REPORTING_RESPONSE message defined in section 5.15.1.3.5.2
	M


5.16.1.3.5.5. REPORTING_REQUEST message (BCAST AM-M to BCAST AM-C)

The REPORTING_REQUEST message tag is 0x09. The format of its payload is detailed in Table 14.

	Description
	Value
	M/O
	Length
(in bytes)

	Reporting request Tag
	0xD0

	M
	1

	Length
	0
	M
	1

	
	
	
	


Table 14 - REPORTING_REQUEST message


5.16.1.3.6 Defined Message Tags

The following table lists all the Message Tags defined in the previous sections.

	Message Name
	Message Tag
	Defined in Section

	MULTI_MESSAGE
	0x00
	5.15.1.2.4

	REGISTRATION_REQUEST
	0x01
	5.15.1.3.1.1

	REGISTRATION_RESPONSE
	0x02
	5.15.1.3.1.2

	OPT_IN
	0x03
	5.15.1.3.2.1

	OPT_IN_STATE_NOTIFICATION
	0x04
	5.15.1.3.2.2

	CONFIGURATION
	0x05
	5.15.1.3.3

	ACTIVATION
	0x06
	5.15.1.3.4

	REPORTING
	0x07
	5.15.1.3.5

	REPORTING_RESPONSE
	0x08
	5.15.1.3.5

	REPORTING_REQUEST
	0x09
	5.15.1.3.5


Table 15 - Message Tags

5.16.1.3.7 Defined Field Tags

The following table lists all the Tags defined in the previous sections for message fields.

	Tag Name
	Value
	Defined in Section

	Client Identifiers
	0x11
	5.15.1.3.1.1

	Card Random
	0x12
	5.15.1.3.1.1

	User ID

	0x13
	5.15.1.3.1.2, 5.15.1.3.2.2

	Server Random 
	0x14
	5.15.1.3.1.2

	Opt-in state
	0x21
	5.15.1.3.2.1, 5.15.1.3.2.2

	
	
	

	Reporting bearer
	0xA1
	5.15.1.3.3

	BCAST AM-M address
	0xA2
	5.15.1.3.3

	
	
	

	SMSC address
	0xA3
	5.15.1.3.3

	TPDA address
	0xA4
	5.15.1.3.3

	
	
	

	Reporting mode
	0xA6
	5.15.1.3.3

	Reporting frequency
	0xA7
	5.15.1.3.3

	Reporting trigger
	0xA8
	5.15.1.3.3

	
	
	

	Additional metrics
	0xAA
	5.15.1.3.3

	Activation state
	0xB0
	5.15.1.3.4

	Reporting data
	0xC0
	5.15.1.3.5.1

	Reporting message state
	0xC1
	5.15.1.3.5.2

	Reporting request
	0xD0
	5.15.1.3.5.5


Table 16 - Field Tags

5.17 Terminal-Centric Audience Measurement
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