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1 Reason for Change

This CR is the resolution of comment A005 from Gemalto against Services spec: It is written in the first § of 5.1.10 that the parental control for Service Ordering is completely enforced within the BSM. However when the Smartcard Profile extension is used a local enforcement in the smartcard is possible.  This should be rectified in this paragraph.
2 Impact on Backward Compatibility

This CR adds just clarification.
3 Impact on Other Specifications

none
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Please discuss and agree the CR.
6 Detailed Change Proposal

Change 1:  Section 5.1.10
5.1.10 Parental Control for Service Ordering
The BSP-M in the BSM MAY enforce Parental Control for Service Ordering, i.e., parental control for service subscription, service purchase, and token purchase. The parental rating for service ordering is signalled in the ‘ParentalRating’ element of the ‘PurchaseItem’ fragment as described in [BCAST11-SG]. This element is merely an indication to the user which restriction the BSM enforces with regards to parental control and the Parental Control for Service Ordering could be completely enforced within the BSM or also locally on the Smartcard in case the Smartcard Profile Extension is used (see section 5.1.10.1).

If the BSM receives a Service Request message used for the subscription/purchase of one or more purchase items which are subject to parental rating restrictions, the BSM enforces parental control on each of these purchase items one by one according to the following bullets. Correspondingly, the same bullets apply also for any purchase item specified in a Token Purchase Request message.

1. If the purchase item is associated with a less restrictive parental rating than the level granted for the Terminal, the purchase item passes the parental control enforced by the BSM and the BSM responds to the request by specifying status code 000 “Success”.

2. If the purchase item is associated with a more restrictive parental rating than the level granted for the Terminal and it is not possible to pass parental control by providing PINCODE, the BSM responds by specifying status code 032 “Parental Control Restriction- Request Disallowed” (see section 5.11) for the purchase item in the Service Response/Token Purchase Response.

3. If the purchase item is associated with a more restrictive parental rating than the level granted for the Terminal and no parental control PINCODE is provided in the Service Request/Token Purchase Request, the BSM requests the Terminal to provide the parental control PINCODE by specifying status code 033 “Parental Control Authentication Requested” (see section 5.11) for the purchase item in the Service Response/Token Purchase Response.

4. If the purchase item is associated with a more restrictive parental rating than the level granted for the Terminal and a parental control PINCODE specified in the Service Request/Token Purchase Request, the BSM verifies the specified PINCODE against the PINCODE associated with the Terminal.

· If the verification fails, status code 034 “Parental Control Verification Failed” (see section 5.11) is specified for the purchase item in the returned Service Response/Token Purchase Response. Alternatively, status code 035 “Parental Control PINCODE Blocked” is specified as explained in the subsequent bullet.

· If the PINCODE associated with the Terminal has been blocked by the BSM, e.g., the amount of incorrect PINCODEs submitted exceeds the limit set by the BSM, status code 035 “Parental Control PINCODE Blocked” (see section 5.11) is specified for the purchase item in the returned Service Response/Token Purchase Response.

· If the verification succeeds, the purchase item passes the parental control enforced by the BSM.

Note: For each Terminal the BSM stores the level granted associated with the Terminal (this level is possibly mapped onto several rating systems) along with one Parental Control for Service Ordering PINCODE. How the BSM retrieves and stores the level granted associated with a Terminal and the PINCODE associated with a Terminal is out-of-scope of this specification.

The Terminal MAY support Parental Control for Service Ordering. A Terminal supporting Parental Control for Service Ordering MAY ask the user to input the parental control PINCODE for service ordering in case the BSM sends a Service Response/Token Purchase Response containing status code 033 “Parental Control Authentication Requested” or status code 034 “Parental Control Verification Failed”. After the user has inputted the PINCODE, it can be provided in the ‘ParentalControlPinCode’ element of a Service Request/Token Purchase Request along with the purchase items for which the BSM requested a PINCODE to be provided.

Note: How the user acquires the parental control PINCODE value for service ordering is out of scope of this specification. Examples of mechanisms that can be used include post and calling to operator’s customer service centre.

In order to authenticate the Terminal, the BSM and Terminal MAY support HTTPS POST or HTTP digest authentication as described in section 5.1.3 . In addition, the BSM and Terminal MAY support HTTPS POST for General Service Provisioning Messages to provide confidentiality protection of a PINCODE submitted in Service Request as described in section 5.1.1.1.

A Terminal supporting Parental Control for Service Ordering SHALL support detection of the ‘Challenge’ element in service provisioning messages. A Terminal is thereby able to differentiate between generic solution for parental control of service ordering described in this section compared to the Smartcard Profile extension described in section 5.1.10.1.
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