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1 Reason for Change

The data collected by Audience Measurement systems could be classified as special personal data in some countries as this data can provide information on a person's religious or philosophical beliefs, political opinions, sex life ... 

For example, Audience Measurement system may track the fact that a user watches every Sunday morning the Catholic mass on his TV set. This gives information on the person's religious belief. The storage of these data, classified as special personal data in some countries, is prohibited by regulation of these countries.
This CR completes the Smartcard-centric Audience Measurement solution with the processing of Access criteria Audience measurement control, to prohibit the Audience measurement relative to some specific contents.
This CR has a companion for SPCP specification.

2 Impact on Backward Compatibility

New functionality for BCAST1.1
3 Impact on Other Specifications

none
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Please discuss and agree the CR.
6 Detailed Change Proposal

Change 1:  Section 7.1
Metering Process

Depending on the activation and opt-in states, the BCAST AM-C SHALL run, stop or pause the metering process on the client side as specified in Table 1. The activation state is controlled by the Activation process as described in Error! Reference source not found.. The Opt-in state is controlled by the Opt-in process as described in Error! Reference source not found..

	Metering process state
	Opt-in state

	
	Opted-in
	Opted-out

	Activation state
	Activated
	RUNNING
	PAUSED

	
	Deactivated
	STOPPED
	STOPPED


Table 1: Metering process state
The Metering process consists in tracking user consumption of services, materialized by zapping events, and storing these events along with other corresponding data, in accordance with the list of metrics. Zapping events together with the other corresponding data constitute the Audience data. The Metering  process SHALL be based on information, exchanged between the Terminal and the Smartcard during consumption of services, that cannot be  forged by a malicious third-party, i.e., signed at the head-end: STKMs, LTKMs, Parental Control Messages, and any other message presenting such characteristic. As the process is controlled by the user’s opt-in state, Audience data  SHALL not be recorded in the Smartcard when the user decides to opt-out. Recording of Audience data  SHALL resume as soon as the user decides to opt-in again.

During metering, the Audience data SHALL be stored in the Smartcard and SHALL be protected from unauthorized access. The Audience data SHALL not be erased after a power-off of the terminal or a battery shortage. The size of the buffer is defined by a configuration parameter (see section Error! Reference source not found.). When the buffer fills up, a Reporting process SHALL be automatically launched by the Smartcard as specified in section Error! Reference source not found. to prevent any loss of data.
In some countries, there could be regulations concerning personal data processing. For example regulations could prohibit the processing of personal data that could provide information on a person's religious or philosophical beliefs, political opinions, sex life...  
Audience_measurement_disallowed flag in the access criteria Audience_measurement_control descriptor is used in the STKM message (as described in [BCAST11-ServContProt] to signal to the Audience Measurement Client that the corresponding content is a critical content in term of audience measurement and that the Audience measurement of such content is prohibited.

If the Smartcard supports Smartcard-centric Audience Measurement function and if the Audience_measurement_disallowed flag in the STKM is set to TKM_FLAG_TRUE, then the Audience Measurement metering process SHALL be put in PAUSED state and Audience measurement data relative to this content SHALL NOT be stored on the client side.

If the Smartcard supports Smartcard-centric Audience Measurement function and if the Audience_measurement_disallowed flag in the STKM is set to TKM_FLAG_FALSE or no Audience_measurement_control descriptor is present in the STKM, then the Audience Measurement process is authorized and measurement MAY be stored on the client side.
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