Doc# [image: image1.jpg]"sOMaQa

Open Mobile Alliance



   OMA-BCAST-v1_1-2009-0315R02-CR_Resolution_A027_Services.doc
Change Request

Doc#     OMA-BCAST-v1_1-2009-0315R02-CR_Resolution_A027_Services.doc
Change Request



Change Request

	Title:
	Resolution A027 Services
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	BCAST

	Doc to Change:
	OMA-TS-BCAST_Services-V1_1-20091117-D

	Submission Date:
	22/12/2009

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Clerical

	Source:
	Anne-Marie Praden, Gemalto N.V, Anne-marie.praden@gemalto.com
Sophie Diallo, Oberthur Technologies, s.diallo@oberthurcs.com
Soenke Schroeder, Giesecke & Devrient, soenke.schroeder@gi-de.com
Jean-André Demeure, Sagem Wireless,jean-andre.demeure@sagemwireless.com
Gillies Don, Qualcomm,  dgillies@qualcomm.com

	Replaces:
	


1 Reason for Change

R02: Change the client Identifiers tag to introduce the MEID for 3GPP2.
· Change Client Identifier tag in Audit response message

· Change Client Identifier tag in Registration request message

· Add MEID in the abbreviations section.
 Add Qualcomm as co-signer.
R01: Add cosigners

In the Smartcard-centric Audience measurement, some functionality is optional in the card. 
To ease the deployment, a way to signal to the server the support of such functionality by the Smartcard is necessary. An Audit command is then proposed in this CR. 
This command could also be used for interoperability tests, providing an easy mean to test e.g. the result of configuration command. 

This command is optional on the server side and mandatory on the Smartcard side.
2 Impact on Backward Compatibility

New functionality for BCAST1.1
3 Impact on Other Specifications

none
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Please discuss and agree the CR.
6 Detailed Change Proposal

Change 1:  Section 5.20.2.1.1
5.20.2.1.1 Registration Process

The registration process is used to populate the BCAST AM-M client’s database. After the registration, a panel may be activated to allow the audience measurement by BCAST AM-C.

After the first handset power on, the BCAST AM-C sends a REGISTRATION_REQUEST message to the BCAST AM-M. Using this message, the BCAST AM-M can retrieve the client’s information using the IMSI, the card profile using the ICCID and the handset features using the IMEI or MEID value.  To finish the registration process the BCAST AM-M sends a REGISTRATION_ RESPONSE message to BCAST AM-C.

The registration acknowledgement sets the User ID value, launches the key derivation mechanism (Key Kamue and Kamus as defined below) and sets the BCAST AM-C state to registered. The REGISTRATION_REQUEST message SHALL be sent by the Smartcard in a SMS MO every time the handset is powered-on until the registration acknowledgement response (REGISTRATION_RESPONSE message) is received from the BCAST AM-M within a SMS MT. When the registration acknowledgement is received, the Smartcard is in a registered state and stops sending REGISTRATION-REQUEST.

For the user authentication and collected data protection, two keys (Kamue and Kamus) are derived using exchanged credentials and user ID. The derivation algorithm is the pseudo-random function (PRF) as described in [RFC 3830], PRF(key, label, message), where:

· Key: Km key is a pre-shared key

· Label: character string encoded to an octet string according to UTF-8 encoding rules as specified in IETF RFC 3629, concatenated to User ID value

· Message: card random concatenated with server random

Kamue = PRF(Km , LabelEncryption || UserID , CardRandom || ServerRandom)

Kamus = PRF(Km , LabelSignature || UserID , CardRandom || ServerRandom)

The LabelEncryption and LabelSignature parameters SHALL be the following:

LabelEncryption = “BCAST-AM-e” (i.e. 0x42 0x43 0x41 0x53 0x54 0x2D 0x41 0x4D 0x2D 0x65)

LabelSignature = “BCAST-AM-s” (i.e. 0x42 0x43 0x41 0x53 0x54 0x2D 0x41 0x4D 0x2D 0x73)

The Registration process is OPTIONAL. The Registration process MAY be NOT performed in case Kamue, Kamus and UserID have been set in the Smartcard at the personalization stage of the card or using remote provisioning of the Smartcard.
In order to know the list of optional features that the BCAST AM-C in the Smartcard supports, the current state of the BCAST AM-C and some internal parameters, the BCAST AM-M MAY send an AUDIT_REQUEST command to the BCAST AM-C in the Smartcard through the SMS bearer. This command is described in the section 5.20.2.3.1.3

At the reception of the AUDIT_REQUEST command, the BCAST AM-C in the Smartcard sends an AUDIT_RESPONSE command to BCAST AM-M through the SMS bearer. This command is described in section 5.20.2.3.1.4 

The BCAST AM-C, through this AUDIT_RESPONSE, informs the BCAST AM-M 

· On its support of the following features:

· Bearers supported (SMS, HTTP, HTTPS,..)
· Location type supported
· Security type supported
· …
· And on its current state and configuration:
· Buffer size, Buffer filling level, reporting trigger
· Last status error

· …
Change 2:  Insert two sections : Section 5.20.2.3.1.3 and 5.20.2.3.1.4
5.20.2.3.1.3. AUDIT_REQUEST message (BCAST AM-M to BCAST AM-C)

The AUDIT_REQUEST message tag is 0x0B. The TLV (Tag Length Value) format is used to request the list of features the BCAST AM-C supports, the current state, configuration of the BCAST AM-C and the last status error.
	Description
	Value
	M/O
	Length
(in bytes)

	Audit_request Tag
	0xXX
	M
	1

	Length
	L1
	M
	1

	Tags list
	Binary
	M
	L1


Table XX
: AUDIT_REQUEST message

Tags list : This field contains the list of parameters, the AUDIT_RESPONSE SHALL contain. This list of parameters is in the form of list of tags of the corresponding parameters. The accepted values of tags are those listed in the AUDIT_RESPONSE message table.
5.20.2.3.1.4. AUDIT_RESPONSE message (BCAST AM-C to BCAST AM-M)

The AUDIT_RESPONSE message tag is 0x0C. The TLV (Tag Length Value) format is used to carry the list of features supported by BCAST AM-C and the current state and configuration of BCAST AM-C. The AUDIT_RESPONSE contains all the parameters that were requested in the AUDIT_REQUEST command in the Tags list.

	Description
	Value
	M/O
	Length
(in bytes)

	Client Identifiers Tag
	0x11
	O
	1

	Length 
	1+L1
	O
	1

	Identifiers Type
	Binary
	O
	1

	Identifiers
	Binary
	O
	L1

	
	
	
	

	User ID Tag
	0x13
	O
	1

	Length
	L2
	O
	1

	User ID
	Binary
	O
	L2

	Opt-in state Tag
	0x21
	O
	1

	Length 
	1
	O
	1

	Opt-in state
	Boolean value 
	O
	1

	AM-C state Tag
	0xE0
	O
	1

	Length
	L3
	O
	C

	AM-C state
	Binary
	O
	L3

	BCAST AM-M address Tag
	0xA2
	O
	1

	Length 
	L4
	O
	A

	BCAST AM-M address
	URL
	O
	L4

	SMSC address Tag
	0xA3
	O
	1

	Length
	L5
	O
	B

	SMSC address
	Binary
	O
	L5

	TPDA address Tag
	0xA4
	O
	1

	Length
	L6
	O
	C

	TPDA address
	Binary
	O
	L6

	Supported bearers Tag
	0xE1
	O
	1

	Length
	L7
	O
	C

	Supported bearers
	Binary
	O
	L7

	Security type supported Tag
	0xE2
	O
	1

	Length
	L8
	O
	C

	Security type supported 
	Binary
	O
	L8

	Location type supported Tag
	0xE3
	O
	1

	Length
	L9
	O
	C

	Location type supported
	Binary
	O
	L9

	Buffer size Tag
	0xE4
	O
	1

	Length
	L10
	O
	C

	Buffer size
	Binary
	O
	L10

	Buffer filling level Tag
	0xE5
	O
	1

	Length
	L11
	O
	C

	Buffer filling level
	Binary
	O
	L11

	Reporting trigger Tag
	OxA8
	O
	1

	Length
	L12
	O
	D

	Reporting trigger
	Unsigned short
	O
	L12

	Last status error Tag
	0xE6
	O
	1

	Length
	1
	O
	1

	Last status error
	Binary
	O
	1


Table XX
:: AUDIT_RESPONSE message



Identifiers Type: same as table 64
: REGISTRATION_REQUEST message
Identifiers: same as table 64
: REGISTRATION_REQUEST message
User ID: same as table 65
: REGISTRATION_RESPONSE message
Opt-in state: same as table 67
: OPT_IN message
AM-C state: this field gives the state of the AM-C:
0x00: Stopped

0x01: Running

0x02: Pause
Other values:  reserved for future use
BCAST AM-M address: same as table 69
: CONFIGURATION message
SMSC address: same as table 69
: CONFIGURATION message
TPDA address: same as table 69
: CONFIGURATION message
Supported bearers: this field gives the list of supported bearers
0x00: BIP
0x01: SMS only

0x02: BIP and SMS

0x80:  BIP only (but Terminal does not support TCP)

0x81: SMS only (but Terminal does not support TCP)

0x82: BIP and SMS (but Terminal does not support TCP)
Other values:  reserved for future use
Security type supported: This field gives the type of security the BCAST AM-C supports.
0x01: At transport level (e.g. SMS-PP or HTTPs)

0x02: At application level

0x03 At both levels (transport level and application level)
Other values:  reserved for future use
Location type supported: This field gives the type of location tracking supported by the BCAST AM-C. If several types are supported a list of location types is present in the location type supported TLV.  
The MSB of the location type supported indicates the tracking state of this location system (0XXXXXXX: Deactivated; 1XXXXXXX: Activated)
The other bits indicate the type of location:
0x00: Geographical location (as defined for GAD shapes in [3GPP TS 31.111])

0x01: 3GPP Location (as defined for Location Information in [3GPP TS 31.111])
0x02: 3GPP2 location (as defined for Location Information in [3GPP2 C.S0035-A])

0x03: DVB-H location (as defined for Broadcast Network Information in [3GPP TS 102.223])

0x04: DVB-SH location (as defined for Broadcast Network Information in [3GPP TS 102.223])

0x05: WiMAX location 

0x06: Forward Link Only location 
Buffer size: This field indicates the size of the buffer for the reporting, in bytes
Buffer filling level: This filed indicates the used size of the buffer, in bytes
Reporting trigger: same as table 69
: CONFIGURATION message
Last status error: This field gives the last status error 
0x0000: NO_ERROR

0x00XX: XX is the tag value of the TLV in error or the tag value of the command in error.
(e.g. 0x0011 ERROR_TAG_CLIENT_IDENTIFIERS)
Change 3:  Insert two sections : Section 5.20.2.3.2 and 5.20.2.3.3
5.20.2.3.6 Defined Message Tags
The following table lists all the Clear Message Tags defined in the previous sections.
	Message Name
	Clear Message Tag
	Defined in Section

	REGISTRATION_REQUEST
	0x01
	Error! Reference source not found.

	REGISTRATION_RESPONSE
	0x02
	5.20.2.3.1.3

	OPT_IN_INVITATION_TRIGGER
	0x03
	Error! Reference source not found.

	OPT_IN
	0x04
	Error! Reference source not found.

	OPT_IN_STATE_NOTIFICATION
	0x05
	Error! Reference source not found.

	CONFIGURATION
	0x06
	Error! Reference source not found.

	ACTIVATION
	0x07
	Error! Reference source not found.

	REPORTING
	0x08
	Error! Reference source not found.

	REPORTING_RESPONSE
	0x09
	Error! Reference source not found.

	REPORTING_REQUEST
	0x0A
	Error! Reference source not found.

	AUDIT_REQUEST
	0x0B
	5.20.2.3.1.3

	AUDIT_RESPONSE
	0x0C
	5.20.2.3.1.4


Table 1: Clear Message Tags

5.20.2.3.7 Defined Field Tags
The following table lists all the Tags defined in the previous sections for message fields.
	Tag Name
	Value
	Defined in Section

	Client Identifiers
	0x11
	Error! Reference source not found.

	Card Random
	0x12
	Error! Reference source not found.

	User ID
	0x13
	5.20.2.3.1.3, Error! Reference source not found.

	Server Random 
	0x14
	5.20.2.3.1.3

	Opt-in state
	0x21
	Error! Reference source not found., Error! Reference source not found.

	Prompt message
	0x22
	Error! Reference source not found.

	Reporting bearer
	0xA1
	Error! Reference source not found.

	BCAST AM-M address
	0xA2
	Error! Reference source not found.

	SMSC address
	0xA3
	Error! Reference source not found.

	TPDA address
	0xA4
	Error! Reference source not found.

	
	
	

	Reporting mode
	0xA6
	Error! Reference source not found.

	Reporting frequency
	0xA7
	Error! Reference source not found.

	Reporting trigger
	0xA8
	Error! Reference source not found.

	
	
	

	Additional metrics
	0xAA
	Error! Reference source not found.

	Activation state
	0xB0
	Error! Reference source not found.

	Reporting data
	0xC0
	Error! Reference source not found.

	Reporting message state
	0xC1
	Error! Reference source not found.

	Reporting request
	0xD0
	Error! Reference source not found.

	AM-C state 
	0xE0
	5.20.2.3.1.4

	Supported bearers
	0xE1
	5.20.2.3.1.4

	Security type supported
	0xE2
	5.20.2.3.1.4

	Location type supported
	0xE3
	5.20.2.3.1.4

	Buffer size
	0xE4
	5.20.2.3.1.4

	Buffer filling level
	0xE5
	5.20.2.3.1.4

	Last status error
	0xE6
	5.20.2.3.1.4

	
	
	


Change 4:  Section 3.3

3.3
Abbreviations
	3GPP
	3rd Generation Partnership Project

	ADF
	Application Dedicated File

	ADF_BSIM
	ADF for BCAST Subscriber Identity Module

	AMCI
	Audience Measurement Campaign Invitation

	AMCP
	Audience Measurement Campaign Participation

	AMRD
	Audience Measurement Report Delivery

	AMRR
	Audience Measurement Report Response

	AMRT
	Audience Measurement Report Trigger

	APDU
	Application Protocol Data Unit

	BCAST
	Mobile Broadcast Services

	BCMCS
	Broadcast Multicast Service

	BDS
	BCAST Distribution System

	BIP
	Bearer Independent Protocol

	BSA
	BCAST Service Application

	BSD/A
	BCAST service distribution/adaptation

	BSDA
	BCAST Service Distribution and Adaptation

	BSM
	BCAST Subscription Management

	BSM
	BCAST Subscription Management

	BSP-C
	Broadcast service provisioning Client Function

	BSP-M
	Broadcast service provisioning Management Function

	CID
	Content ID

	CSIM
	Cdma2000 Subscriber Identity Module

	DCF
	DRM Content Format

	DF BCAST
	Dedicated File for BCAST

	DIMS
	Dynamic and Interactive Multimedia Scenes

	DRM
	Digital Rights Management

	DVB
	Digital Video Broadcast

	DVB-H
	Digital Video Broadcast – Handheld

	DVB-SH
	Digital Video Broadcast – Satellite to Handheld

	DVB-T
	Digital Video Broadcast – Terrestrial

	EF
	Elementary File

	EN
	European Norm

	ESG
	Electronic Service Guide

	ETSI
	European Telecommunications Standards Institute

	FDT
	File Delivery Table

	FEC
	Forward Error Correction

	FLUTE
	File Delivery over Unidirectional Transport

	GZIP
	GNU zip

	HSP
	High Speed Protocol

	HTTP
	Hyper Text Transfer Protocol

	HTTPS
	Secure Hyper Text Transfer Protocol

	IC
	Interaction Channel

	IMEI
	International Mobile Equipment Identity

	IMS
	IP Multimedia Subsystem

	INT 
	IP/MAC Notification Table

	IP 
	Internet Protocol

	IPDC
	IP DataCast

	IPsec
	IP security

	ISIM
	IP Multimedia Services Identity Module

	ISMACryp
	Internet Streaming Media Alliance (ISMA) Encryption and Authentication

	KMS
	Key Management System 

	LASeR
	Lightweight Application Scene Representation

	LTKM
	Long-Term Key Message

	MBMS
	Multimedia Broadcast / Multicast Service

	MEID
	Mobile Equipment Identifier

	MF
	Master File

	MIKEY
	Multimedia Internet KEYing

	MMS
	Multimedia Messaging System

	MO
	Management Object

	MPE
	Multi-Protocol Encapsulation

	MTD
	Message Template Definition

	OMA
	Open Mobile Alliance

	OMNA
	Open Mobile Naming Authority

	OSF
	Open Security Framework

	PSI/SI
	Program Specific Information/Service Information

	RI
	Rights Issuer

	RME
	Rich Media Environment

	RMS
	Rich Media System

	RO
	Rights Object

	RTCP
	Real Time Control Protocol

	R-UIM
	Removable User Identity Module

	SCWS
	Smart Card Web Server

	SDP
	Session Description Protocol

	SG
	Service Guide

	SG-C
	Service Guide-Client

	SG-D
	Service Guide-Distribution

	SGDU
	Service Guide Delivery Unit

	SIP
	Session Initiation Protocol

	SMIL
	Synchronized Media Integration  Language

	SMS
	Short Message Service

	SMS-PP
	Short Message Service Point to Point

	SRTP
	Secure Real-time Transport Protocol

	STKM
	Short Term Key Message

	TCP
	Transmission Control Protocol

	TP-C
	Terminal Provisioning Client Component

	TP-M
	Terminal Provisioning Management Component

	TR
	Technical Report

	TS
	Technical Specification

	UDP
	User Datagram Protocol

	UICC
	Universal Integrated Circuit Card

	USF
	Unique Smartcard Filter

	USIM
	Universal Subscriber Identity Module

	WAP
	Wireless Application Protocol

	XHTML
	Extensible Hypertext Markup Language

	XML
	Extensible Markup Language


Change 5:  Section 5.20.2.3.1.1

5.20.2.3.1.1. REGISTRATION_REQUEST message (BCAST AM-C to BCAST AM-M)

The REGISTRATION_REQUEST message tag is 0x01 The Registration Request TLV is sent in an SMS MO that triggers a server registration request 

	Description
	Value
	M/O
	Length
(in bytes)

	Client Identifiers Tag
	0x11
	M
	1

	Length 
	1+L1
	M
	1

	Identifiers Type
	Binary
	M
	1

	Identifiers
	Binary
	M
	L1

	
	
	
	

	Card Random Tag 
	0x12
	M
	1

	Length 
	16
	M
	1

	Random 
	Binary
	M
	16


Table 64: REGISTRATION_REQUEST message







Identifiers Type: This field gives the type of the following Identifiers field

	Value
	Definition

	0
	3GPP type

	1
	3GPP2 type

	2-127
	for future use

	128-255
	for private use


Table 1: Identifiers type
Identifiers: This field defines identifiers of Smartcard and Terminal, in the format specified through IdentifierType.

	Identifiers Type
	Identifiers
	Definition
	coding
	Length
(in bytes)
	Length of Identifiers field (L1)

	0
	IMSI 
	International Mobile Subscriber Identity
	as described in [3GPP TS 23 003]
	9
	27

	
	ICCID
	Integrated Circuit Card Identification. This parameter provides a unique identification number for the UICC
	as described in [ETSI TS 102221]
	10
	

	
	IMEI
	International Mobile Equipment Identity 
	as defined in [3GPP TS 23.003] 
	8
	

	1
	IMSI
	International Mobile Subscriber Identity
	as described in [3GPP TS 23 003]
	9
	26

	
	ICCID
	Integrated Circuit Card Identification. This parameter provides a unique identification number for the UICC
	as described in [ETSI TS 102221]
	10
	

	
	MEID
	Mobile Equipment Identifier
	As defined in [3GPP2 C.S0072-0]
	7
	

	2-127
	
	For future use
	
	
	

	128-255
	
	For private use
	
	
	


Table 1: Identifiers
Identifiers that occupy less space than the length in bytes specified for them in the table are padded with leading zeros to fill all the bytes after padding.
Random: Random value of 16 bytes used, together with the server random, for user keys generation (signature and cipher  keys) as described in 5.20.2.1.1.
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