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1 Reason for Change

R02: editorial changes during the presentation of the document.
R01: Following Sorrento meeting a new revision is proposed which reverse the deletion in change1 and add a note saying that the secure process and storage is implementation specific and out of scope of this specification.
This CR is the resolution of comment A021, A022 and A024 from Gemalto against Services spec. 
A021: In section 5.20.1: The sentence: “The terminal-Centric solution offers a secure processing for the Audience measurement process controlled by the agreement (OPT-IN) of the user, and a secure storage of measures on the client side”  is abusive as the specification of terminal centric solution doesn’t describe a secure processing and secure storage. This sentence shall be deleted.
A022: In section 5.20.1.1.2:  It is written: Terminal SHALL authenticate Server address URL in AMCI message in the following ways: …. But the method proposed is not an authentication but just verification based on comparison against a list transmitted in a non-secure way in the service guide. The term authentication in this section shall be replaced by verification.

A024: In section 5.20.1.2.1: As for A022 above, the term Authentication in the ServerAddressURL element of AMCI message, shall be replaced by verification.

2 Impact on Backward Compatibility

This CR adds clarification.
3 Impact on Other Specifications

none
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Please discuss and agree the CR.
6 Detailed Change Proposal

Change 1:  Section 5.20.1
5.20.1 Terminal-Centric Audience Measurement
The Terminal-Centric Audience Measurement provides a solution of audience monitoring, by introducing the Audience Measurement in the Terminal on the client side. The Terminal-Centric solution offers  secure processing for the Audience Measurement process controlled by the agreement (Opt-In) of the user, and secure storage of measures on the client side. 

The Terminal-Centric Audience Measurement function allows a remote configuration of the function on the client side.
Note: Secure processing and secure storage of measurement data are implementation specific and out of scope of this specification.
Change 2:  Section 5.20.1.1.2

5.20.1.1.2 Opt-In Process

The Opt-In process is used to call a user to participate a specific Audience Measurement campaign. BCAST AM-M provides an invitation to BCAST AM-C, asking it participate a specific Audience Measurement campaign. After consulting the user (directly or indirectly), BCAST AM-C responses whether it will or will not participate in the campaign. In case Terminal will participate the campaign, the BCAST AM-M provides the configuration data for the campaign.

Opt-In process starts by BCAST AM-M sending an Audience Measurement Campaign Invitation (AMCI) message (see section 5.20.1.2.1). The AMCI message MAY be sent over Broadcast Channel or Interaction Channel.

· The AMCI message MAY be sent over Broadcast Channel in Service Guide. In this case, the message is targeted to all Terminals receiving the SG.

· The AMCI message MAY be sent over Interaction Channel in Service Guide. In this case, the message is targeted to the Terminal receiving the AMCI message.

· The AMCI message MAY be sent over SMS bearer, over Interaction Channel. In this case, the message is targeted to the Terminal receiving the AMCI message. This SMS message MAY either include the full AMCI message, or just serve as a trigger to download that message. See section5.20.1.1.7 for details on SMS delivery.

To prevent unauthorized parties opening campaigns and possibly collecting measurement data from the users, Terminal SHALL verify Server Address URL in AMCI message in the following ways:

· Terminal MAY map the Server Address URL in the AMCI message with the AudienceMeasurement element in SGDD (see [BCAST11-SG]). If the address in AMCI message is not found in the AudienceMeasurement element in SGDD,verification fails.

· Other methods not specified in this specification, for example authentication provided by a trusted party,  MAY be used.

If the verification fails, Terminal SHALL ignore the AMCI message. Otherwise, Terminal SHALL continue the Opt-In process as described further below in this section.
If the AMCI message attribute consentRequired is false, Terminal MAY perform a silent Opt-In, which MAY result “Refuse” (opted-out) or “Accept” (opted-in).

If the AMCI message attribute consentRequired is true, Terminal MAY perform a silent Opt-In, which MAY result “Refuse” (opted-out), but SHALL NOT result “Accept” (opted-in).

The BCAST AM-M may wish to have a random panel of users participating in the Audience Measurement campaign. In such case, the BCAST AM-M MAY select to deliver the AMCI message over Broadcast Channel, and provide the randomSelector to indicate the percentage of user wished to participate in the campaign.

If the AMCI message was received over Broadcast Channel in SGDD, Terminal SHALL generate a random decimal value between 0 (exclusive) and 100 (inclusive). If the generated value is less than or equal to the value of the randomSelector in the AMCI message, the Terminal SHALL continue the Opt-In process as described further below in this section. Otherwise, the Terminal SHALL silently ignore the AMCI message.

If the AMCI message attribute consentRequired is false, the Terminal MAY use silent Opt-In, in which case the user is not consulted directly, but a pre-set answer is used instead. 

For example, if the received AMCI message contains a campaignID in which the current user has already accepted to participate, the Terminal MAY silently assume user acceptance. Note that the AMCI message can be used to trigger the process of providing new configuration data for the existing campaign, for which a user of the Terminal has already accepted to participate.

A pre-set answer MAY be acquired from the user and stored into the Terminal by some other means, which are out of scope of this specification. For example, user’s acceptance for some or all Audience Measurement campaigns could be part of the contract between the operator and the user.
If the AMCI message contains the campaignStartTime, and if the current time has passed the campaignStartTime, and the current user of the Terminal has not opted-in to the campaign referred in the AMCI message attribute campaignID, Terminal SHOULD silently result “Refuse” (silent opt-out).

It is OPTIONAL for a Terminal to support more than one simultaneous Audience Measurement campaigns. If a Terminal has an active Audience Measurement campaign when receiving an AMCI message for a different campaign, the Terminal MAY silently result “Refuse”.

If the AMCI message attribute consentRequired is true, and the Terminal did not silently refuse the invitation, the Terminal SHALL consult the user for the participation in the campaign. In such case, the result of the Opt-In process is according to the user choice.

Note that within a Terminal the Opt-In process is user specific. The Terminal SHALL not assume “Accept” for other users of the Terminal, only if some users have accepted an invitation to participate an Audience Measurement campaign.

When the answer (“Accept” or “Refuse”) to the campaign invitation is known, Terminal SHOULD respond to the AMCI message by sending an Audience Measurement Campaign Participation Request (AMCP Request) message (see section 5.20.1.2.2).  If sent, the AMCP Request SHALL be sent over the Interaction Channel, to the URL provided in the AMCI message. In case the Opt-In process answer to the campaign invitation was “Accept”, the AMCP Request message SHALL contain the output of the Opt-In process. (Note that omitting the output of the Opt-In from the AMCP Request implies that the output was “Refuse”.)

If the Terminal sends an AMCP Request message indicating a “Refuse” (opted-out), the BCAST AM-M SHALL remove the Terminal/user combination from the panel of users of the campaign, and respond with AMCP Response message, with campaignEndTime set to past (indicates that the campaign has closed for the user identified in userID of the AMCP Request message).

If the AMCP Request message indicates an “Accept” (opted-in), the BCAST AM-M SHALL respond with an Audience Measurement Campaign Participation Response (AMCP Response) message (see section 5.20.1.2.3). This message SHALL contain the configuration data for the campaign (see section 5.20.1.1.3). If the globalStatusCode contains an error code, Terminal SHALL consider the campaign closed for the associated user (identified by the userID in the corresponding AMCP Request message).
The protocol used for AMCP Request and AMCP Response messages is HTTP(S), according to the URL provided in the AMCI message attribute ServerAddressURL, with the MIME type set to application/vnd.oma.bcast.am-message+xml (see appendix I.8).
Change 3:  Section 5.20.1.2.1

5.20.2.1.2 Audience Measurement Campaign Invitation (AMCI) message
The Audience Measurement Campaign Invitation (AMCI) message SHALL be used to invite the Terminal to an Audience Measurement campaign. It MAY also be used to trigger the process to reconfigure the existing campaign. AMCI message is sent by BSM to the Terminal over SMS (see section 5.20.2.1.7), in the Service Guide or via HTTP after an SMS Trigger. For Service Guide delivery of the AMCI, the structure is specified in the [BCAST11-SG]. For SMS initiated pull delivery over HTTP(S), the structure is specified below. This message MAY be compressed with GZIP [RFC 1952].

	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	AudienceMeasurementCampaignInvitation
	E
	
	
	Audience Measurement Campaign Invitation message.

Contains the following attributes:

   campaignID

   campaignStartTime

   campaignEndTime

Contains the following elements:

   UserConsentInformation

   ServerAddressURL

   AdditionalInfoAddressURL
	

	campaignID
	A
	M
	1
	Identifier of the Audience Measurement Campaign.
	unsignedInt

	campaignStartTime
	A
	M
	1
	Time when the measurement is planned to start.

This parameter is directed to the Terminal for pre-filtering purposes, e.g. to filter overlapping campaigns if the Terminal is not capable of handling multiple campaigns simultaneously. 

This information SHALL NOT be used to configure the Audience Measurement function on the Terminal. 

This information SHOULD NOT be presented to the user.

This field contains the 32-bits integer part of an NTP time stamp.
	unsignedInt

	campaignEndTime
	A
	O
	0..1
	Time when the measurement is planned to end. 

This parameter is directed to the Terminal for pre-filtering purposes, e.g. to filter overlapping campaigns if the Terminal is not capable of handling multiple campaigns simultaneously. This information SHALL NOT be used to configure the Audience Measurement function on the Terminal.

This information SHOULD NOT be presented to the user.

This field contains the 32-bits integer part of an NTP time stamp.
	unsignedInt

	UserConsentInformation
	E1
	M
	1
	User consent information needed to perform opt-in for Campaign participation. 

Contains the following attributes:


consentRequired

Contains the following elements:


CampaignName


CampaignDescription
	

	consentRequired
	A
	NM/TM
	1
	User consent required for Campaign participation. 

If this attribute is FALSE the Terminal MAY perform silent Opt-In; otherwise, the user MUST be asked.


	boolean

	CampaignName
	E2
	M
	1…N
	Name of the campaign. This field SHALL be presented to user only if user consent is asked.

The language MAY be expressed using built-in XML attribute ‘xml:lang’ with this element.
	string

	CampaignDescription
	E2
	M
	1..N
	Description of the campaign.

· This information is intended to be displayed to the user.In a case of campaign reconfiguration this attribute gives reasoning for the change.

· In case the campaign requires user consent (i.e. ‘consentRequired’ is set to TRUE), this information SHALL be shown to the user, and MAY include the Terms of Use of the campaign.

The language MAY be expressed using built-in XML attribute ‘xml:lang’ with this element.
	string

	ServerAddressURL
	E1
	M
	1
	This element signals a URL of the Audience Measurement server to which the Audience Measurement Campaign Participation Request message is sent.

The Terminal SHALL verify the URL as described in section 5.20.1.1.2.

If the verification fails, the Terminal SHALL ignore this message.
	anyURI

	AdditionalInfoAddressURL
	E1
	O
	0..1
	URL for additional information related to this Campaign. This link SHOULD be shown to the user, when user consent is asked.
	anyURI
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