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1 Reason for Change

Consistency review comment:
	
	2009.12.22
	T
	5, 8
	Source: Samsung Electronics
Form: doc #0080
Comment: There are few changes in XBS 1.1 compared to XBS 1.0 including changes to BCRO format and (P)DCF recording. Some references to [XBS DRM extensions-v1.0] in SPCP specification should be changed to [XBS DRM extensions-v1.1].
Proposed Change: 
Commenter to provide a CR.

OMA-BCAST-v1_1-2009-0331-CR_SPCP_XBS_dependencies_update
	Status: OPEN


A few editorial corrections related to XBS referencing and typos were made also.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The BCAST and DRM WGs are recommended to agree the CR.
6 Detailed Change Proposal

Change 1:  Change section 3.2 as follows
3.2 Definitions
	(U)SIM
	A SIM or a USIM application residing in the memory of the UICC.

	Application IDentifier (AID)
	Data element that identifies an application in a Smartcard.

	BCAST Permissions Issuer
	The BCAST Permissions Issuer (BCAST PI, or simply PI) is a logical entity that issues to BCAST terminals key material or consumption rules, the latter in the form of permissions and constraints.  These rules in turn allow and control a user’s consumption of live or stored content pertaining to broadcast services.  For the DRM Profile, consumption rules are defined by Generalized Rights Objects (GRO) as specified in [XBS DRM extensions-v1.1], and the BCAST Permissions Issuer is synonymous with the “Rights Issuer” in OMA DRM.  For the Smartcard Profile, such rules are defined by the contents of the EXT BCAST payload included in the LTKM, and may indicate the number of times the SEK/PEK can be used to replay content.

	BCAST Smartcard
	Smartcard that supports one of the following sets of applications:

· 3GPP USIM with support for BCAST processing, as indicated by the presence of Service n°75 (BCAST) in the USIM Service Table (EF_UST defined in [3GPP TS 31.102]); 

· 3GPP USIM with support for BCAST processing and BCAST BSIM, where support for BSIM is indicated by the presence of the BSIM AID in EF_DIR, where EF_DIR is defined in [ETSI TS 102 221];

· 3GPP2 (R-) UIM with support for BCAST processing;

· 3GPP2 CSIM with support for BCAST processing;

· 3GPP2 CSIM with support for BCAST processing and BCAST BSIM, where support for BSIM is indicated by the presence of the BSIM AID in EF_DIR, and where EF_DIR is defined in [ETSI TS 102 221].

	Broadcast Device
	A device that does not support an interactive communication channel and cannot communicate with other entities except using the broadcast channel.

Note that a Broadcast Device can still have an implicit return channel: it may present information, triggers and dialogs to the user who may “implement” the interactive channel in various ways (e.g. telephone, web portal, service desk).

	Broadcast Rights Object
	This is a Rights Object used by DRM Profile of the Service and Content Protection for rights delivered over the broadcast channel. Encoding of the BCRO is specified in [XBS DRM extensions-v1.1].

	BSIM
	BCAST application residing on the UICC.

	Content Encryption
	The cipher algorithm is applied on the data before packetization for transport or encapsulations occur.

	Content Protection
	This involves the protection of content (files or streams) during the complete lifetime of the content i.e. it is NOT an access control mechanism as it involves post-acquisition rules. Content protection is enabled for encrypted content through the use of appropriate rules or rights, e.g. using DRM Profile or Smartcard Profile based solution for file and stream distributed content. Content remains protected in the Terminal.

Usage rules are enforced at "consumption time" (based on DRM or Smartcard Profile). In addition to subscription and pay-per-view, typically associated with Service Protection, Content Protection enables more fine-grained usage rules, such as for displaying, saving in unencrypted form, printing, processing, re-distributing, etc.

	CSIM
	Acronym for ‘cdma2000 Subscriber Identify Module’ corresponding to an application defined in [3GPP2 C.S0065-0] residing on the UICC to register services provided by 3GPP2 mobile networks with the appropriate security.

	DRM Profile
	The DRM Profile uses the Service and Content Protection solution for BCAST receivers in which the long term key management and registration of devices is based on OMA DRM and the broadcast extensions [XBS DRM extensions-v1.1].

The Service & Content Protection solution for the DRM Profile is described in Section 5.

	Generalized Rights Object
	This term is used in this document as a more generic term whenever an RO or a BCRO is meant.

	Interactive Device
	A device that supports an interactive communication channel and can communicate with other entities without using the broadcast channel for the communication. For example, an Interactive Device can execute interactive protocols, like the DRM 2.0 ROAP protocol or HTTP towards a Broadcast Permissions Issuer.

	ISIM
	An IP Multimedia Services Identity Module is an application defined in [3GPP TS 31.103] and [3GPP2 C.S0069-0] residing in the memory of the UICC, providing IP service identification, authentication and ability to set up Multimedia IP Services.

	Long-Term Key Message
	Collection of keys and possibly, depending on the profile, other information like permissions or other attributes that are linked to items of content or services.

	MBMS only Smartcard
	Smartcard that does not support any of the combination of applications required to be classified as a BCAST Smartcard but does support the processing defined for MBMS [3GPP TS 33.246], as indicated by the presence of Service n°69 (MBMS Security) in the USIM Service Table (EFUST defined in [3GPP TS 31.102]).

	MIKEY (Multimedia Internet KEYing)
	IETF defined key management protocol to support multimedia security protocols, as defined in [RFC3830]

	Program
	A logical portion of a service or content with a distinct start and end time. In the case the program is not free-to-air, it can be offered individually for purchase, such as “Pay-Per-View”, or as part of a parent service (e.g. subscription service).

	Rights Object
	This is the Rights Object used by the DRM Profile of the Service and Content Protection for rights delivered over the interactive channel. Encoding of the RO is specified in [DRMDRM-v2.0], and some extensions are specified in [XBS DRM extensions-v1.1].

	R-UIM
	Acronym for ‘Removable User Identity Module’ corresponding to a non-UICC platform based standalone module as defined in [3GPP2 C.S0023-C] to register services provided by 3GPP2 mobile networks with the appropriate security.

	Secure Storage Entity
	The secure storage entity protects sensitive data such as cryptographic keys introduced by either the DRM Profile or the Smartcard Profile.

Only an authorized agent is allowed to access the sensitive data. 

To ensure that the sensitive data is not manipulated fraudulently, it is integrity protected. The sensitive data are also cryptographically protected to guarantee its confidentiality. 
The secure storage entity can be implemented on either the Smartcard or the terminal.

	Service Protection
	This involves protection of content (files or streams) during its delivery i.e. it is an access control mechanism only.  In the absence of any subsequent Content Protection, content is freely available (thus unencrypted) once it is securely delivered.
For the benefit of allowing Content Protection to be provided for the same service, Service Protection is limited to immediate consumption / rendering only.

	Short-Term Key Message
	Message delivered alongside a protected service, carrying key material to decrypt and optionally authenticate the service, and access rights to delivered content.

	SIM
	A Subscriber Identity Module is a standalone module defined in [3GPP TS 51.011] to register services provided by 2G mobile networks with the appropriate security.

	Smartcard
	 A non-UICC secure function platform which may contain the SIM or R-UIM module, or a UICC-based secure function platform which may contain one or more of the following applications: a 3GPP USIM, 3GPP2 CSIM or 3GPP/3GPP2 ISIM.  Note that the set of applications/modules residing on the Smartcard are typically governed by the affiliation of the Smartcard to 3GPP or 3GPP2 specifications, as indicated by the definition below for “Smartcard Profile”. 

	Smartcard Profile
	Alias for a set of Smartcard-based technologies and mechanisms which provide key establishment and key management, as well as permission and token handling for the Service and Content Protection solution for BCAST Terminals.  In particular, subscriber key establishment and both short and long term key management are based on GBA mechanisms and a Smartcard with (U)SIM/ISIM as defined by 3GPP, or based on a pre-provisioned shared secret key and a Smartcard with R-UIM/CSIM/ISIM or a UIM as defined by 3GPP2.

The Smartcard Profile is described in Section 6.

	Transport Encryption
	The cipher algorithm is applied on the data that have been packetized for transport on a network.

	UICC
	A Universal Integrated Circuit Card is a physically removable secured device as defined in [3GPP TS 31.101] for communication purposes not restricted to mobile convenience only.  It is a platform to all the resident applications (e.g. USIM, BSIM, ISIM or CSIM).

	UIM
	Acronym for ‘User Identity Module’, representing a standard device or functionality which provides secure procedures in support of registration, authentication, and privacy functions in mobile telecommunications.  In the context of BCAST, the UIM refers specifically to the non-removable version of this standard device or functionality which is employed by (some) mobile terminals which operate according to 3GPP2 specifications. In addition, Smartcard Profile based service and content protection functionality can be provided on UIM-equipped BCAST Terminals.

	USIM
	A Universal Subscriber Identity Module is an application defined in [3GPP TS 31.102] residing in the memory of the UICC to register services provided by 3GPP mobile networks with the appropriate security.


Change 2:  Change section 5 as follows

5 DRM Profile

5.1 Introduction
OMA BCAST DRM Profile uses OMA DRMv2.0 specified solutions [DRMDRM-v2.0] for the registrations and rights management over the interactive channel and specifies a set of protocols for use in broadcast [XBS DRM extensions-v1.1] and out-of-band channels. 

The following sections describe the four layers of the 4-layer model key hierarchy, as well as key provisioning required to access the first layer for DRM Profile. Section 5.2 briefly describes key provisioning. Section 5.3 describes registration. Section 5.4 describes the LTKM structure, while Section 5.5 describes that of the STKM. Section 5.6 and Section 5.6.2 describe how to protect data in case of streaming and file delivery respectively for both service and content protection. Recording aspects are described in Section 5.7, while SG signalling is explained in Section 5.8.

5.2 Key Provisioning

The OMA DRM Profile uses PKI-based mechanism.  Access to the registration layer (Layer 1) is implemented using a device key (or public/private key pair) that is stored in the mobile device. How the device key is provisioned is out of scope for this specification.
5.3 Layer 1: Registration
The device must first register with the Rights Issuer to receive protected broadcast service.  Registration can be performed either via an interaction or broadcast channel.  

In the case that an interaction channel is used, the registration protocol is as defined in OMA DRMv2.0 [DRMDRM-v2.0] and right encryption keys (used to protect Layer 2 RO) are delivered protected with the public key of the device.  In this case, the registration procedure is initiated by the device, e.g. on reception of a ROAP Registration Trigger, typically returned whenever an unregistered device executes any of the procedures for interactive service provisioning defined in [BCAST10-Services], or in response to  an out-of-band mechanism.

For the devices that do not support an interaction channel, an alternative process for the registration is defined in [XBS DRM extension-v1.1] and a set of keys (used to protect Layer 2 BCRO) are delivered over the broadcast channel protected with the public key of the device.

OMA DRM Profile supports a notion of Broadcast Domains and Interactive Domains to facilitate sharing of content and services among the registered terminals, see [XBS DRM extensions-v1.1].
5.4 Layer 2: Long Term Key Message – LTKM

For the DRM Profile service encryption key (SEK)/program encryption key (PEK) is packaged in a special LTKM format. This special format is called Rights Object (RO) and in addition to the provided keys, it may contain permissions and attributes linked to the protected content.  The profile supports the delivery of ROs over interactive and broadcast channel.

Before a device can start receiving LTKMs, it must be subscribed to the service or pay-per-view program that the LTKs protect. For devices that support an interaction channel, this is e.g. done with a “Service Request” or “LTKM Renewal Request” message as defined in [BCAST10-Services]. For devices that support only the broadcast channel, an out-of-band procedure is used (see Section 5.4.4.1.2 in [BCAST10-Architecture]). The information needed to perform the subscription is announced in the Service and various purchase-related fragments of the Service Guide (see Section ‎5.8). Services and pay-per-view programs that are available for purchase are generically referred to as “purchase items”.

Section 5.4.1 introduces and describes use of ROs. Section 5.4.2 gives OMA DRMv2.0 extensions for BCRO. Section 5.4.3 describes how ROs are used for service protection at Long Term Key Delivery layer
5.4.1 Use of ROs and BCROs
Service Encryption Keys (SEK) and Program Encryption Keys (PEK) described in Layer 2 of the Key Hierarchy for Service Protection MAY be transmitted to each terminal within Generalized Rights Objects (GROs).  Two formats are available for the purpose. One is the format of an OMA DRM 2.0 Rights Object (RO), as specified in [DLRDRM-v2.0]. The other format is Broadcast Rights Object (BCRO) specified in XBS document [XBS DRM extensions-v1.1], and is used when GRO is delivered over a broadcast channel.  In addition to SEKs/PEKs, GROs also contain permissions and other attributes linked to protected service.  SEKs would typically be utilized for subscription services.  Each SEK protects a single subscription service that can be purchased as a unit.  A unit is the minimum granularity of services that a service provider offers to an end user, and a unit, therefore, MAY correspond to a single program channel, to a portion of a channel, or to a collection of program channels that are all purchased as a unit.  The SEK is an intermediate key, i.e. it does not directly encrypt the content but instead encrypts a Traffic Encryption Key (TEK) or PEK.  The SEKs themselves are encrypted by keys transmitted in Layer 1 of the Key Hierarchy.  PEKs carried in GROs are encrypted by keys transmitted in Layer 1, and used to decrypt the TEK.  In the context of BCAST Enabler, these GROs are called Long Term Key Messages (LTKMs).
A terminal periodically receives a set of SEKs/PEKs that MUST be encrypted and authenticated.  Depending on the capabilities of underlying transport networks, multiple SEKs/PEKs MAY be combined into one LTKM directed to a terminal.  There MAY also be multiple such messages that relay different sets of SEKs/PEKs to the same terminal.

SEKs SHOULD be periodically updated so that when someone drops a subscription, their access to a service will be terminated cryptographically once a SEK changes.  For example, SEKs MAY change once per billing period (e.g., on a monthly basis).  PEKs, when provided, SHOULD change once per program.

The transmission of LTKM to a terminal can be done over an interaction channel or over a broadcast channel, depending on whether the terminal has access to an interaction channel or not.  

If the LTKM is transmitted over the broadcast channel, then the GRO MUST be encoded using a suitable binary encoding or compression.  A GRO thus encoded is called a BCRO.  The syntax for BCRO is introduced in XBS document [XBS DRM extensions-v1.1].
In addition, if the LTKM is transmitted over the broadcast channel, then digital signatures or MACs over the GRO MAY be verifiable over the BCRO itself without having to decode or de-compress the BCRO.

In addition, if the LTKM is transmitted over the broadcast channel, then all content of the LTKM other than the BCRO MUST be compressed or encoded.

If the LTKM is transmitted over the interaction channel, then the LTKM, including the GRO, digital signatures or MACs, MAY be encoded, compressed, or text-based.
5.4.2 OMA DRM v2.0 Extensions for Broadcast Rights Objects

Extensions to OMA DRM v2.0 for broadcast rights objects including design and format, appear in the OMA DRM v2.0 Extensions for Broadcast Support document [XBS DRM extension-v1.1].
An alternative Content Protection solution to that depicted in OMA DRM v2.0 Extensions for Broadcast Support document, or appropriate modifications thereto, is specified in Section 6.
5.4.3 GROs in Long Term Key Delivery Layer for service protection

In case of subscription, the Service Encryption and Authentication Key material (SEAK) associated with the service is securely delivered to the authorized terminal in a GRO. Such a GRO is called a Service RO. SEAK consists of 128 bits SEK (Service Encryption Key) and 128 bits SAS (Service Authentication Seed). SAS is used as a seed in a generic authentication function to derive SAK (Service Authentication Key).  In general, a Service RO will contain key material associated with more than one service (when associated with a service bundle).

In case of pay-per-view, the Program Encryption and Authentication Key material (PEAK) associated with a pay-per-view event is securely delivered to the authorized terminal directly within a GRO. Such a GRO is called a Program RO.  PEAK consists of 128 bits PEK (Program Encryption Key) and 128 bits PAS (Program Authentication Seed). PAS is used as a seed in a generic authentication function to derive PAK (Program Authentication Key).

The ID of GROs that contain SEAKs or a PEAK needs to be structured, to allow for the management of purchase transactions in the device, or more specifically, to create an association between the purchase item in the service guide and the successful completion of the purchase transaction (when the GRO related to the purchase has finally been received in the device). This is valid for both connected and especially for unconnected operation (see [DRMDRM-v2.0] for the definition of “connected” and “unconnected”), where the GRO may be received by the device much later than the purchase transaction is initiated.  A connected device has a direct 2-way connection to the Rights Issuer (RI) through interaction channel. On the other hand, the unconnected devices do not have access to the RI through an interaction channel but they are capable of making connection via an intermediary interactive device.

Defining a structured ID for GRO will also allow the device to check later on whether GROs for all subscribed services are available (and have been renewed). The rekeying_period_number is an increasing number by which the ID of the GRO related to the same purchase item can be made unique.

The ID of a GRO linked with subscription (Service RO) or pay-per-view (Program RO), and bound to a device or to a domain, SHALL be constructed respectively as follows:

deviceRoID = “E” || deviceID || “_S” || stringtomakeitunique || "_I" || purchaseItemID || "_" || HEX(rekeying_period_number)

domainRoID = “O” || domainID || “_S” || stringtomakeitunique || "_I" || purchaseItemID || "_" || HEX(rekeying_period_number)

deviceID is the Unique Device Number (UDN) as discussed in [XBS DRM extensions-v1.0].

stringtomakeitunique Note that ‘deviceRoID’ and ‘domainRoID’ SHALL be globally unique. Note further that because of the specification of ‘purchaseItemID’ in the OMA BCAST SG, the global uniqueness is already guaranteed and therefore, ‘stringtomakeitunique’ SHALL be the empty string.

purchaseItemID is the GlobalPurchaseItemID associated with the purchase item and signalled in the Purchase Item Fragment of the SG(see Section ‎5.8).  According to [DRM Enabler-v2.0], Rights Object IDs are of type xml:id, in which only a limited character set is allowed as specified (see grammar of ‘NCName’ in [XMLNames].  As the purchaseItemID is of type anyURI according to [BCAST10-SG], some characters can be present in purchaseItemID which are not allowed in NCName.  Those characters, in particular the colon character (“:”), SHALL be replaced by the underscore character (“_”) before including the purchaseItemID into deviceRoID or domainRoID

rekeying_period_number is a 7-bit counter that is used to differentiate between different ROs with the same purchase_item_id (defined in Section 7.2 of [XBS DRM extensions-v1.0])

In the case of BCROs, the link with the corresponding subscription (Service RO) or pay-per-view (Program RO) is obtained by using the BCRO fields purchase_item_id and rekeying_period_number ([XBS DRM extensions-v1.0]).

A Service RO SHALL contain at least one (<CID>, <SEAK>) pair. The <CID> (Content Identifier) SHALL be constructed as specified in the paragraph defining the Short Term Key Message (see Section 5.5).

The <SEAK> contains SEK and SAS.  SEK and SAS are obtained from a GRO as specified in sections C.14.2.1 and C.14.2.2 of [XBS DRM extensions-v1.0]).

A Program RO SHALL contain at least one (<CID>, <PEAK>) pair. The <CID> SHALL be constructed as specified in the paragraph defining the traffic key message (see Section 5.5).

The <PEAK> contains PEK and PAS.  PEK and PAS are obtained from a GRO as specified in sections C.14.2.1 and C.14.2.2 of [XBS DRM extensions-v1.0]).
Change 3:  Change section 8 as follows

8 Recording

8.1 Recording of Protected Streams

Service protection, whether it is provided using the DRM Profile or the Smartcard Profile, is an access-control mechanism only, i.e. once the SEK or PEK has been delivered to the user, access to a given broadcast stream is typically unrestricted.

However, certain broadcast content may have premium value and recording may be allowed only in protected form. This is achieved by using the protection_after_reception parameter of the STKM, as explained in Section 7.3. Both cases are explained below.

Recording can be governed by different flags. Depending on the profile, not all flags are considered to allow recording.

· The permissions associated with broadcast RTP streams, defined in the OMA DRM v2.0 Extensions for Broadcast Support document [XBS DRM extensions-v1.1], are sent in ROs for the DRM Profile. The value of the permissions_flag and the permissions_category (Sections 8.2 and 11.1.5 of [XBS DRM extensions-v1.0]) for a programme that is part of the STKM must also be considered.

· Protection_after_reception values in the STKM define the type of protection provided for the recorded content. These are applicable to both DRM and Smartcard Profiles.

Depending on the above, content may be recorded in the clear or in protected form, as explained below.
8.2 Recording in the Clear

If recording in the clear is allowed, this SHALL be signalled in the Short Term Key Messages by setting the protection_after_reception to 0x03.

In this case, recording of content (unencrypted AUs) is possible in the clear, using appropriate file formats (provided by the BDS specifications, from other standards bodies or using proprietary formats). For BCAST, the existing DCF or PDCF file formats as defined in OMA DRM 2.0 [XBS DRM extensions-v1.0] MAY be used for recording in the clear [DRMCF-v2.0].  Other similar formats such as ISO or 3GPP can be used.

8.3 Recording in Protected Form Only

If recording in protected form only is allowed, this SHALL be signalled by setting protection_after_reception to 0x00, 0x01 or 0x02. In such cases, recording MUST be protected against access in the clear. This MAY be done by encrypting the content and protecting the decryption key(s) against access in the clear. This MAY be done using other means to protect content against access in the clear.

Access to the recorded content depends on the value of the protection_after_reception parameter. See Section 7.3.

The broadcast stream can be encrypted at transport level (IPsec or SRTP) or content level (ISMACryp) as described in Section 9.

If the broadcast stream in encrypted at content level using ISMACryp, recording in encrypted format may be achieved by recording the encrypted AUs without decryption in the adapted PDCF file format together with the TEK stream as explained in [XBS DRM extensions-v1.0]. Other methods and file formats may also be used.  Note that recording of encrypted broadcast streams is possible without having the appropriate service protection rights (i.e. SEK or PEK) when using ISMACryp. These can be acquired at a later stage using the information stored in the KeyInfo box. This allows automatic recording of programmes based on user profiles, for example, or pricing models based on the time at which rights are acquired for service protection, i.e. the value of recorded content reduces as time goes by.

If the broadcast stream is encrypted at transport level using IPsec or SRTP, then the recording may require first decryption of the content and then re-encryption in an appropriate file format. This method is only applicable in the case of DRM Profile. 

Recommendations for dealing with changes in rights are given in Section 8.4.

8.3.1 Recording of Streamed Content using (P)DCF File Format

Streamed protected content MAY be stored using the DCF file format [DRMCF-v2.0]. If the PDCF file format is used instead, the protected file MAY be stored using this file format. Both file formats are defined in OMA DRM 2.0 [DRMCF-v2.0].

Recording of super-distributable OMA assets containing a recording of broadcast content that is suitable for standard DRMv2 devices is described in section 7.4 of [XBS DRM extensions-v1.1]. This involves re-encryption with a single key and hence does not require recording of the key stream.
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