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1 Reason for Change

This CR is the resolution of comment A030 from Gemalto against Services spec. 
A030: The REPORTING message is defined in section 5.20.2.3.5 and not in section 5.3 as written in the third paragraph of this section.
A031: SMS PP should be replaced by SMS-PP as defined in 3GPP TS 31.115 (and 3GPP TS 21.905)
In the same context, SMS-MO SMS-MT, SMS MO and SMS MT should be replaced by MO-SMS and MT-SMS as defined in the 3GPP TS 21.905 and this should be introduced in the abbreviation section.
A032: applicative security is not defined in 5.15.1.2.5.2. but in section 5.20.2.2.5.1
A033: Clarification should be added on the Class type of the SMS. The SMS should be in class2 to be routed to the Smartcard. (Section 5.20.2.2.2)

A035: (U)SIM in the last paragraph of this section (5.20.2.2.3) should be replaced by Smartcard.

2 Impact on Backward Compatibility

There is no impact on backward compatibility
3 Impact on Other Specifications

none
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Please discuss and agree the CR.
6 Detailed Change Proposal

Change 1:  Section 3.3 Abbreviations (note for editor: add the following abbreviations)

3.3
Abbreviations
	MO-SMS
	Mobile Originated Short Message Service

	MT-SMS
	Mobile Terminated Short Message Service


5.20.2.1.1 Registration Process

The registration process is used to populate the BCAST AM-M clients database. After the registration, a panel may be activated to allow the audience measurement by BCAST AM-C.

After the first handset power on, the BCAST AM-C sends a REGISTRATION_REQUEST message to the BCAST AM-M. Using this message, the BCAST AM-M can retrieve the client’s information using the IMSI, the card profile using the ICCID and the handset features using the IMEI value.  To finish the registration process the BCAST AM-M sends a REGISTRATION_ RESPONSE message to BCAST AM-C.

The registration acknowledgement sets the User ID value, launches the key derivation mechanism (Key Kamue and Kamus) and sets the BCAST AM-C state to registered. The REGISTRATION_REQUEST message SHALL be sent by the Smartcard in a MO-SMS every time the handset is powered-on until the registration acknowledgement response (REGISTRATION_RESPONSE message) is received from the BCAST AM-M within a MT-SMS. When the registration acknowledgement is received, the Smartcard is in a registered state and stops sending REGISTRATION-REQUEST.

For the user authentication and collected data protection, two  keys (Kamue and Kamus) are derivated using exchanged credentials and user ID. The derivation algorithm is the pseudo-random function (PRF) as described in [RFC 3830], PRF(key, label, message), where:

· Key: Km key is a pre-shared key

· Label: character string encoded to an octet string according to UTF-8 encoding rules as specified in IETF RFC 3629, concatenated to User ID value

· Message: card random concatenated with server random

Kamue = PRF(Km , LabelEncryption || UserID , CardRandom || ServerRandom)

Kamus = PRF(Km , LabelSignature || UserID , CardRandom || ServerRandom)

The LabelEncryption and LabelSignature parameters SHALL be the following:

LabelEncryption = “BCAST-AM-e” (i.e. 0x42 0x43 0x41 0x53 0x54 0x2D 0x41 0x4D 0x2D 0x65)

LabelSignature = “BCAST-AM-s” (i.e. 0x42 0x43 0x41 0x53 0x54 0x2D 0x41 0x4D 0x2D 0x73)

The Registration process is OPTIONAL. The Registration process MAY be NOT performed in case Kamue, Kamus and UserID have been set in the Smartcard at the personalization stage of the card or using remote provisioning of the Smartcard.

Change 2:  Section 5.20.2.1.6
5.20.2.1.6 Reporting Process 

The BCAST AM-C aggregates the measures in the appropriate report. The BCAST AM-C sends the report to the BCAST AM-M on a periodic basis, depending of the report delivery frequency that has been configured during the configuration process, or upon specific request from the BCAST AM-M.  The BCAST AM-M stores the measures in a data base.

BCAST AM-C SHALL be able to send the report to BCAST AM-M based on an internal event of the card (the buffer size for storing the measures) For example, if the buffer used to store the measures is almost full (with Trigger Low and Trigger High value), BCAST AM-C SHALL send the report to the BCAST AM-M to prevent any loss of data.

The BCAST AM-C SHALL send a REPORTING message containing the audience data recorded to the BCAST AM-M on a specific request from BCAST AM-M or on a timely basis or an event basis. The REPORTING message CAN be transported via SMS or over HTTP as described in section 5.20.2.3.5
.  The description of the REPORTING message via SMS is described in section 5.20.2.3.5.1  and the REPORTING message sent over HTTP is described in section 5.20.2.3.5.3 The bearer used MUST be configured accordingly during the Configuration process as described in 5.20.2.1.3.

The address of the BCAST AM-M to send the reporting message SHALL be configured during the Configuration process via the CONFIGURATION message described in section 5.20.2.3.3
While sending the reporting message to the BCAST AM-M, the BCAST AM-C SHALL continue to record the audience data and wait for an acknowledgement from BCAST AM-M for the reception of the reporting message before flushing the recorded audience data to prevent any loss of data. 

When BCAST AM-C receives an acknowledgment of the reception of the reporting message from BCAST AM-M, BCAST AM-C SHALL flush the recorded audience data sent to BCAST AM-M and continue its Metering process according to its state.

If no Acknowledgement of the reporting message is received by the BCAST AM-C, the BCAST AM-C SHALL not delete the measurement data, and SHALL send them at the next opportunity (either upon specific request from the server or at the next reporting time or upon other relevant event).

When BCAST AM-M explicitly wants to request a reporting from a specific user, it SHALL send a REPORTING_REQUEST message to the BCAST AM-C. The REPORTING_REQUEST message is further specified in section 5.20.2.3.5.5.

Change 3:  Section 5.20.2.2.1 and 5.20.2.2.2 and 5.20.2.2.3
5.20.2.2.1 Security

Security of the communication between the BCAST AM-M and BCAST AM-C in the Smartcard, i.e., confidentiality, integrity and authentication, MAY be provided at different levels:
· at transport level: using the mechanisms provided by the transport protocol used, e.g., secured SMS-PP as defined in [3GPP TS 31.115 v8] (see section 5.20.2.2.2) or HTTPs see section 5.20.2.2.3);
· at application level: using the mechanisms defined in the present specification in section 5.20.2.2.5.1
, this can be particularly interesting when the transport protocol used does not provide any security mechanism, like Smartcard Broadcast Provisioning;
· at both levels: combining the security mechanisms available at the transport level with those available at the application level, provided that credentials are never used at both levels. For instance, it is possible to use HTTPs as a transport providing confidentiality using Kamue, and to use the application-level security for data integrity and authentication based on Kamus. And it is also possible to use transport-level security with SMS-PP using pre-provisioned credentials, together with application-level security using the credentials resulting from the Registration process.

5.20.2.2.2 SMS-PP

The SMS provides a means to transfer short messages between a GSM Mobile Station and a Short Message Entity via a Service Centre.
5.20.2.2.2.1. Structure of data
The TLV (Tag Length Value) format is used to carry data in the SMS payload.

	Data
	Value
	Length

	Tag
	A predefined Byte that defines the kind of data. Tags shall be well-defined and unambiguous in a recognized context.
	1 Byte

	Length
	Number of bytes composing the data
	1 Byte

	Value
	The sequence of bytes composing the data
	Up to 256 Bytes


Messages sent from BCAST AM-M to BCAST AM-C are MT-SMS messages. The class of this SMS message SHALL be class 2 indicating that the destination of the SMS is the Smartcard (as defined in [3GPP TS 23.040 v8]). Messages sent from BCAST AM-C to BCAST AM-M are MO-SMS messages. 

For the MO-SMS two addresses are used:

· The address of the SMSC of the service provider

· The TPDA (Transport Protocol Destination Address) address, which is the address of the final destination of the SMS.  For the Audience measurement function the TPDA is the address of the BCAST AM-M

These addresses are set in the Smartcard at the personalization stage of the Smartcard or using remote provisioning of the Smartcard. These addresses MAY be updated by the configuration message as described in 5.20.2.3.3.

The Terminal is involved only to forward the messages from the Smartcard to the BCAST AM-M for MO-SMS and from BCAST AM-M to the Smartcard for MT-SMS using standard proactive commands as described in [3GPP TS 31.115 v8] for 3GPP or [ 3GPP2 C.S0078-0] for 3GPP2. The fact that the SMS received or to be sent is for Audience Measurement function is transparent for the Terminal.

5.20.2.2.2.2. Security

Secured packets as defined in [3GPP TS 31.115 v8] for 3GPP and [3GPP2 C.S0078-0] for 3GPP2 SHALL be supported when a secure transmission of data is required. The Kamue and Kamus established during the Registration process MAY be used. 

5.20.2.2.3 HTTP
The Hypertext Transfer Protocol (HTTP) is an application-level protocol for distributed, collaborative, hypermedia information systems defined in RFC 2616.

Bearer Independent Protocol (BIP) MAY be used between the Smartcard and the Mobile Equipment as defined in [3GPP TS 31.111 v8] for 3GPP or [3GPP2 C.S0035-A] for 3GPP2.

The Terminal is involved only to forward the messages from the Smartcard to the BCAST AM-M or from BCAST AM-M to the Smartcard as described in [3GPP TS 31.111 v8] for 3GPP or [3GPP2 C.S0035-A] for 3GPP2. The fact that the HTTP channel is for Audience Measurement function is transparent for the terminal.

HTTP sessions are exclusively initiated by the application on the Smartcard. When a communication is requested by the BCAST AM-M, a push mechanism has to be sent to the card by the server in order to tell the application on the card to open a communication channel.

Change 4:  Section 5.20.2.3.1.1 and 5.20.2.2.2 and 5.20.2.3.1.2

5.20.2.3.1.1. REGISTRATION_REQUEST message (BCAST AM-C to BCAST AM-M)

The REGISTRATION_REQUEST message tag is 0x01 The Registration Request TLV is sent in an MO-SMS that triggers a server registration request 

	Description
	Value
	M/O
	Length
(in bytes)

	Client Identifiers Tag
	0x11
	M
	1

	Length 
	9+10+8
	M
	1

	IMSI
	Binary
	M
	9

	ICCID
	Binary
	M
	10

	IMEI
	Binary
	M
	8

	Card Random Tag 
	0x12
	M
	1

	Length 
	16
	M
	1

	Random 
	Binary
	M
	16


Table 64: REGISTRATION_REQUEST message

IMSI: International Mobile Subscriber Identity

Coded as described in [3GPP TS 23 003]

ICCID: Integrated Circuit Card Identification. This parameter provides unique identification number for the UICC

Coded as described in [ETSI TS 102221]

IMEI: International Mobile station Equipment Identity

Coded as described in [3GPP TS 23 003] 

Random: Random value of 16 bytes used, together with the server random, for user keys generation (signature and cipher  keys) as described in 5.20.2.1.1.

5.20.2.3.1.2. REGISTRATION_RESPONSE message (BCAST AM-M to BCAST AM-C)

The REGISTRATION_RESPONSE message tag is 0x02. The Registration Acknowledgement Response TLV is sent in an MT-SMS to set the user value.

	Description
	Value
	M/O
	Length
(in bytes)

	User ID Tag
	0x13
	M
	1

	Length
	L1
	M
	1

	User ID
	Binary
	M
	L1

	Server Random Tag 
	0x14
	M
	1

	Length
	16
	M
	1

	Random 
	Binary
	M
	16


Table 65: REGISTRATION_ RESPONSE message

User ID: unique identifier assigned by BCAST AM-M to each BCAST AM-C. It can be the IMSI or any other service provider specific identifier, such as, e.g., a registration serial number.

Random: Random value of 16 bytes used, together with the card random, for user keys generation (signature and cipher  keys) as described in 5.20.2.1.1.
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