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1 Reason for Change

CRs 0075 together with 0074 and 00076 proposes alternative resolution to comments J095 and J095.
This CR covers use of Event Signalling for notifying the Smartcard when Audience Measurements is allowed or disallowed, and for Audience Measurements of clear-to-air (unencrypted) services.
R01: Clarifies support of Event Signalling Mode command by the Smarcard if AM function is supported.
R02: Adding clarification on the AM event signalling process per off-line discussion.
R03: 
· Adding clarification on the use of Accumulated_Time and Absolute_Time parameters (properly prioritized).
· Denoted clear-to-air service/content identifier as Serv_Cont_ID instead of just using AnyURI type.
· Few clearical changes apply.
· Adding Nokia, Sprint Nextel, NSN as co-signers.
R04:

· As per off-line discussion during July 8th conference call
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

TS-SG and TS-Services
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

BCAST WG to discuss and agree this CR.
6 Detailed Change Proposal

Change 1: Change section E.3.5 to add new events and associated parameters
E.3.5 Event Signalling Mode

E.3.5.1 Description of the Command

BCAST Smartcard MAY support the command described in this section if the parental control is supported by the Smartcard. BCAST Smartcard SHALL support this command if the Smartcard-Centric AM function defined in [BCAST11-Services] is supported by the Smartcard. 

The command “Event Signalling Mode” signals to the Smartcard that a specific event occurred. 

Input:

· Event type
· Event type parameters
Output:

· none

An example of use of this Event Signalling Mode is given in Error! Reference source not found..

E.3.5.2 Command Parameters and Data

If the P2 parameter in the OMA BCAST Command is ‘04’: “Event Signalling Mode”, the command parameters shall be coded as follows:

See Section E.3.6 for the coding of P1 parameter.

As the input parameter is always present for this command, and no output is returned from the Smartcard, the P1 parameter will always take the value “first block of data” and the following coding holds:

Table 1: Coding input data

	Byte(s)
	Description
	Coding
	M/O
	Length

	1
	 Event Signalling Data Object tag (‘73’)
	As defined in TS 31.101 [3GPP TS 31.101] for BER-TLV data object
	M
	1

	2 to 1+A bytes (A ≤ 4)
	Event Signalling Data Object length (L1)
	As defined in TS 31.101 [3GPP TS 31.101] for BER-TLV data object
	M
	A

	A+2 to A+6
	Event Type TLV (Note1)
	See below
	M
	3

	A+7 to A+7+L2
	Event Type Parameter TLVs (Note2)
	See below
	O
	L2

	Note1: Only one Event Type TLV (and associated Event Type Parameter TLVs, if any) is allowed in the command

Note2: This TLV is present if the Event Type has parameters. There can be more than one Event Type Parameter TLV per Event Type TLV.


Additional Event Type TLVs MAY be defined in the future. The Smartcard SHALL ignore data objects that it does not recognise.

Table 2: Coding of Event Type TLV

	Description
	Value
	M/O
	Length (bytes)

	Event Type Tag
	‘8F’
	M
	1

	Length
	1
	M
	1

	Event Type
	See below
	M
	1


Table 3: Coding of Event Type Byte

	Value
	Description

	0x00
	Zapping 

	0x01
	Terminating a parental rated service

	0x02
	AM Allowed Service/Content

	0x03
	AM Disallowed Service/Content

	0x04
	Terminal support of Smartcard-centric AM

	0x05 – 0x7F
	Reserved for future use 

	0x80 – 0xFF
	Reserved for specific event proprietary signalling (e.g. due to local regulations on parental control)


Table 4: Coding of Event Type Parameter TLV

	Description
	Value
	M/O
	coding
	Length (bytes)

	Event Type Parameter Tag
	'A9'
	M
	
	1

	Length
	L3
	M
	As defined in TS 31.101 [3GPP TS 31.101] for BER-TLV data object
	B

	Event Type Parameter
	Specific to each event type (see Table 5)
	M
	Specific to each event type
	L3


Table 5: Coding of Event Type Parameter according to event type
	Event Type
	Description of Event type parameter
	Value
	M/O
	coding
	Length (bytes)

	Terminating a parental rated service (0x01)
	Identifier of the service
	Key_Domain_ID TLV
	M
	As defined in Table 110
	5

	
	
	SEK/PEK_ID Key Group Part TLV
	M
	As defined in Table 111
	4

	AM Allowed Service/Content (0x02)



	Identifier of the encrypted service 
	Key_Domain_ID TLV
	M
	As defined in Table 110
	5

	
	
	SEK/PEK_ID Key Group Part TLV
	M
	As defined in Table 111
	4

	
	
	Editor to remove empty row
	
	
	

	
	Identifier of the clear-to-air service 
	GlobalServiceID TLV
	M
	As defined in Table X1
	L3+2

	
	Identifier of the clear-to-air or encrypted content
	GlobalContentID TLV
	M
	As defined in Table X2
	L4+2

	
	Absolute time when signalling
	Absolute_Time TLV
	O
	As defined in Table X3
	9

	
	Accumulated time
	Accumulated_Time TLV
	O
	As defined in Table X4
	3

	AM Disallowed Service/Content (0x03)
	Identifier of the clear-to-air service 
	GlobalServiceID TLV
	M
	As defined in Table X1
	L3+2

	
	Identifier of the clear-to-air content
	GlobalContentID TLV
	M
	As defined in Table X2
	L4+2

	
	Absolute time when signalling (for clear-to-air service or content consumption)
	Absolute_Time TLV
	O
	As defined in Table X3
	9

	
	Accumulated time (for clear-to-air service or content consumption time)
	Accumulated_Time TLV
	O
	As defined in Table X4
	3

	Terminal support of Smartcard-centric AM
(0x04)
	No parameter defined
	
	
	
	


Table X1: Coding of GlobalServiceID TLV

	Table XX: Coding of GlobalServiceID TLVDescription
	Value
	M/O
	Length (bytes)

	GlobalServiceID Tag
	‘8D'
	M
	1

	Length
	L3
	M
	1

	GlobalServiceID
	Coded as defined in 6.14
	M
	L3


GlobalServiceID: This field gives the globally unique identifier of the service currently consumed by the user. This value is retrieved from the service guide in the Service fragment and is defined in [BCAST11-SG].
Table X2: Coding of GlobalContentID TLV

	Description
	Value
	M/O
	Length (bytes)

	GlobalContentID Tag
	‘95'
	M
	1

	Length
	L4
	M
	1

	GlobalContentID
	Coded as defined in 6.14
	M
	L4


GlobalContentID: This field gives the globally unique identifier of the content currently consumed by the user. This value is retrieved from the service guide in the Content fragment and is defined in [BCAST11-SG].
Table X3: Coding of Absolute_Time TLV

	Description
	Value
	M/O
	Length (bytes)

	Absolute_Time Tag
	‘9E'
	M
	1

	Length
	1
	M
	1

	Absolute_Time
	Coded as defined in 6.14
	M
	7


Absolute_Time: This is the timestamp at the point of sending the command. The format of this timestamp is defined in section 14. The data type of Absolute_Time is mjdutc encoded on 40 bits (16 bits giving the 16 LSBs of MJD followed by 24 bits coded as 6 digits in 4-bit BCD).
Table X4: Coding of Accumulated_Time TLV

	Description
	Value
	M/O
	Length (bytes)

	Accumulated_Time Tag
	‘9F'
	M
	1

	Length
	1
	M
	1

	Accumulated_Time
	Coded as defined in 6.14
	M
	1


Accumulated_Time: This is the accumulated consumption time of the service or content that has not been signalled yet. The actual consumption time interval of a service or content related to an Accumulated_Time value SHALL be 2Accumulated_Time seconds.
Change 2: Add new section 6.14 describing the usage of new events
6.14 Event Signalling Command for Smartcard-Centric Audience Measurement Function
Note: The text in this section only applies when the Audience Measurement Client (AM-C) is located in the Smartcard.
The Terminal and the Smartcard supporting Smartcard-centric Audience Measurement defined in section 5.20.2 of [BCAST11-Services] SHALL support Event Signalling Mode of BCAST Command (defined in Appendix E.3.5).
Event signalling of AM for unencrypted (clear-to-air) services or contents SHALL be processed as follows:
· If amAllowed attribute is set to ‘1’ or not present in the associated ‘Service’ or ‘Content’ fragments of the BCAST Service Guide, the Terminal SHALL signal “AM Allowed Service/Content” event (‘0x02’) to the Smartcard at least when the user starts and stops the consumption of the content.
a. The command SHALL include identifier of the clear-to-air service or content (defined in Table 137) in the first Event Type Parameter TLV which is GlobalServiceID TLV (see Table X1) or GlobalContentID TLV (see Table X2) respectively.
b. The command SHOULD include Accumulated_Time TLV (defined in Table X4) in the next Event Type  Parameter TLV.
c. The command MAY include Absolute_Time TLV (defined in Table X3) in the next Event Type Parameter TLV. However, if Accumulated_Time TLV is not included in the previous Event Type Parameter TLV, Absolute_Time TLV SHALL be included in the command.
d. 
e. Upon reception of the command, the Smartcard MAY perform the AM process for the respective service or content as defined in [BCAST11-Services] and/or use the consumption time (Absolute_Time or Accumulated_Time) as metrics if requested during the configuration process.
· If amAllowed element is set to ‘0’ in the associated ‘Service’ or ‘Content’ fragments of the BCAST Service Guide, and if event ‘0x02’ was previously signalled to the Smartcard for the same service or content, the Terminal SHALL signal “AM Disallowed Service/Content” event (0x03) when the user starts and stops the consumption of the service or content.
a. The command SHALL include identifier of the clear-to-air service or content in the Event Type Parameter TLV as defined for “AM Allowed Service/Content” event (‘0x02’).
b. The command SHOULD include Accumulated_Time TLV in the next Event Type  Parameter TLV.
c. The command MAY include Absolute_Time TLV in the next Event Type Parameter TLV. However, if Accumulated_Time TLV is not included in the previous Event Type Parameter TLV, Absolute_Time TLV SHALL be included in the command.
d. Upon reception of the command, the Smartcard SHALL pause the AM process for the respective service or content if the “AM control Type for clear to air” set during the Configuration process indicates that the event signaling is used as described in [BCAST11-Services]. The Smartcard MAY use the Consumption time (Absolute_Time or Accumulated_Time) as metrics if requested during the configuration process.
e. 
The Service Provider MAY need the consumption time and service/content identifier provided by the Terminal. In case of clear-to-air services, the consumption time and service/content identifier are provided in the “AM Allowed Service/Content” and “AM Disallowed Service/Content” events as described above. In case of encrypted services or contents, regardless of the Service Guide signalling, 
the Terminal SHALL send “AM Allowed Service/Content” event (‘0x02’) command carrying consumption time related parameters to the Smartcard at least when the user starts and stops the consumption of the content. 
a. The command SHALL include identifier of the encrypted service and content (defined in Table 137) in the Event Type Parameter TLV. The identifier is given by the Key_Domain_ID TLV and SEK/PEK_ID Group Part TLV for the service and GlobalContentID TLV for the content.
b. The command SHOULD include Accumulated_Time TLV (defined in Table X4) in the next Event Type  Parameter TLV.
c. The command MAY include Absolute_Time TLV (defined in Table X3) in the next Event Type Parameter TLV. However, if Accumulated_Time TLV is not included in the previous Event Type Parameter TLV, Absolute_Time TLV SHALL be included in the command.
In case of encrypted services and contents, the Terminal SHALL NOT send “AM Disallowed Service/Content” event (0x03) to the Smartcard.
6.14.1 Terminal support of Smartcard-centric AM
The Terminal sends “Terminal support of Smartcard-centric AM” event (0x04) to the Smartcard to signal that it supports the Smartcard-Centric Audience measurement as defined in section 5.20.2.1.8 of [BCAST11-Services].
Change 3: Update  description of event signalling
E.3.6 Description of the Command

A new command has been defined in 3GPP/ETSI for OMA BCAST Smartcard Profile.  BCAST Smartcards SHALL support the command described in this section.

The command can be used in several modes:

· SPE Audit mode

· SPE Record Signalling mode 

· Recording Audit Mode
· Event Signalling Mode
Other modes may be defined in the future, for future release of OMA BCAST specification.

SPE Audit Mode is used by the terminal to retrieve in the Smartcard the SEK/PEK ID Key group or all SPE instances corresponding to a specific SEK/PEK ID Key group.

Record Signalling Mode is used by the terminal to signal to the Smartcard the recording of content and to allow the Smartcard to retrieve the SEK/PEKs used for the protection of this recorded content. This command results in flagging the corresponding SPE instance in the Smartcard as a SPE that should not be deleted by the Key management system, and could be used for further playback of the content.

Recording Audit Mode is used by the terminal to retrieve all the recordings that have been signalled in the Smartcard and their associated flagged SPEs.  How the OMA BCAST command can chain successive blocks of OMA BCAST data and OMA BCAST response data is specified Error! Reference source not found..
Event Signalling Mode is used by the terminal to inform the Smartcard of an event that can e.g.  impact the parental control decision or audience measurement (see [BCAST11-Services]) processes to specifically cater for deployment scenarios where the Smartcard does not have all the information necessary to perform such decision on its own. For  BCAST1.1, several events are defined, namely zapping, terminating a parental rated service, audience measurement allowed or disallowed events. Other events can be specified in a future release of this specification in order to address local regulatory requirements for other event signalling (e.g. loss of signal, terminal OMA BCAST application switch-off/switch-on).

Change 4: Changes in Section “Event Information Sent by the Terminal” §6.7.3.16 
Event Information Sent by the Terminal

The Terminal uses the OMA BCAST command in the “Event Signalling Mode” to inform the Smartcard on specific events for parental control function or Audience Measurement function.
For Parental control function:  
When the parental control function is located on the Smartcard, the Smartcard has some means (e.g. TEK ID increment disruption in incoming STKM for a given SEK/PEK ID) to determine e.g. whether to request the parental control PINCODE again.

The Terminal can send an "Event Signalling Mode" command to inform the Smartcard of an event that can impact the parental control decision process to specifically cater for deployment scenarios where the Smartcard does not have all the information necessary to perform such decision on its own.
The Terminal MAY send the Zapping event '0x00' to inform the Smartcard on a zapping event.
The Terminal SHALL send the Terminating a parental rated service -event '0x01' to inform the Smartcard on a termination of the last instance of a parental rated service.

The "Event Signalling Mode" command as specified in section E.3.5.2 is a generic command that allows the signalling of an event that MAY be used by the Smartcard for the parental control function.  When sent, the command SHALL be sent to the Smartcard as soon as possible, latest prior submitting an STKM, where the "number_of_access_criteria_descriptors" value is not equal to zero.

Note: Table 3  is designed so that other extensions can be specified in a future release of this specification in order to address local regulatory requirements for other event signalling (e.g. loss of signal, terminal OMA BCAST application switch-off/switch-on).

For Audience Measurement function see section 6.14.
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