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1 Reason for Change

The SPCP specification describes the case when the service provisioning is locally disallowed in the Smartcard:
“If the Service Provisioning Local Protection Flag is set to 0x02, the service provisioning is locally blocked, then the Smartcard includes in the response an operation status code indicating that the Service provisioning is locally disallowed “Service provisioning requests locally disallowed”. This allows a temporally blocking of the service requests by the user.”

But the behaviour of the Terminal is missing in the services spec.
This CR adds the missing description.
2 Impact on Backward Compatibility

There is no impact on backward compatibility
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Please discuss and agree the CR.
6 Detailed Change Proposal

Change 1:  Section 5.1.10.1
5.1.10.1 Smartcard Profile Extension
Independently from supported Service Protection profile(s), BSM MAY support and use the generic solution specified in section 5.1.10 or the Smartcard Profile extension of Parental Control for Service Ordering described in this section.  For the Smartcard Profile extension, the Parental Control for Service Ordering is enforced within the BSM or locally in the Smartcard and verification of the PINCODE is enforced by the Smartcard in the Terminal at the BSM request. 

 If Parental Control for Service Ordering is enforced by the BSM, the BSM operates as described for the generic solution in step 1 and 2 in section 5.1.10 . In order to signal to the Terminal that the Smartcard Profile extension is used, the BSM SHALL in step 3 instantiate the ‘Challenge’ element of the service provisioning response. 

The BSM MAY also, at the reception of a service request/token purchase request, systematically request Parental PINCODE verification allowing a local enforcement of the Parental Control for Service Ordering in the Smartcard. In this case the BSM specifies the status code 033 “Parental Control Authentication Requested” (see section 5.11) and instantiates the ‘Challenge’ element in the Service Response/Token Purchase Response.

Note: The ‘ParentalControlPinCode’ element of the service provisioning request is not used by the Smartcard Profile extension.

Independently from supported Service Protection profile(s), Terminal MAY support and use the generic solution specified in section 5.1.10 or the Smartcard Profile extension of Parental Control for Service Ordering described in this section. The Terminal operates according to the following bullets at the reception of the service provisioning response with a status code 033 “Parental Control Authentication Requested” and ‘Challenge’ element instantiated:

· If the Terminal doesn’t support the Parental Control for Service Ordering for Smartcard Profile, the Terminal informs the user that the request is disallowed.

· If the Terminal supports the Parental Control for Service Ordering for Smartcard Profile, the Terminal checks that the Smartcard implements the Service Provisioning Message Protection reading the EFBST in the Smartcard under the ADF BSIM if the Smartcard Profile is implemented in ADF BSIM or under the DF BCAST if the Smartcard Profile is implemented under the USIM (see [BCAST11-ServContProt])

· If the Smartcard doesn’t support the Service Provisioning Message Protection, the Terminal informs the user that the request is disallowed.

· If the Smartcard supports the Service Provisioning Message Protection, the Terminal sends to the Smartcard using the AUTHENTICATE command  in MBMS Security Context for OMA BCAST operation defined for Parental Control Service Provisioning Mode, the service provisioning type information, the requestID of the request and the Challenge included in the service provisioning response by the BSM .(see [BCAST11-ServContProt])

· If the Terminal receives in the response of the AUTHENTICATE command an operation status code indicating that a PINCODE is required (i.e. “PINCODE required”) with the Key reference of the PIN defined for the Parental Control for Service Ordering, the Terminal SHALL then prompt the user for verification of the Parental Control for Service Ordering PINCODE using the VERIFY PIN command and the Key Reference transmitted by the Smartcard in the response of the AUTHENTICATE Command. After a successful verification of the PINCODE the Terminal re-sends the AUTHENTICATE Command to obtain the Message Authentication Code of the Challenge transmitted in the command. After reception of this Message Authentication Code in the response of the AUTHENTICATE command, the Terminal sends to the BSM a new service provisioning message similar to the first one but including this MAC received from the Smartcard .

· If the Terminal receives in the response of the AUTHENTICATE command an operation status code indicating that the PINCODE is blocked (i.e. “PINCODE blocked”), the Terminal SHOULD signal to the user that the service request is not allowed and that the Parental PINCODE is blocked.
· If the Terminal receives in the response of the AUTHENTICATE command an operation status code indicating that the service provisioning requests are locally disallowed (i.e. “Service provisioning requests locally disallowed”), the Terminal SHOULD signal to the user that the service request is not allowed.
At the reception of the service provisioning message including a MAC, the BSM verifies the MAC received to authenticate the issuer of the MAC and verify that the sending of the service provisioning message has been controlled by the parent. This replaces the step 4 of the generic solution.

The verification of the MAC is done in the following way:

· the BSM derives an Authentication  Key  (Serv_Prov_Auth_Key (SPAK)) from the SMK associated to the client using the service provisioning type of the message and the request ID received in the service provisioning message. The SPAK shall be derived from the key SMK using the GBA key derivation function (see Annex B of [3GPP TS 33.220]) as follows (see notation style is explained in Annex B of [3GPPTS 33.220]):

· FC = 0x01,


· P0 = "bcast-serv-prov" (i.e. 0x62 0x63 0x61 0x73 0x74 0x2d 0x73 0x65 0x72 0x76 0x2d 0x70 0x72 0x6f 0x76), and

· L0 = length of P0 is 15 octets (i.e. 0x00 0x0f).

· P1 = Service Provisioning Type 

· L1 = Length of P1 is 1 octet (i.e 0x00 0x01)

· P2 = requestID 

· L2 = Length of P2 is 4 octets (i.e. 0x00 0x04)
· Where Service Provisioning Type is coded as follows:

Table 38: Service_provisioning_type Coding

	Value
	Description

	0x00
	Service request

	0x01
	Token purchase request

	0x02 to 0xFF
	Reserved for future use


The Key to be used in key derivation shall be the SMK

In summary, the SPAK shall be derived from the SMK as follows:

· SPAK = KDF (SMK, “bcast-serv-prov”, Service Provisioning Type, requestID)

· The BSM then computes the MAC code of the Challenge sent previously in the response of the corresponding first service provisioning request

· MAC’ = HMAC-SHA-256(SPAK, Challenge)

· The BSM then compares the MAC’ obtained to the MAC received in the service provisioning message. 

· If the MAC’=MAC then the service provisioning message is correct and has been protected by the parental control function in the Smartcard. Then the BSM responds to the service request by specifying status code 000 “Success”

· If the MAC’ ≠ MAC then the service provisioning message is not correct and has been modified or has not been controlled by the Smartcard. Then the BSM responds to the service request by specifying status code 034 “Parental Control Verification Failed”
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