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1 Reason for Change

Cloud Computing infrastructures are still maturing and adding new capabilities, but their flexibility, openness and public availability challenge many fundamental assumptions about enabler security. As an example, if the enabler processes 

data of a sensitive nature, the lack of physical control over the networking infrastructure might mandate the use of encryption in the communication between servers of the enabler to ensure the confidentiality of the data passed.  

Some of the challenges are well known and organizations have encountered them before when outsourcing network infrastructure and designing and deploying in-house enablers  facing the Internet in classic DMZ (demilitarized zone) scenarios or in collocated shared environments. An upfront analysis, covering the traditional aspects of managing information confidentiality, integrity and availability, is central to documenting the classification of data handled by the enablers and will influence many of the design decisions. For existing enablers, which are migrated to the cloud, the process can be an opportunity to address outstanding fundamental problems that have been overlooked or underrepresented during their development. A cloud enablers developed considering the following proposed guidelines may be as secure as a non-cloud based traditional OMA enabler. 

The three main layers of cloud computing relevant to enabler security are Infrastructure as a Service (IaaS), Platform as a Service (PaaS) and Software as a Service (SaaS). Each of these layers has the potential to add new threats to the enabler’s runtime environment. Without development organizations taking into account the changes introduced by the *aaS layers, enablers will face exposure to threats they were never designed to defend themselves against.
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                                   Figure 1 additional threats at  all levels of service 
Most of  OMA enablers   are main layers of cloud computing relevant to  PaaS. Enabler Security Architecture, Additional Requirements for Handling Sensitive Information,  and Securing Message-level Communication may be relevant for considering the Security  for OMA  Enablers in the Could environment.
The remainder of this contribution  will focus on discussing the challenges that  OMA enablers encounter in the PaaS distribution.
2 Impact on Backward Compatibility

This CR has no impact on the compatibility with previous versions of the document.
3 Impact on Other Specifications

This contribution suggests additions to existing OMA enabler specifications in order to support Cloud computing deployments.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance enabler form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

We recommend that the changes proposed in section 6 below be incorporated into the white paper.
6 Detailed Change Proposal

6.4  Security
 Platform as a Service (PaaS) Specifics 

Enablers Security Architecture 

Platform as a Service (PaaS) providers deliver an integrated enabler stack as the runtime environment for the enabler.  PaaS provides also additional enabler building blocks. For example a PaaS Enterprise Service Bus (ESB) may provide both asynchronous messaging as well as message routing.  The Cloud Reference Model in Domain 1 of the CSA Security Guide describes these building blocks as the Integration and Middleware layer.  The relevant layers are shown in the following excerpt of the Cloud Reference Model. 
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                          Figure  2  Cloud reference model    enabler capabilities  provided by PaaS
Even though the PaaS platform’s enabler building blocks are similar to their traditional enterprise counterparts, the multi-tenant nature of the cloud computing environment requires the enabler’s assumption about trust to be re-evaluated.  For example, securing the messages on the ESB becomes the responsibility of the enabler because controls, such as segmenting ESBs based on data classification, may not be available in PaaS environments. PaaS providers may also offer built-in enabler security controls within their programming environment to help developers avoid known enabler vulnerabilities. 
The specific building blocks offered by PaaS providers are platform dependent, but range in abstraction from the 
programming language to high level components such as work flow engines.
Securing Message-level Communication 
Even though the PaaS platform’s service bus is functionally and architecturally  equivalent to an ESB, the multi-tenant nature of the PaaS platform means enablers cannot make assumptions about trusting messages put on or taken off the ESB, as the PaaS platform’s service bus will be shared.  For SOAP-based messages, standard protocols such as WS-Security can and should be used.  
Additional Requirements for Handling Sensitive Information  
PaaS platforms may provide logging components as part of the platform. While the details of these are platform specific, all share the attribute that the log storage is external to the CPU resource.  When sensitive or regulated data is logged for debugging purposes, the data needs to be protected through the use of enabler provided cryptographic controls, for example.  Additionally, audit log retention based on regulatory compliance requirements must be implemented.   
Managing Enabler Keys  

PaaS platforms require  credentials, typically either an enabler  token or key, to  identify a valid account. These credentials must be passed on for all API calls to the platform itself and for calls to services  within the PaaS environment from the hosted enabler.  The enabler key must be maintained and secured along with all other credentials required by the enabler.
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