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1 Reason for Change

Extending an organization’s identity services into the cloud is a necessary prerequisite for strategic use of on-demand computing services. This CR proposes to add discussion about identity and access management in the white paper.

2 Impact on Backward Compatibility

This CR has no impact on the backward compatibility.
3 Impact on Other Specifications

This contribution suggests adding identity and access management discussion in the white paper  to support Cloud computing deployments.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance enabler form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

We recommend that the changes proposed in section 6 below be incorporated into the white paper.
6 Detailed Change Proposal

6.4  Security
 6.4.2 Cloud-based Identity & Access Management  
Managing identities and access control for enterprise applications remains one of the greatest

challenges facing IT today. It has been identified in [ ] that the following major Identity & Access Management (IAM) functions are essential for successful and effective management of identities in the cloud: 

• Identity provisioning/deprovisioning 

• Authentication & federation 

• Authorization & user profile management 

• Support for compliance 

The  cloud delivery models call for IT departments and the cloud service provider  to jointly extend the organization’s IAM practices, processes, and procedures to cloud services in ways that are scalable, effective, and efficient for both the provider and its customers. For OMA, IAMs for SaaS and PaaS are more relevant and will be the focus of discussion below.
6.4.2.1 Identity Provisioning

Organizations adopting SaaS services require provisioning of business users with rapid turnaround. If the business relies on a third party to support outsourced business processing, it will require provisioning of third party users. Businesses may also dictate provisioning of users with varying levels of privilege required by their job functions.

Regarding identity, PaaS providers may fall into 2 categories: have an established identity provider service for users; or rely on customers to provide their own identity. i.e., leveraging their existing identity provisioning. 

6.4.2.2 Authentication
Many enterprise applications require that users authenticate before allowing access.  In the cloud environment, authenticating users in a trustworthy and manageable manner becomes an additional challenge. Organizations must address authentication-related challenges such as credential management, strong authentication, delegated authentication, and trust across all types of cloud delivery models.

SaaS and PaaS providers typically offer built-in authentication services to their applications or platforms, and alternately support delegating authentication to the enterprise.

Enterprise customers can consider authenticating users with the enterprise’s Identity Provider (IdP) and establishing trust with the SaaS vendor by federation. Individual user can consider using user-centric authentication such as OpenID to enable use of a single set of credentials at multiple sites. 

6.4.2.3 Federation 
In the cloud-computing environment, federation of identity plays a key role in enabling allied enterprises to authenticate, provide single or reduced sign-on, and exchange identity attributes between the Service Provider (SP) and the Identity Provider (IdP). Organizations considering federated identity management in the cloud should understand the various challenges and possible solutions to address those challenges with respect to identity lifecycle management, authentication methods, token formats, and non-repudiation.

6.4.2.4 Access Control and User Profile Management

Access control and user profile management are more challenging with cloud services because the information sources may be hosted somewhere other than the cloud service that needs them. Customers need to identify trusted sources for this information and secure mechanisms for transmitting the information from the trusted source to the cloud service.

6.4.2.5 Related OMA Works

SEC CF1.1 addresses support for GBA based delegated authentication for Web services. The AuthO WI addresses delegated authorization by referencing and profiling OAuth. Both may help OMA enablers to address identity and access management in the Cloud environment.  
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