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1 Reason for Change

Before deciding whether to move to the cloud, it is vital to understand the potential and the risks of cloud computing and the organization's requirements for using the cloud. This contribution describes the processes while moving to the cloud.  
2 Impact on Backward Compatibility

No impact

3 Impact on Other Specifications

No other specifications are affected.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

We recommend that changes be accepted and incorporated into the white paper.

6 Detailed Change Proposal

Change 1:  Add Chapter 7.X  Move to Cloud
7.X  Move to Cloud
 There are many benefits to moving applications and data to the cloud, but there  are many risks as well. Organizations should keep in mind as they consider whether the benefits of moving to the cloud are worthwhile. The three-step process is: 

1. Classify Information Assets

2. Determine Risks and Requirements

3. Calculate  ROI (ROI-Return on Investment)
Classify  Information Assets
Before a thorough investigation of moving to the cloud, it is vital to determine  exactly what information assets your organization has. Those assets can consist of intellectual property, trade secrets, research, financial data, and personal information, among other things. Some of that information is crucial to the success of an organization (or even its continued 

existence), while other information might be subject to copyright, privacy, or export control restrictions. When deciding whether to move an asset to the cloud, a vital part of the risk assessment process is classifying that asset. There are three basic parts to this process: 

1. Identification: The organization must identify the information, where it currently resides, and the policies and regulations in place for storing, accessing, and deleting that information. 

2. Classification: The organization must classify the information according to its value and the potential damages if the information was lost or accessed inappropriately. 

3. Protection: The organization must create a security chain for each class of information. Once the organization's assets are identified and classified, the security chains should be defined and put into place.
Once the organization has classified its information assets and defined the risks and requirements for using them, the decision to move to the cloud will be more straightforward. Moving extremely valuable information to the cloud, especially a 

non-private cloud, can pose risks that outweigh any benefits of using cloud computing.  
Determine Risks and Requirements
In most cases, moving to the cloud does not introduce new risks, it merely changes the nature of the existing ones. In addition, the threat posed by each risk varies depending on the type of cloud. Security is always a concern, but security in a non-private cloud involves more variables than security in a private cloud.
Although the cloud does not introduce any new security threats or issues, it does increase the number of people who have 

access to the organization's resources. The most significant difference when considering security from a cloud perspective is the organization's loss of control, not any particular technical challenge. In additional, data, infrastructure, platform, or application is under the direct control of the cloud provider.
To adequately secure any system, a number of security controls are necessary.  Some of the most common security controls include securing data, storage, networks and endpoints; defining identities and roles and the access control policies for them; and key and certificate management. The services offered by a cloud provider must support all of the security controls the organization needs.
Calculate ROI(ROI-Return on Investment)
A thorough analysis of the ROI should be done before deciding to move to the cloud. Here are the things an 

organization should attempt to quantify:
Here are the things an organization should attempt to quantify: 

♦ Hardware Savings: Moving to the cloud should reduce the organization's need for hardware. In some cases that will mean decommissioning existing machines; in other cases that will mean buying less hardware and software going forward. 
♦ Staffing: With the cloud provider building and maintaining the infrastructure, fewer staff will be needed. The cloud provider's staff will maintain the actual hardware, apply patches to software and handle the day-to-day maintenance of their systems. The savings in staffing should be evaluated according to the type of cloud service being used. 
♦ Power and Cooling: The cost of keeping machines turned on and cooled can be substantial. Having fewer machines in-house will decrease those costs. 
♦ Application Changes: Depending on the type of application, moving to the cloud may require changes to the application itself. For applications that will be hosted in a virtual machine hosted in the cloud, changes might be minimal. On the other hand, applications that will use cloud infrastructure services instead of in-house infrastructure may require substantial changes. 
♦ Organizational Efficiency: The ability to automatically provision and deprovision resources can make an organization much more responsive and flexible. A more responsive organization has more opportunities to innovate and distinguish itself in the marketplace. This is much harder to quantify; unplugging 20 machines will absolutely lower costs for power and  cooling, while flexibility will give an organization the potential of better performance.
♦Risks: A number of risks have been covered above; those risks should be evaluated with the type of cloud service and the type of cloud (private versus non-private) being used.
There are many benefits to moving applications and data to the cloud, but there are many risks as well.  In the three-steps process, the organization should keep its business goals and needs in mind. Moving to a cheaper, more automated system that requires less administration yet fails to provide adequate performance, security, privacy or availability is a disaster.
NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT, PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.

USE OF THIS DOCUMENT BY NON-OMA MEMBERS IS SUBJECT TO ALL OF THE TERMS AND CONDITIONS OF THE USE AGREEMENT (located at http://www.openmobilealliance.org/UseAgreement.html) AND IF YOU HAVE NOT AGREED TO THE TERMS OF THE USE AGREEMENT, YOU DO NOT HAVE THE RIGHT TO USE, COPY OR DISTRIBUTE THIS DOCUMENT.

THIS DOCUMENT IS PROVIDED ON AN "AS IS" "AS AVAILABLE" AND "WITH ALL FAULTS" BASIS.

© 2011 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 1 (of 3)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20110101-I]

© 2011 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 3 (of 3)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20110101-I]

