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1. Scope

This document studies how OMA enablers need to be modified to be useful in the Cloud Computing environment. The scope of this study is to:

· analyze how well the current mobile communication Enablers developed by OMA support the changes needed for mobile services in Cloud Computing, or new functions required for new OMA Enablers.

· identify the gaps between current OMA Enablers and the needed support for the Cloud Computing,

· recommend the future work in OMA in order to bridge the gaps.

More specifically, the following areas of OMA will be analyzed in detail:

· Billing / Charging and Payment

· Access-to-Content
· Security
· Service Access Interfaces (APIs), such as Network APIs, and Widget / Web Runtime Support

Other OMA Enablers may need to be analyzed in relate to Cloud Computing environment in next phase.

The goals of such analysis and recommendation in this White Paper are:

· to consider a cloud delivery model as a converged platform to deliver IT and communication services over any network (fixed, mobile,..) and used by any end user connected devices (PC, TV, Smart Phone, M2M…). 
· to facilitate the operators to deliver a rich set of communication services  (voice & video call, audio, video & web conf, messaging, unified communication, content creation,  broadcasting...). Moreover the network services  should be seen as smart pipes “high-grade network” for cloud services transport and cloud interconnection (inter-cloud) in order to guarantee secure and high performance end-to-end quality of service QoS for end users (considered as an important key differentiator for telecommunication players).
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3. Terminology and Conventions

3.1 Conventions

This is an informative document, which is not intended to provide testable requirements to implementations.

3.2 Definitions

	Cloud Computing
	Cloud computing is a model for enabling convenient, on-demand network access to a shared pool of configurable computing resources (e.g., networks, servers, storage, applications, and services) that can be rapidly provisioned and released with minimal management effort or service provider interaction [NIST].


3.3
Abbreviations

	BCAST
	Broadcast

	CDN
	Content Delivery Networks

	DCD
	Dynamic Content Delivery

	KPI
	Key Performance Indicator

	MCC
	Mobile Commerce and Charging

	MobAd
	Mobile Advertising

	NIST
	National Institute of Standards and Technology

	OMA
	Open Mobile Alliance

	SEC
	Security

	SEC-CF
	Security Common Functions

	
	

	
	


4. Introduction

Cloud Computing is a relatively new concept and refers to the computing capability delivered as a service. The service models in Cloud Computing include IaaS (Infrastructure as a Service), PaaS (Platform as a Service), and SaaS (Software as a Service). To simplify the concept, Cloud Computing can be seen as simply the sharing and use of resources (e.g., processor cycles, disk storage, memory) and services (either end-user level applications like “find a restaurant” or system-level services like TCP networking or billing operations) in a networked environment to get work done without concern about ownership and management of the network's resources and applications. With Cloud Computing, computer resources and their data are no longer stored on one's personal computer, but are hosted elsewhere to be made accessible from any location/device and at any time. Cloud Computing leverages virtualization and multi-tenant technologies to achieve the characteristics of on-demand self-service, ubiquitous network access, location-independent resource pooling, rapid elasticity and measured service.

The economics of Cloud Computing allows service providers to avoid capital expenditure (CapEx) on hardware, software, and services because they pay a Cloud Computing provider only for what they use, they need not over-provision hardware to handle spikes in usage by end users. Consumption is usually billed on a utility (resources consumed, like electricity) or subscription (time-based, like a newspaper) basis with little or no upfront cost. Other benefits to service providers of this approach are low barriers to entry, shared infrastructure and costs, low management overhead, and immediate access to a broad range of applications. In general, users can terminate the contract at any time (thereby avoiding return on investment risk and uncertainty), and the services are often covered by service level agreements (SLAs) with financial penalties.
4.1 PaaS Overview

Platform as a Service (PaaS) is the delivery of a computing platform and solution stack as a service. PaaS offerings facilitate deployment of applications without the cost and complexity of buying and managing the underlying hardware and software and provisioning hosting capabilities, providing all of the facilities required to support the complete life cycle of building and delivering applications and services entirely available from the network.

PaaS offerings also include facilities for application design, application development, testing, deployment and hosting as well as application services such as team collaboration, service integration and marshalling, database integration, security, scalability, storage, persistence, state management, application versioning, application instrumentation and developer community facilitation.

For example, Google App Engine is Platform as a Service which is a platform for developing and hosting web applications in Google-managed data centers. App Engine APIs allow storing and retrieving data from a BigTable non-relational database; making HTTP requests; sending e-mail; manipulating images; and caching. The Windows Azure Platform is a Microsoft cloud platform offering, allowing customers to deploy applications and/or data into the cloud, whilst the underlying platform is the concern of the provider. The Windows Azure Platform provides an API built on REST, HTTP and XML that allows a developer to interact with the services provided by Windows Azure. Force.com is a cloud computing platform as a service system from Salesforce.com that developers use to build multi-tenant applications hosted on their servers as a service. AMAZON also provide PaaS like S3 (Simple Storage Service), SimpleDB, SQS(Simple Queue Service) and property APIs. 

PaaS model provides:

· Add-on development facilities generalized development environment
· Cloud security
· On-demand scalability
· Open Platform,  any OMA Enabler
· Ease the creation of mobile user interfaces
· Multi-tenant architecture
· Create compositions of multiple services
4.1.1 OSE and PSA Framework Overview

OMA Service Environment (OSE) is a flexible and extensible architecture that offers support to a diverse group of application developers and Service Providers. OSE is the common architecture across the whole of OMA, for how OMA Enablers are specified and how they interact with one another whilst ensuring architectural integrity, scalability and interoperability, all of which strive to reduce Architecture silo design and hence reduce integration and deployment complexities. The PSA framework enabler is dependent on OSE, Parlay in OSE and 3GPP Open Service Access specifications. PSA Framework can gather and provide mechanisms (i.e. Policy enforcement, evaluation, management; Accounting; Event management; Identity management) to facilitate the access from 3rd parties to Parlay/ParlayX resources and other OMA enablers’ API resources.

PSA framework APIs can comply on 3GPP OSA framework APIs which include:
· Framework Access Session API
· Trust and Security Management Interface
· Framework-to-Application API
· Service Discovery Interface
· Service Agreement Management Interface
· Integrity Management Interface
· Event Notification Interface
· Framework-to-Service API
· Service Registration Interface
· Service Instance Lifecycle Manager Interface
· Service Discovery Interface
· Integrity Management Interface
· Event Notification Interface
· Framework‑to‑Enterprise Operator API
· Event Notification Interface
· Service Subscription Interface
4.2 Mobile Internet and SaaS Overview

With the growth of smart phones having wireless broadband capability (200 Million Plus subscribers), Mobile Internet and Cloud based consumer applications are pervasive (e.g. Facebook to Twitter). Cloud Computing is becoming a very important part of Mobile Internet. With the emergence of widgets, the most compelling form of mobile cloud applications, widgets will exponentially expand the market for mobile applications, introducing complex, rich user experiences to a new and much larger mobile consumer audience from the Cloud.
The essential aspect of Cloud Computing is that a provider, different from the customer, is actually owning and operating the service/application that is exposed to end users who are managed by the customer.  A relatively simple case is when only a single customer uses the service/application.  A more complex case is when that service/application is shared by multiple customers, so that each customer wants its brand and customization choices to be shown to its end users.

For example, let us assume that SaaS Provider A has installed a Restaurant Finder application.  Customer X, which is a travel agency for European tourists, wants to provide its end users M with the service of finding local restaurants that serves European food. X wants to make sure that each web page presented to its end users M is branded with its own big “X” logo at the top of the page.  Furthermore, X wants to only give recommendations for restaurants that serve European food, such as French, Italian, and Greek.  X also wants to include the “make reservation” function of the application.  On the other hand, Customer Y, which is a local Yellow Page provider, also wants to provide its end users N with the service of finding local restaurants of all kinds.  Of course, Y wants each page to be branded with its own big “Y” logo at the top of each page of the application.  Y wants to give recommendations for all the food types, such as French, Italian, Greek, Japanese, Mexican, and Chinese.  However, Y is a little afraid of legal repercussions and does not want to expose the “make reservation” function to its end users.

Both X and Y want to be able to monitor the usage of the application by its end users (of course, SaaS Provider A must be absolutely certain that X cannot observe the behaviour of end users N, nor can Y observe end users M).  Both X and Y want to see how many times each food type restaurant is searched for, so that it might change the options available to its own end users.  SaaS Provider A charges its customers (X and Y) based on (1) the amount of time that the application is available to end users and (2) the number of find requests made by end users.  Therefore, both X and Y want to be able to turn the application off (for its end users) during late night hours – since M users are in Europe and N users are in Asia, these are different times and must be selectable by the customer (X and Y respectively).
4.3 Cloud Computing and OMA

Being a leading provider of enabler specifications for mobile data services, OMA can have an important role in developing specifications to meet the market need and facilitate the deployment of Cloud-based applications and services in both fixed and mobile networks. The purpose of this white paper is to recommend to the OMA Board potential OMA technical activities in support of the changes needed for Cloud Computing. For example, OMA Enablers must support the various functions of configuration, monitoring/reporting, and setting of operational status in order to be properly usable in a Cloud Computing environment. These activities could include enhancements to existing OMA Enablers and APIs, and / or the development of new OMA Enablers and / or APIs.  Once these recommendations have been agreed by the OMA Board, it may decide to communicate them to the OMA Technical Plenary.

The remainder of this white paper is structured as follows:

· Section 5 surveys current Cloud Computing standardization activities, and identifies general areas of gaps in which OMA can play a role.

· Section 6 analyzes how well the current OMA enablers support the Cloud Computing, and identifies specific gaps between current OMA Enablers and the needed support for Cloud Computing, or new functions required for new OMA Enablers.

· Section 7 addresses security related issues.

· Section 8 tackles the issues from API perspective, i.e. Network APIs, and Widget / Web runtime support

· Finally in Section 9, future technical activities are recommended.

5. Standardization Landscape of Cloud Computing
5.1 Overview on Existing Standardization Initiatives

The scope of this paragraph is to provide an overview of existing SDOs involved in the Cloud Computing standardization and to be used as a base to produce a gap analysis that will identify possible opportunities that can be under OMA purview, specifically from mobile perspective.

Following picture shows the main ongoing standardization activities on Cloud Computing. Below some text has been provided for giving a general overview of the work objectives.
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►

ISO / IEC-JTC 1; SC 38: Distributed Application Platforms and Services (SOA, WS, Cloud)

►

ITU-T - Cloud Computing Focus Group (TSGA) for cloud Telco vision

►

NIST - National Institute of Standards and Technology 

►

W3C – activities on HTML-5 (offline mode, multi-device…)

►

IETF - Web socket, Hypertext-Bidirectional (New Cloud WG to be confirmed)

►

ITIL V3 & Cloud life cycle service Management

APIs for managing cloud resources

API for Cloud Storage

Interoperability aspects

Model driven approaches for cloud services

portability, interoperability & reuse 

Cloud-provider /cloud-seller  & SLAs

Identity in the Cloud

Security aspects

2 Work Items, Use Cases & Requirements

►

OGF – Open Grid Forum

►

DMTF – Distributed Management Task Force

►

SNIA -

Storage Networking Industry Association

►

OCC – Open Cloud Consortium

►

GICTF - Global Inter-Cloud Technology Forum

►

OMG – Object Management Group

►

TM Forum – TeleManagement Forum

►

OASIS 

►

Cloud Security Alliance

►

ETSI - TC Cloud


Figure 1 -  Organization with Ongoing Standardization on Cloud Computing
1. Distributed Management Task Force (DMTF): DMTF’s Open Cloud Standards Incubator focused on standardizing interactions between cloud environments by developing cloud management use cases, architectures and interactions. This work was completed in July 2010 with the delivery of three white papers:

· Interoperable Clouds (DSP-IS0101, Nov. 2009)

· Use cases and Interactions for Managing Clouds (DSP-IS0103, June 2010)

· Architecture for Managing Clouds (DSP-IS0102, June 2010). 

The work has now transitioned to the Cloud Management Working Group, which aims to specify APIs (protocol, information model) for managing cloud resources’ lifecycle (IaaS).  The deliverables of the group are the following:

1) Cloud Service Management Models 

2) Cloud Management Interface Requirements (internal document)

3) Cloud Management Interface Specifications on Protocol, Operations, Security & Message:

a. HTTP REST-based protocol mapping spec

b. SOAP-based protocol mapping spec

c. WS-Man based protocol mapping spec (the WS-Management is a DMTF open standard defining a SOAP-based protocol for the management of servers, devices, applications and various Web services). 
The CMWG is expected to complete public drafts of the Cloud Service Management Model and one or more Cloud Management Interface Specifications during 2011 and finalized within 2012.

2. ITU:
· Focus Group on Cloud Computing (FG Cloud) was established further to ITU-T TSAG agreement and will complete its work within December 2011.  It will contribute with the telco aspects, i.e., the transport via telecom networks, security aspects, service requirements, etc., in order to support services and/or applications of “cloud computing” making use of telecommunication networks. Main activities are:

· Produce “Introduction to the cloud ecosystem: definitions, taxonomies, use cases, high level requirements and capabilities” document whose scope covers: Cloud Computing related definitions and taxonomies, business roles and main technical components of a Cloud ecosystem, a set of relevant telecommunication centric use cases, high level requirements and capabilities of a Cloud ecosystem.
· Produce a “Functional Requirements and Reference Architecture” document whose scope is to define the functional requirement and reference architecture of cloud computing, which includes the functional architecture, functional entities and reference points.

· Produce a “Infrastructure & network enabled cloud” document describing how service providers can leverage their network asset to address network availability and performance for secure end to end cloud services as well as  how ti evolve network resource allocation and control to more dynamic in order to meet the needs to provision on-demand cloud services. 

· Produce a “Cloud Security” document on security, topics such as “Security requirement and framework of cloud based telecommunication service environment” and “Security guideline for cloud computing in telecommunication area”

· Produce a Benefits document on value proposition of Cloud Computing in telecommunication ecosystems,  

· Focus Group on Future Network The group develops a document on framework of network virtualization, which is relevant to Cloud Computing.

· Study Group 13: is working on cloud related working plan in coordination with FG Cloud. Various work items are under consideration, including a new activity in Question 4/13, Requirements and frameworks for QoS enablement in the NGN on Resource Control and Management for Virtual Networks for Cloud Services (VNCs).
· Study Group 17: The following (proposed) work items of Question 8/17, Service oriented architecture security are relevant to Cloud Computing:
· X.ccsec, Security guideline for cloud computing in telecommunication area

· X.srfctse, Security requirement and framework of cloud based telecom service
3. Cloud Security Alliance (CSA) The Cloud Security Alliance is a not-for-profit organization with a mission to promote the use of best practices for providing security assurance within Cloud Computing, and to provide education on the uses of Cloud Computing to help secure all other forms of computing. The Cloud Security Alliance is led by a broad coalition of industry practitioners, corporations, associations and other key stakeholders. The Cloud Security Alliance is comprised of many subject matter experts from a wide variety disciplines, united for these objectives:
· Promote a common level of understanding between the consumers and providers of cloud computing regarding the necessary security requirements and attestation of assurance.

· Promote independent research into best practices for cloud computing security.

· Launch awareness campaigns and educational programs on the appropriate uses of cloud computing and cloud security solutions.

· Create consensus lists of issues and guidance for cloud security assurance.

The Trusted Cloud Initiative will help cloud providers develop industry-recommended, secure and interoperable identity, access and compliance management configurations, and practices. The Trusted Cloud Initiative will develop reference models, education, certification criteria and a cloud provider self-certification toolset.

4. TM Forum has created in 2010 the Cloud Service Initiative, with the primary objective to help the industry to define an ecosystem of major buyers and sellers who will collaborate to define a range of common approaches, processes, metrics and other key service enablers for creating a vibrant commercial marketplace for cloud based services, to remove barriers to adoption based on industry standards. The Cloud Services Initiative delivers: 

· An Ecosystem of enterprise customers, cloud service providers and technology suppliers that enable the commercialization of this major business opportunity 

· Business guidance including benchmarks and service quality metrics 

· Technical agreements – many in collaboration with other industry groups 

5. OASIS (organization for the Advancement of Structured Information Standards drives the development, convergence and adoption of open standards for the global information society. OASIS sees Cloud Computing as a natural extension of SOA and network management models and the group IDCloud was created to address the serious security challenges posed by identity management in cloud computing. The TC identifies gaps in existing identity management standards and investigates the need for profiles to achieve interoperability within current standards. It performs risk and threat analyses on collected use cases and produces guidelines for mitigating vulnerabilities
6. Open Grid Forum (OGF) OGF is an open community committed to driving the rapid evolution and adoption of applied distributed computing. Applied Distributed Computing is critical to developing new, innovative and scalable applications and infrastructures that are essential to productivity in the enterprise and within the science community. OGF accomplishes its work through open forums that build the community, explore trends, share best practices and consolidate these best practices into standards. The Open Cloud Computing Interface (OCCI) Working Group was originally initiated to create a remote management API for IaaS model based Services, allowing for the development of interoperable tools for common tasks including deployment, autonomic scaling and monitoring. It has since evolved into a flexible API with a strong focus on integration, portability, interoperability and innovation while still offering a high degree of extensibility. The current release of the Open Cloud Computing Interface is suitable to serve many other models in addition to IaaS, including e.g. PaaS and SaaS.
7. Open Cloud Consortium (OCC) supports the development of standards for cloud computing and frameworks for interoperating between clouds; it develops benchmarks for cloud computing and supports reference implementations for cloud computing, preferably open source reference implementations.
8. ETSI The goal of ETSI TC CLOUD (previously TC GRID), created on June 2010 is to address issues associated with the convergence between IT (Information Technology) and Telecommunications. The focus is on scenarios where connectivity goes beyond the local network. The work is still at early stage.
9. Storage Networking Industry Association (SNIA) has created the Cloud Storage Technical Work Group for the purpose of developing SNIA Architecture related to system implementations of Cloud Storage technology.

10. Object Management Group (OMG) has created a cloud specification focused on modeling deployment of applications & services on clouds for portability, interoperability & reuse. 

11. Internet Engineering Task Force  (IETF) is likely to create a new working group on cloud computing. Cloud bar BoF was held at several IETF meetings but the group is not yet established.

12. ISO/IEC JTC1 SC27 (IT Security techniques) SC27 decided to establish a six-month study period to investigate the security requirements for cloud computing and what would be a feasible programme of standards work to meet these requirements.  This study period will involve three of the SC 27 working groups in order to consider the many different aspects of cloud computing security.
13. ISO/IEC JTC1 SC38 (Distributes Application Platforms and Services). Within the scope of this group:
1. Web Services,

2. Service Oriented Architecture (SOA), and

3. Cloud Computing (Study Group) (replaced by CCSG new ToR)

1) Provide a taxonomy, terminology and value proposition for Cloud Computing.

2) Assess the current state of standardization in Cloud Computing within JTC 1 and in other SDOs and consortia beginning with document JTC 1 N 9687.

3) Document standardization market/business/user requirements and the challenges to be addressed.

4) Liaise and collaborate with relevant SDOs and consortia related to Cloud Computing.

5) Hold open meetings to gather requirements as needed from a wide range of interested organizations.

6) Provide a report of activities and recommendations to SC 38.

14. National Institute of Standards and Technology (NIST) Cloud Computing Project:  NIST’s role in cloud computing is to promote the effective and secure use of the technology within government and industry by providing technical guidance and promoting standards.

15. W3C:  Cloud computing and possible role of W3C was addressed in March 2010 W3C Advisory Committee but no concrete activity is started so far within the Consortium. Anyway to be mentioned that W3C HTML5 (HTML5 is the next major revision of the HTML standard and like its immediate predecessors, HTML 4.01 and XHTML 1.1, HTML5 is a standard for structuring and presenting content on the World Wide Web) plays a big role in cloud, having some amazing new features like local database, offline storage, canvas etc. to be referenced in the cloud paradigm.

16. The Information Technology Infrastructure Library (ITIL) is a set of concepts and practices for Information Technology Services Management (ITSM), Information Technology (IT) development and IT operations. ITIL gives detailed descriptions of a number of important IT practices and provides comprehensive checklists, tasks and procedures that any IT organization can tailor to its needs. ITIL is published in a series of books, each of which covers an IT management topic.

17. The Global Inter-Cloud Technology Forum (GICTF) is a Japanese organization aimed at bringing together the knowledge of industry, academia and government, and supporting R&D and feasibility tests on the technologies related to interworking between cloud systems. GICTF aims to promote standardization of network protocols and the interfaces through which cloud systems interwork with each other, and to enable the provision of more reliable cloud services than those available today.
18. The Institute of Electrical and Electronics Engineers (IEEE) is the world’s largest professional association dedicated to advancing technological innovation and excellence for the benefit of humanity. The IEEE Standards Association (IEEE-SA) is a leading consensus-building organization that enables the creation and expansion of international markets, and helps protect health and public safety. In April 2011, IEEE-SA launched its Cloud Computing Initiative which proposes the development of a guide and standard of cloud computing. Two projects are under consideration: IEEE-P2301 is targeted to produce a guide for cloud portability and interoperability profiles. IEEE-P2302 is targeted to define a range of standards to ensure interoperability between cloud services. It is unclear yet what business cases and which industry (IT or Telecom) companies are behind this effort.

6. OMA Enablers and Cloud Computing Paradigm
OMA Enabler APIs must support the configuration, monitoring/reporting, and setting of operational status by multiple customers for different end user sets in order to be properly usable in a Cloud Computing environment.  Customers will be charged for use of the provider’s resources, so customers should be given the tools to optimize these costs.  Different providers will charge potentially based on many factors, such time (e.g., monthly basis) either under contract or while the application is actually active, number of CPU cycles used, amount of storage used, number of messages sent/received, number of end users.

So the first capability needed by customers is to START and STOP the operation of the application for its end users.  That is, each customer should be able to decide when its end users should be able to access/use the application.

Secondly, customers need to monitor how the application is using resources so the customer can decide if any modifications are needed (to lower the future cost to the customer).  Each enabler is dependent on different parameters so each WG must decide which usage values need to be tracked or monitored by an implementation, and exposed to customers through an API.  Some generic (i.e., non-enabler specific) values might be the number of permitted (active) end users or number of messages sent/received per unit time.  Some enabler specific parameters might be the number of active IM partners or the number of email addresses per end user in CAB.

The third capability customers need is to be able to set/configure various parameters.  Each WG must decide what parameters affecting an enabler’s operation should be exposed to customers.

6.1 Billing, Charging and Payment

6.1.1 General Charging Model and Requirement in Cloud Computing
Charging is essential to the success of the Cloud Computing, especially SaaS service model. 

The charging models of the Cloud Computing include:

· Freemium (free basic level with premium for upgrade)

· Monthly subscription per user

· Monthly subscription per application

· Pricing per transaction (e.g. per insurance claim processes)

· Pricing per business entity (e.g. per branch office)

· Pricing to display advertising

· Pricing a base package with extra pricing for excess usage (similar to mobile phone model)

· Pricing associated services which are available from the platform

· Pricing per MByte of storage used

· Pricing per MByte of upload / download traffic

Cloud Computing, especially SaaS charging plans can be the result of combining the charging of individual elements of the application, e.g.:

· Specific functional modules
· Whether or not to have mobile access to the service

· Availability of a specific workflow

· API availability,
· Report runs
· Database/file storage allowances
The SaaS application developers create the 'hooks' to delineate application features, which are available for aggregation into specific editions (e.g. Bronze, Silver, Gold and Platinum) to be offered to end users.  The subscriber management and charging engines complete the monetization process.

The individual OMA Enablers need to provide the subscriber management and charging engines with the information to support the above charging models and charging plans.

The charging system environment, including not only the Charging Enabler but also the other OMA Enablers, needs to be robust enough to handle both aspects of customers and end users.
6.1.2 Gaps in the General Reference Model of OMA Mobile Commerce and Charging
OMA Mobile Commerce and Charging is based on a general reference model as shown in Figure 2: M-Commerce Model:
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Figure 2: M-Commerce Model

The four roles identified by the general reference model are:

· The Customer who wishes to obtain goods or services

· The Merchant who provides goods or services

· The Issuer who provides the consumer with a means to pay for the goods or services

· The Acquirer with whom the merchant interacts to receive funds for the goods or services

Although the model was designed to be as general as possible, and to be applicable to all forms of payment and charging, under the multi-tenant service model (i.e. IaaS / PaaS / SaaS) in the cloud computing environment, this model may not be completely adequate.

For example, the SaaS service provider, e.g. Restaurant Finder example in Chapter 4, needs to deal with two categories of customers:

· Direct customers: i.e. the travel agency “X” and the local Yellow Page provider “Y”

· Indirect customers: the end users who use the service offered on behalf of X and Y

A new reference model may be needed to reflect this type of multi-tenancy relationship among the SaaS provider, the direct customers, and the indirect customers (i.e. end users).

The MCC Enabler may also need corresponding revision according to the new model for cloud computing.

OMA may also want to work on corresponding billing and payment functions if no other SDO will address it.
6.2 Access to Content
6.2.1 Content Access Characteristics in Cloud Computing

With Cloud Computing, the content (including computing resources and their data) are no longer stored on one's personal computer, but are hosted elsewhere to be made accessible from any location / device and at any time. The essential characteristics of accessing the content in cloud include virtualization and multi-tenancy.

6.2.1.1 Virtualization

Cloud Computing leverages virtualization technologies where computing resources, e.g. application and software, services, content and data, are virtualized and made available to the users from any location and device over any network. The virtualized application and service result in a unified virtual experience for end-users.. For example, cloud gaming (e.g. OnLive, Gaikai etc.) brings a brand new user experience compared to traditional premium gaming or online gaming. The access to the virtualized type of content is a new challenge compared to traditional content access approach (e.g. CDN). Virtualization further requires minimum capabilities on the terminal side there by allowing low-end devices to consume high profile services.
6.2.1.2 Multi-Tenancy Model

Cloud computing is built upon multi-tenancy technology where a single application instance using the same hardware resources (CPU, memory, network etc.) effectively serves multiple tenants (companies or departments at the same company) at runtime, and morphs at runtime for any particular tenant at any given time.  Multi-tenancy is a meta-data driven architectural approach that is designed to virtually partition the runtime engine (its data and configuration), and allowing multiple tenants to share a runtime engine. This gives rise to new challenges compared to traditional serving the content for a dedicated single tenant in terms of subscriber management, authentication and authorization, access control and user profile management, etc.
6.2.2 Gaps in OMA Access to Content

OMA Enablers in Access to Content area include Mobile Codes (MC), PushREST, Rights Management (DRM, SCE and SRM), Mobile Augmented Reality (MobAR), Telco’s App Store (TAS) and historically DCD, BCAST, MobAd etc. All those OMA Enablers provide traditional content access with fundamental platform functions, such as content protection, content delivery, etc., however, virtualization (especially virtual experience) and multi-tenancy support need to be addressed on the top.
The first gap is to support virtualized user experience which requires not only the traditional content (data) but also the computing resources, i.e. applications and services, to be virtualized and made available to the users from any location and device over any network. The virtualized application and service requires the repeated user interaction with the cloud, and thus make the virtualized experience be “dynamic” in nature compared to “static” content in traditional content access and delivery. Thus the content access and delivery model in OMA Enablers, e.g. DCD and BCAST for static content, is not applicable any more. And the content protection model in DRM / SCE / SRM may also need to be analyzed whether or not this “dynamic” content model of virtualized user experience can be well supported.
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Figure 3: Static Content Model v.s. Dynamic Content Model
The other gap is to support multi-tenancy which requires a meta-data driven architectural approach in order to virtually partition the runtime engine, data and customization of multiple tenants. In this model, compared to the traditional model of two actors of client (end user) and server (service provider), there are three actors including client (end user), server (cloud service provider) and virtual service provider (tenants of server). The traditional model’s basic functions, such as subscriber management, authentication and authorization, access control and user profile management, content generation and storage management, and administrative functions (configuration and operations) all need to be revisited in order to be applicable to the new multi-tenancy model with three actors.
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Figure 4: Traditional Client-Server v.s. Multi-Tenancy
7. Security
7.1 Platform as a Service (PaaS) Specifics
7.1.1 Enablers Security Architecture
Platform as a Service (PaaS) providers deliver an integrated enabler stack as the runtime environment for the enabler.  PaaS provides also additional enabler building blocks. For example a PaaS Enterprise Service Bus (ESB) may provide both asynchronous messaging as well as message routing.  The Cloud Reference Model in Domain 1 of the CSA Security Guide describes these building blocks as the Integration and Middleware layer.  The relevant layers are shown in the following excerpt of the Cloud Reference Model.
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Figure 5: Cloud Reference Model Enabler Capabilities Provided by PaaS
Even though the PaaS platform’s enabler building blocks are similar to their traditional enterprise counterparts, the multi-tenant nature of the cloud computing environment requires the enabler’s assumption about trust to be re-evaluated.  For example, securing the messages on the ESB becomes the responsibility of the enabler because controls, such as segmenting ESBs based on data classification, may not be available in PaaS environments. PaaS providers may also offer built-in enabler security controls within their programming environment to help developers avoid known enabler vulnerabilities.

The specific building blocks offered by PaaS providers are platform dependent, but range in abstraction from the programming language to high level components such as work flow engines.
7.1.2 Securing Message-Level Communication
Even though the PaaS platform’s service bus is functionally and architecturally  equivalent to an ESB, the multi-tenant nature of the PaaS platform means enablers cannot make assumptions about trusting messages put on or taken off the ESB, as the PaaS platform’s service bus will be shared.  For SOAP-based messages, standard protocols such as WS-Security can and should be used.  
7.1.3 Additional Requirements for Handling Sensitive Information
PaaS platforms may provide logging components as part of the platform. While the details of these are platform specific, all share the attribute that the log storage is external to the CPU resource.  When sensitive or regulated data is logged for debugging purposes, the data needs to be protected through the use of enabler provided cryptographic controls, for example. Additionally, audit log retention based on regulatory compliance requirements must be implemented.
7.1.4 Managing Enabler Keys
PaaS platforms require credentials, typically either an enabler  token or key, to  identify a valid account. These credentials must be passed on for all API calls to the platform itself and for calls to services within the PaaS environment from the hosted enabler.  The enabler key must be maintained and secured along with all other credentials required by the enabler.
7.2 Cloud-based Identity and Access Management
Managing identities and access control for enterprise applications remains one of the greatest challenges facing IT today. It has been identified in [CSASEC] that the following major Identity & Access Management (IAM) functions are essential for successful and effective management of identities in the cloud:
· Identity provisioning / deprovisioning

· Authentication & federation

· Authorization & user profile management

· Support for compliance 
The cloud delivery models call for IT departments and the cloud service provider to jointly extend the organization’s IAM practices, processes, and procedures to cloud services in ways that are scalable, effective, and efficient for both the provider and its customers. For OMA, IAMs for SaaS and PaaS are more relevant and will be the focus of discussion below.

7.2.1 Identity Provisioning
Organizations adopting SaaS services require provisioning of business users with rapid turnaround. If the business relies on a third party to support outsourced business processing, it will require provisioning of third party users. Businesses may also dictate provisioning of users with varying levels of privilege required by their job functions.
Regarding identity, PaaS providers may fall into 2 categories: have an established identity provider service for users; or rely on customers to provide their own identity, i.e. leveraging their existing identity provisioning.
7.2.2 Authentication
Many enterprise applications require that users authenticate before allowing access.  In the cloud environment, authenticating users in a trustworthy and manageable manner becomes an additional challenge. Organizations must address authentication-related challenges such as credential management, strong authentication, delegated authentication, and trust across all types of cloud delivery models

SaaS and PaaS providers typically offer built-in authentication services to their applications or platforms, and alternately support delegating authentication to the enterprise.

Enterprise customers can consider authenticating users with the enterprise’s Identity Provider (IdP) and establishing trust with the SaaS vendor by federation. Individual user can consider using user-centric authentication such as OpenID to enable use of a single set of credentials at multiple sites.
7.2.3 Federation
In the cloud-computing environment, federation of identity plays a key role in enabling allied enterprises to authenticate, provide single or reduced sign-on, and exchange identity attributes between the Service Provider (SP) and the Identity Provider (IdP). Organizations considering federated identity management in the cloud should understand the various challenges and possible solutions to address those challenges with respect to identity lifecycle management, authentication methods, token formats, and non-repudiation.

7.2.4 Access Control and User Profile Management
Access control and user profile management are more challenging with cloud services because the information sources may be hosted somewhere other than the cloud service that needs them. Customers need to identify trusted sources for this information and secure mechanisms for transmitting the information from the trusted source to the cloud service.

7.2.5 Compliance
For customers who rely on cloud services, it is important to understand how Identity Management can enable compliance with internal or regulatory requirements.For SaaS and PaaS, well designed identity management can ensure that information about accounts, access grants, and segregation of duty enforcement at cloud providers, can all be pulled together to satisfy an enterprise’s audit and compliance reporting requirements. 
7.2.6 Related OMA Works
Enabler SEC CF (Application Layer Security Common Functions) v1.1 supports delegated authentication for Web services. The WI Autho4API (Authorization Framework for Network API) addresses delegated authorization for the third party application to access user resources by referencing and profiling IETF OAuth2.0. Both may help OMA enablers to address identity and access management in the Cloud environment.  
7.3 Gaps in the OMA Security Architecture for Cloud Computing
 REF _Ref287500837 \h 
 illustrates the OMA security architectural elements and related interfaces defined in SEC_CF 1.1.

Figure 6: Overview of the SEC_CF Architecture
The following architectural elements are defined:
· Security Agent (SECA): This element is the entity through which an application or a user interacts with a requesting resource.
· OMA Security Gateway (OSG): This element provides security services such as authentication, encryption and integrity protection for any requesting resource that makes use of the SEC_CF. OSG can be integrated into the resource utilising SEC_CF or it can deployed as a separate entity that can provide services to a number of resources that can be reached via an OSG.
Requesting resource is an OMA Enabler that requests security services defined in SEC_CF (e.g., authentication of a user) from OSG . Requesting resource is not defined in SEC_CF.
The following interfaces are defined between the architectural elements in the SEC_CF:
· SEC-1: This interface connects a SECA to an OSG. If a requesting resource selects an application specific protocol to be implemented, then that protocol can be secured using the security mechanisms implemented by SEC-1.
· SEC-2: This interface securely connects an OSG to another OSG. This interface can be used for distributed enabler deployments where the SECA connects to a requesting resource in a visited domain via the home OSG.
· SEC-3: This is an I0 interface that connects an OSG to a requesting resource in cases where the OSG is not fully integrated into the requesting resource. Its definition is out of the scope of SEC_CF1.1.
7.3.1 Gap of SEC_CF1.1 Security Architecture for the Cloud Environment
1) The definition of SEC-2 needs to be extended to reflect the secure interoperation of different enablers in PaaS platforms. For example, for SOAP-based messages, standard protocols such as WS-Security can and should be used. 

2) For Security (e.g., Identity) as a Service in the Cloud, OSG will be a separate entity (potentially provided by a third party) from the Requesting Resource. Therefore SEC-3 should be defined in OMA to allow the secure interoperation between OSG and the Requesting Resource.  In fact, SEC-3 should be exposed by OSG instead.

3) PaaS platforms may provide logging components for security reviews as part of the platform. The log storage is external to the CPU resource and may be implemented in a separate enabler. The log data should be protected, e.g., through the use of enabler provided cryptographic controls. Audit log retention based on regulatory compliance requirements must also be implemented. These needs to be addressed at both the Requesting Resource (through OSG and SEC-2) and SECA (through SEC-1).
4) PaaS platforms require credentials, typically either an enabler token or key, to identify a valid account. These credentials may be passed on for all API calls to the platform itself and for calls to services within the PaaS environment from the hosted enabler. Therefore SEC-1 and SEC-2 (for enabler to enabler services) need to be revisited to take this into account. 

5) SaaS service provider may need to deal with two categories of customers: Direct Customers and Indirect Customers (i.e., the end users). The SEC-1 interface may need to be revisited to reflect this type of multi-tenancy relationship among the SaaS provider, the direct customers, and the indirect customers. 
7.3.2 Gap in the OMA Identity Access Management for Cloud Computing
The following gap analysis is more specific to identity and access management:

1) Organizations considering federated identity management in the cloud should understand the various challenges and possible solutions to address those challenges with respect to identity lifecycle management, authentication methods, token formats, and non-repudiation. In particular, token formats need to be considered in OMA enabler security to support federated identity management in the cloud. Cloud providers should have the flexibility to accept the standard federation formats from different identity providers.  Some type of federation gateway should be considered in the OMA security architecture. For example, the function of OSG may need to be enhanced to address this issue.
2) OMA enablers must address authentication-related challenges such as credential management, strong authentication, delegated authentication, and trust across all types of cloud delivery models.  SEC CF 1.1 supports delegated authentication for Web services, in which OSG will act as a trusted party to authenticate SECA implemented in User Agent for Requesting Resource residing in the web server.  Currently only OpenID with GBA (the profile of GBA interworking with OpenID) is supported for the delegated authentication.  Extension to non-GBA based delegated authentication mechanisms needs to be addressed.
3) Access control and user profile management are more challenging with cloud services because the information sources may be hosted somewhere other than the cloud service that needs them.  The OMA WI Autho4API(Authorization Framework for Network API) intends to address delegated authorization for the third party application to access user resources by referencing and profiling IETF OAuth2.0.  Further investigation is needed to determine if this WI will address all access control issues in the cloud environment.
7.4 Conclusion
Cloud Computing affects various systems that most OMA Enablers depend on.In order to meet security requirements of Cloud Computing, it is recommended to extend the OMA Security area to:
1. Study and develop multi-tenancy security from application layer to ensure that the data of different tenants are securely isolated.
2. Study and develop IAM (Identity and Access Management), identity federation and SSO in Cloud.
3. Evaluate and extend OMA SEC_CF1.1 (Application Layer Security Common functions) and Autho4API1.0 (Authorization Framework for Network APIs) to meet the requirements of cloud Computing.
8. OMA Service Access Interfaces and Cloud Computing
8.1 OMA Network APIs
8.1.1 General API Requirement in Cloud Computing
Cloud APIs are a mechanism by which software can request information or actions from one or more Cloud Computing Platforms. Cloud APIs are most commonly written to expose their interfaces as REST and/or SOAP.

Cloud APIs are segmented into Infrastructure, Platform, Software.
· Infrastructure Cloud APIs provide methods of changing aspects of the Cloud's Infrastructure. Infrastructure Cloud APIs will perform functions such as provisioning (creating, re-creating, moving, or deleting components - like Virtual Machines), configuration (assigning or changing attributes of the infrastructure such as memory and CPU allocations, network settings, disk space and volumes). These components and their common use is referred to as Infrastructure as a Service (IaaS).
· Platform Cloud APIs provide an interface into a specific Cloud capability provided by one or more enablers explicitly created to enable that capability. Databases, Messaging Platforms, Maps,  Content, E-Commerce, Storage, security, charging, presence, user or device profiles, location, internal bus, network access non-applications are all examples of Platform Cloud APIs. These services are commonly referred to as Platform as a Service (PaaS).
· Software Cloud APIs provide methods to interface and extend applications on the web. Software Cloud APIs connect to applications such as CRM, ERP, Accounting, Help Desk. These Applications are delivered as Software as a Service (SaaS).
8.1.2 OMA Network APIs in Cloud Use Cases
These use cases describe exposure to the external clients and they do not address internal deployment scenarios regarding cloud infrastructure and how they connect to the backend systems within their respective domains.

Use Case 1: Service Enablers in a Public Cloud Infrastructure

The OMA specifies service enablers, which provide standardized components to create an environment in which services may be developed and deployed.  The OMA enablers, the decomposition into these components and the interactions between them comprise the OSE (OMA Service Environment). A service enabler expose APIs to applications for reusing offered network services while at the same time taking over the control and execution towards the underlying service and network layer. 

A service enabler such as CPM enabler, XDM enabler can run on a virtual machine in the cloud. In a clustered environment, a service enabler set up may spawn multiple virtual machines across one or more servers. Identities are accounted and administered by the cloud to manage service enablers and their applications.
Applications can invoke APIs with administrator identities to manage these service enablers and APIs with deployer identities to manage the deployment lifecycle of applications running in the service enablers. 

Use Case 2: Federated Single Sign-On and Attribute Sharing

There are multiple applications hosted in the cloud. Considering a cloud platform as a single security domain, then a collection of cloud platforms encompass multiple security domains. A user in one domain should be able to access applications hosted in another domain as long as a trust relationship exists between the two cloud platforms.

APIs with Federated Single Sign-On (SSO) is achieved with multiple cloud platforms.
Use Case 3: Multi-Tenant Model
Cloud computing is built upon multi-tenancy technology where a single application instance using the same hardware resources (CPU, memory, network etc.) effectively serves multiple tenants (companies or departments at the same company) at runtime, and may change at runtime for any particular tenant at any given time.
8.1.3 Potential OMA Network API Requirements
OMA Network APIs include PSA, ParlayREST, PXPROF, NGSI, PushREST, SUPM, RC APIs, Autho4API, Game Service API, CAB API, OpenCMAPI etc. All those OMA Network APIs provide traditional interface access with fundamental platform functions, however multi-tenancy support need to be addressed on the top.

One requirement is to support identification across multiple applications hosted in the cloud. Developers only need to develop hosted applications one time through new APIs accessing service enablers.
Another requirement is to support multi-tenancy. In the multi-tenancy model, compared to the traditional model of two actors of client (end user) and server (service provider), there are three actors including client (end user), server (cloud service provider) and virtual service provider (tenants of server).
8.2 Widget and Web Runtime Support

The impacts of Widget and Web Runtime support to Cloud Computing are largely limited to:
1. About Cloud Services, issues are the ability to know the device/user-agent and their characteristics (UAProf, DPE).

2. About Service Access, issues are user-agent support for things such as OAuth, or authentication/authorization in general (a common concern, usually left above the OMA service enabler layer).

In summary, most of the dependencies on the device (Web runtime, as browser or widget runtimes) are basic to the nature of the Web and nothing special is required, beyond support for the OMA enablers mentioned above. 

Background related to item (2) above: for widget runtimes (as compared to Web browsers) we are working through some known issues (e.g. with OAuth and HTTP redirect-dependent services in general) and expect there to be changes to the W3C Widgets specs to address these issues, or at least workarounds developed via Javascript frameworks if possible. Typical timelines would put the W3C work completing in early 2012 and moving to Proposed Recommendation later that year, once two implementations are verified by W3C.

9. Recommendations to OMA BOD

9.1 Wrap up and Conclusions

There are many initiatives currently in the Cloud Computing standardization arena, and some of them are producing some results. This White Paper has addressed some areas of the Cloud Computing more relevant to OMA’s area of interest. Based on the detailed analysis of existing efforts in other SDOs, and the nature of Cloud Computing, the following general considerations are applicable to all OMA Enablers:

· The first capability needed by customers is to START and STOP the operation of the application for its end users.  Each customer should be able to decide when its end users should be able to access/use the application.
· Secondly, customers need to monitor how the application is using resources so the customer can decide if any modifications are needed (to lower the future cost to the customer).  Each enabler is dependent on different parameters so each WG must decide which usage values need to be tracked or monitored by an implementation, and exposed to customers through an API, e.g. KPI.  Some generic (i.e., non-enabler specific) values might be the number of permitted (active) end users or number of messages sent/received per unit time.  Some enabler specific parameters might be the number of active IM partners or the number of email addresses per end user in CAB.

· Including but not limited to multi-tenancy purpose, the third capability customers need is to be able to set/configure various parameters, such as maximum number of end users.  Each WG must decide what parameters affecting an enabler’s operation should be exposed to customers.

· The fourth capability is that each individual OMA Enablers need to provide the charging engines with the information to support the appropriate charging models and charging plans. The charging system environment, including not only the Charging Enabler but also the other OMA Enablers, needs to be robust enough to handle both aspects of customers and end users.
9.2 Recommendations to OMA Board 

It is recommended to accelerate the Cloud Computing activities inside OMA in order to better address the potential opportunities based also on the detailed analysis of existing efforts in other SDOs, 

Currently the following areas of interest have been identified as potential future developments opportunities:

1. The development and support of Cloud Computing related O&M functionality with OMA enablers (e.g. dynamic resource allocation, multi-tenancy awareness, high availability/load balancing support, performance/fault metrics and tracking, virtualization).
2. To extend the OMA Mobile Commerce and Charging area:

Possible gaps have been identified in OMA Mobile Commerce and Charging model; it is recommended that the OMA further investigate the MCC related work items for analyzing the technical gaps in further granularity so as to assess the best technical approach to

· Support the new reference model of multi-tenancy relationship among the SaaS provider, the direct customers, and the indirect customers (i.e. end users)
· The corresponding revision of MCC Enabler according to the new model for cloud computing
· The need of new work item in OMA to address the corresponding billing and payment functions
3. To evaluate the need of developing new activities/work item to enable the “Virtualized Experience” in Cloud Computing:

In the OMA Access-to-Content area some gaps have been identified in the existing capabilities therefore it is recommended to evaluate new OMA activities related to this area. Specifically, the focus should be on enabling:

· The support of virtualized applications and services in cloud

· The support of dynamic content result from the user interaction with the virtualized applications and services

· The support of multi-tenancy operational model
4. To extend the OMA Security area to:
· Study and develop multi-tenancy security from application layer to ensure that the data of different tenants are securely isolated
· Study and develop IAM (Identity and Access Management), identity federation and SSO in Cloud.
· Evaluate and extend OMA SEC_CF1.1 (Application Layer Security Common functions) and Autho4API1.0 (Authorization Framework for Network APIs) to meet the requirements of cloud Computing
5. Finally it is recommended to work more on the SDOs gap analysis in order to classify which SDO are more relevant to OMA (e.g.  in terms of architecture definition, APIs, etc)  in order to start a dialogue/collaboration  with them for definition of possible synergies in the cloud services arena.
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Organizations with ongoing standardization activities on Cloud Computing



		ISO / IEC-JTC 1; SC 38: Distributed Application Platforms and Services (SOA, WS, Cloud)

		ITU-T - Cloud Computing Focus Group (TSGA) for cloud Telco vision

		NIST - National Institute of Standards and Technology 

		W3C – activities on HTML-5 (offline mode, multi-device…)

		IETF -  Web socket, Hypertext-Bidirectional (New Cloud WG to be confirmed)

		ITIL V3 & Cloud life cycle service Management



		OGF – Open Grid Forum

		DMTF – Distributed Management Task Force

		SNIA - Storage Networking Industry Association

		OCC – Open Cloud Consortium

		GICTF - Global Inter-Cloud Technology Forum

		OMG – Object Management Group

		TM Forum – TeleManagement Forum

		OASIS 

		Cloud Security Alliance

		ETSI -  TC Cloud
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