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1. Scope

This document is the continuation of OMA Cloud Computing White Paper v1.0, i.e. the study of how OMA enablers need to be modified to be useful in the Cloud Computing environment. The scope of this new version v2.0 focuses on:

· More detailed gap analysis with other SDOs and starting a dialogue / collaboration with them
· More gap analysis on other OMA areas, e.g.:

· Person-to-Person Communication area
· Service Customization area
· End-to-end Efficiency aspect

· More recommendations of the future work in OMA

The goals of such analysis and recommendation in this White Paper are:
· to consider a cloud delivery model as a converged platform to deliver IT and communication services over any network (fixed, mobile,..) and used by any connected devices (PC, TV, Smart Phone, M2M…). 
· to facilitate the operators to deliver a rich set of communication services  (voice & video call, audio, video & web conf, messaging, unified communication, content creation,  broadcasting...). Moreover the network services  should be seen as smart pipes “high-grade network” for cloud services transport and cloud interconnection (inter-cloud) in order to guarantee secure and high performance end-to-end QoS for end users (considered as an important key differentiator for telecommunication players).
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3. Terminology and Conventions

3.1 Conventions

This is an informative document, which is not intended to provide testable requirements to implementations.

3.2 Definitions

	Cloud Computing
	Cloud computing is a model for enabling convenient, on-demand network access to a shared pool of configurable computing resources (e.g., networks, servers, storage, applications, and services) that can be rapidly provisioned and released with minimal management effort or service provider interaction [NIST].


3.3
Abbreviations

	KPI
	Key Performance Indicator

	NIST
	National Institute of Standards and Technology

	OMA
	Open Mobile Alliance

	
	

	
	


4. Introduction

Cloud computing is a relatively new method of software delivery that has been evolving for a number of years. The advent and acceptance of Cloud-based services spans beyond just the core technology providers in the software landscape and connects companies across different industry sectors. OMA Cloud Computing White Paper v1.0 [OMACLOUD10] has introduced the service model, technology enablers and its economy of scale of Cloud Computing. In addition, an overview has been given on PaaS, OSE and PSA Framework, Mobile Internet and SaaS models respectively.

There are more than 20 SDOs working on the standardization of various aspects of Cloud Computing, ranging from cloud resource management to cloud storage, identity management, security etc. Different industry players are actively driving the progress with different strategies. For example, traditional IT player (e.g. IBM) is playing the dual role of both technology provider and service provider. New entrant service providers (e.g. Amazon and Google) are pushing on new roadmap and technology innovations. Telco operators are leveraging on core network assets (e.g. Network as a Service and large data centres). New technology vendors (e.g. VMWare) are emerging on the landscape.

The landscape of Cloud Standards activity, which is surveyed in [OMACLOUD10], is shown as follows:
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Figure 1 -  Organization with Ongoing Standardization on Cloud Computing
Clearly, Cloud Computing standard is currently being addressed by many SDOs in several flavours. However, it is also obvious that there is a lack of standardization activity for SaaS application enabler area for consumers, enterprises, vertical markets, etc.
With the growth of smart phones having wireless broadband capability (200 Million Plus subscribers), Mobile Internet and Cloud based consumer applications are pervasive (e.g. Facebook and Twitter). Cloud Computing is becoming a very important part of Mobile Internet. With the emergence of widgets, the most compelling form of mobile cloud applications, widgets will exponentially expand the market for mobile applications, introducing complex, rich user experiences to a new and much larger mobile consumer audience from the Cloud.
Being a leading provider of enabler specifications for mobile data services, OMA can have an important role in developing specifications to meet the market need and facilitate the deployment of Cloud-based applications and services in both fixed and mobile networks. OMA Enablers are in the role of communication building blocks of PaaS and SaaS to enable the service cloud of telco operators. OMA APIs are also the backbone of platform services.

The purpose of this new version 2.0 is to continue the analysis based on [OMACLOUD10], i.e. the study of how OMA enablers need to be modified to be useful in the Cloud Computing environment. The scope of such analysis includes:

· More detailed gap analysis with other SDOs and starting a dialogue / collaboration with them
· More gap analysis on other OMA areas, e.g.:

· Person-to-Person Communication area
· Service Customization area
· End-to-end Efficiency aspect

· More recommendations of the future work in OMA
Through such analysis, it is expected that recommendations be delivered to the OMA Board on potential OMA technical activities in support of the changes needed for Cloud Computing. These activities could include enhancements to existing OMA Enablers and APIs, and / or the development of new OMA Enablers and / or APIs.  Once these recommendations have been agreed by the OMA Board, it may decide to communicate them to the OMA Technical Plenary.
The remainder of this white paper is structured as follows:

· Section 5 analyzes ATIS CSF activities and recommends the collaboration between OMA and ATIS CSF

· Section 6 analyzes how well the current OMA enablers in Person-to-Person Communication area and Service Customization area support the Cloud Computing, and identifies specific gaps between current OMA Enablers and the needed support for Cloud Computing, or new functions required for new OMA Enablers. In addition, the End-to-End Efficiency aspect is also discussed.

· Finally in Section 7, future technical activities are recommended.

5. ATIS Cloud Service Forum 
The Alliance for Telecommunications Industry Solutions (ATIS) is a standards organization that develops technical and operational standards for the telecommunication industry. ATIS is headquartered in Washington, D.C. and accredited by the American National Standards Institute (ANSI).

ATIS has more than 200 member companies, including various telecommunication service providers, equipment manufacturers and vendors. ATIS encompasses numerous industry committees and forums, which discuss, evaluate and author guidelines concerning such topics as data security, network reliability, technological interoperability, subscription services and product labeling.
5.1 ATIS CSF Overview 
The ATIS Board recently approved the launch of the Cloud Services Forum (CSF). The Forum will focus, among other things, on the operators' provision of cloud services, and develop a framework to ensure integration of the network and IT. It will account for basic APIs in the control plane layer of the network rather than as a service on the network, define a minimum set of API requirements to expose between service providers, and define interoperability, security, and standardization, among other things, between service provider clouds.

Drawing upon business use cases that leverage Cloud Services' potential, the Forum will address industry priorities and develop implementable solutions for the evolving Cloud marketplace. Ultimately, the CSF will work to see that Cloud capabilities are quickly operationalized and managed cloud services can be offered across operator boundaries.
Representatives of major telecommunications service providers, network vendors and software developers make up the Forum, working to leverage core network and service attributes to adopt, advance and deliver Cloud Computing services. The work launched by this Forum will ensure that cloud services – as offered by service providers – are quickly operationalized to facilitate the delivery of interoperable, secure and managed services. 
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Figure 2 -  Internal Cloud NNI
Initial CSF objectives that are being discussed include:
· Cloud Service Interconnect for Content Distribution Networks (CDNs) between providers;
· Developing a framework to ensure the integration of the network and IT;
· Ascertaining basic APIs in the control plane layer of the network;
· Using industry input to define a minimum set of API requirements to expose between service providers; and
· Utilizing control plane layer interfaces to allow for a greater network role.
CSF’s official liaisons are:
· Other sister ATIS groups: IIF, PTSC, PRQC, OBF and TMOC
· ITU-T, TMF, IETF

The CFS deliverables include:
· Use Cases
· Requirements
· Functional Architecture
· Messaging Capabilities / Contents

More importantly, CSF will NOT write detailed standards.

CSF’s current plan is to work on:
· Tele-presence service (voice, video, multimedia)
· Virtual Private Network (VPN) service
· Cloud service aspects of:
· Logging, Auditing, and Performance Management
· Charging
· On-Boarding (checklist)
· Virtual Desktop Infrastructure (VDI)

5.2 ATIS CSF Charging

This section, including its texts and diagrams, are direct reference to ATIS CSF’s existing documents [ATISCSF-CHARGING].

ATIS CSF is defining Charging requirements for Inter-Service Provider cooperative arrangements for providing network-related Cloud Services for the purposes of:
· One SP billing another for service functions or resources rendered
· The Primary SP charging/billing its own users, both postpaid and prepaid

In order to achieve the goal, ATIS CSF will identify relevant existing standards that can be used in whole or part to support the Charging requirements, and identify the gaps that need to be addressed.

Currently, Inter-Service Provider cooperative arrangements focus on CDN (Content Distribution Networks), Tele-presence and VPN (Virtual Private Networks). The following Charging information will be covered:
· Conditions when everything is working normally
· Failures in the S-SP that prevent intended content delivery or storage
· QoS of content delivery that does not meet what the P-SP and S-SP agreed to as per their SLA
A high-level framework for the charging aspect of the inter-provider service cooperation is shown in Figure 3 - High Level Charging Framework: Direct Peer-to-Peer Arrangement, where a direct peer-to-peer arrangement is shown. This framework is intended to be no more complicated than is necessary in order to address charging needs.
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Figure 3 - High Level Charging Framework: Direct Peer-to-Peer Arrangement
One Service Provider, SP1, is utilizing service functionality or resources of another Service Provider, SP2, in order for SP1 to provide service to SP1’s own users. Those users may be physically connected to SP1’s network or SP2’s network. We shall refer to such an SP1 as acting in the role of the “Primary SP” (P-SP) and such an SP2 as acting in the role of the “Supporting SP” (S-SP). The Charging interface provides information for the purposes of:
· the S-SP being able to obtain compensation from (i.e., to bill) the P-SP
· the S-SP being able to provide usage information to the P-SP in sufficient detail for the P-SP’s own accounting needs with its users

The Charging interface is internal to the S-SP. It is assumed for charging purposes that:
· billing/charging a user for network access, whether tethered or roaming, is a separate concern from billing/charging for the cloud services and is out of scope of ATIS CSF
· the P-SP is exclusively responsible for billing its own users even though the S-SP is involved in providing service (e.g., content delivery) ;  the S-SP and its role is not exposed to the P-SP’s users from a charging/billing point of view
· given that a user may be prepaid, there is a need for the S-SP to notify the P-SP in real time whether a content delivery instance has failed, so that the P-SP can refund the user’s account right away; what defines ‘failure’ is left to specific P-SP -  S-SP business agreements and policy

For the sake of completeness, Figure 4 - High Level Charging Framework: Federated Arrangement shows a high-level framework for the charging aspect of the inter-provider service cooperation in the case of a federated arrangement.
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Figure 4 - High Level Charging Framework: Federated Arrangement
5.3 ATIS CSF Onboarding Checklist

This section, including its texts and diagrams, are direct reference to ATIS CSF’s existing documents [ATISCSF-CHECKLIST].

With emergence of Cloud Services, which could span across one or many cloud infrastructures managed by various providers, it is imperative that checklist be developed that will provide onboarding guidance and requirements for service providers and developers. The checklist is to be developed with the purpose to facilitate the following two functions from a cloud provider:
· ACCEPTANCE of services onto the Cloud platform and infrastructure
· Ongoing AUDIT of services on the Cloud platform and infrastructure
[Editor Note: those are ATIS CSF’s view. We need to revisit those strong words, e.g. “imperative”, to make sure our neutrality in this area.]
Checklist will be comprise of following vectors, each one of which will have relevant onboarding checklist that will facilitate the ACCEPTANCE/AUDIT purpose listed above. Each vector will then provide direction/course for services to be on-boarded onto the cloud infrastructure as well as ensure ongoing operations:
· Connectivity Vector: This will primarily focus on NNI between Cloud infrastructure as well as ACCEPTANCE/AUDIT checkpoints required for connectivity between services
· Compliance Vector: This will focus on Compliance of the services to requirements required for initial onboarding (ACCEPTANCE) as well for ongoing operations
· Compatibility Vector: This will focus on reducing the integration required for a service provider to onboard a new cloud service
· Contractual Vector: This will focus on reducing contract time required to procure new cloud services.  Standard licensing templates may be considered
· Conformance Vector: This will focus on the technical adherence of a cloud service to a specific standard.  It may also endorse one standard over another if multiple comparable solutions exist
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Figure 5 - Checklist Vectors
5.4 ATIS CSF Virtual Desktop Infrastructure (VDI)

This section, including its texts and diagrams, are direct reference to ATIS CSF’s existing documents [ATISCSF-VDI].

VDI (Virtual Desktop Infrastructure, also known as Virtual Desktop Interface) is the server computing model enabling desktop virtualization, encompassing the hardware and software systems required to support the virtualized environment. ATIS CSF’s VDI intends to develop a high-level architecture and a set of basic requirements of VDI services in both enterprise and consumer domain, including audio, video, and other plug-in services. It is expected that uniform implementation of VD will not only make add/move/change/update seamless, but also make switching of services/profiles among devices as easy as possible.
5.4.1 VDI in Enterprise Domain
The VDI use case in enterprise domain is shown in Figure 6 - Virtual Desktop Service in Enterprise Domain.
In the simplest form of the service, a Service Provider offers a hosted VD service to enterprises. The virtual desktops are hosted in the Service Provider’s data centre, whereas additional resources and data are actually hosted within the enterprise premises. Such resources can include but are not limited to applications and data storage, as well as physical resources such as printers, projectors etc. For example, in case where an employee is located within the enterprise premises and is using the remote desktop and needs to print a document in a local printer or needs to access a storage facility within the enterprise. Alternatively, the user might just need to access an application that is located within the enterprise premises.  In order to realize an end-to-end secure solution, the Service Provider provides a secure connection to the enterprise premises for the back-end of the virtual desktops. The connection can be an extension of an existing managed VPN service offered to the same enterprise (for example over VPLS/MPLS) or it can be a new service
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Figure 6 - Virtual Desktop Service in Enterprise Domain
Since more than one virtual desktop are hosted in the Service Provider’s data centre, one or multiple secure connections can be established between the Service Provider’s data centre and the enterprise data centre. One possible service instantiation assumes that all virtual desktops use the same VLAN within the Service Provider’s data centre and an L2 VPN service is used to extend this VLAN to the enterprise data centre. In alternate implementations, the enterprise might choose to partition virtual desktops between user groups (for example finance v.s. engineering), and different VLANs are assigned to each group of desktops. In this case, multiple VPN connections might be required between the Service Provider’s data centre and the enterprise data centre.

Note that enterprise resources might be hosted either in data centres owned by the enterprise or other hosting environments such a co-located facility or a third party data centre. In addition, the backend connection might need to connect the virtual desktop to more than one data centre and it can be based on a point-to-point (ELINE) or point-to-multipoint (ELAN) service. Alternatively connectivity can be also based on an L3 VPN. As we will identify later, the choice of networking technology will determine to a certain extend the types of services that can be offered to the enterprise.
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Figure 7 - Virtual Desktop Service across Service Providers
5.4.2 VDI across Service Providers
A more complete outline of the various actors in a generic use case is shown in Figure 7 - Virtual Desktop Service across Service Providers. An enterprise buys a virtual desktop service from Service Provider A, which is also identified as the Primary VDC Provider. The primary VDC can partner with one or more Supporting VDC Providers (Service Provider B). Depending on user location and or SLA requirements the virtual desktop of a user can move between the primary and supporting VDCs. Ideally the virtual desktop must be located as close to the end-user as possible, and if the primary VDC does not have a facility close to the end-user, it is possible to utilize the services of a supporting VDC. The same can be done in the case of disaster recovery or maintenance periods. The primary VDC can utilize the services of a supporting VDC if a power failure is likely to bring down the primary VDC.

An additional important consideration is that any VDC is also a network provider or can be buying network services from a partner network service provider.  For example in Figure 7 - Virtual Desktop Service across Service Providers, it is assumed that the Primary VDC also owns its own network and provides managed VPN services to the enterprise customer within their network. However, the Supporting VDC buys network connectivity from an independent network provider. Additionally some of the enterprise services that reside on a third party data centre are served by a separate network service provider.
5.4.3 VDI for Cloud-Hosted Telecommunication Terminals
One of the use cases of VDI in consumer domain is the cloud-hosted telecommunication terminals as shown in Figure 8 – Cloud-Hosted Telecommunication Terminals. In this case, the service providers develop and provide the virtual desktop and host the services to their customers. This allows the clients to use the telecommunication applications like local phone service, video calls, messages and address book, etc. using any device (phone, computer, set-top box), and the subscriber can keep the same phone number irrespective of where they physically are.
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Figure 8 – Cloud-Hosted Telecommunication Terminals
5.4.4 VDI for Cloud-Hosted Virtual Computer
Another use case of VDI in consumer domain is the cloud-hosted virtual computer as shown in Figure 9 – Cloud-Hosted Virtual Computer. Service providers can use virtual desktops to provide Computer communications services to their customers by allowing access to the virtual machine hosted service via the virtual desktop protocol. The subscription fees can depend on the utilization of the contracted computing resources, such as CPU utilization, memory capacity, disk quota, and their usage time and volume, etc,
[image: image10.emf]
Figure 9 – Cloud-Hosted Virtual Computer
5.4.5 VDI Standardization
ATIS CSF intends to standardize the methods for defining and extending the service both at the network and cloud control perspective.

5.5 ATIS CSF and OMA

OMA Board of Directors approved the recommendations proposed in OMA Cloud Computing White Paper 1.0 [OMACLOUD10], including:
· The development and support of Cloud Computing related O&M functionality with OMA enablers
· To extend the OMA Mobile Commerce and Charging area
· To evaluate the need of developing new activities/work item to enable the “Virtualized Experience” in Cloud Computing
ATIS CSF’s main focus on Onboarding / Checklist may be aligned with OMA’s need of the development and support of Cloud Computing related O&M functionality with OMA enablers.

ATIS CSF’s main focus on Charging demonstrates the synergy with OMA’s need of extending OMA’s Mobile Commerce and Charging area.

ATIS CSF’s main focus on VDI is partly overlapped with OMA’s newly approved work item WID 220 “Unified Virtual Experience” to enable the “Virtualized Experience” in Cloud Computing. 
Since ATIS is delivering the requirement while OMA has the expertise to develop the technical specification, it is recommended that OMA and ATIS CSF collaborate on those three areas.
6. Mobile Cloud Computing

The mobile telecommunications industry has developed at a rapid pace in recent years in terms of market size and number of devices. Including devices such as the Kindle, the iPhone, the Android and other smartphones, web-enabled tablets, GPS systems, video games and wireless home appliances, the growth of the mobile web has been exponential — and we’re still just at the beginning of this cycle. Morgan Stanley’s analysts believe that, based on the current rate of change and adoption, the mobile web will be bigger than desktop Internet use by 2015. By combining two most popular technology trend of cloud computing and mobile web, the cloud computing paradigm over mobile Internet gives rise to the advent of Mobile Cloud Computing.
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	Compared to traditional cloud computing paradigm, Mobile Cloud Computing demonstrates the additional advantages for mobile device users, such as seamless switch between mobile phones, tablet PCs, or other types of devices, while experiencing a consistent user interface and business experience through open cloud business ranging from the simple task of business integration to the in-depth task of business aggregation.


In addition, an easy-to-use cloud management allows users to juggle personal messages and tasks, for example the cloud-based personal information management service enables backup, synchronization and sharing. Enterprise users are able to share resources and applications while they are mobile without a high level of capital expenditure on hardware and software resources. Due to the nature of cloud applications, mobile users do not need to have highly capable mobile device hardware to use applications that are computationally intensive, e.g. GPU-based 3D graphical tools, as complex computing operations are run within the cloud. This lessens the cost of mobile computing at the client. End users will see the unique features enhancing their phones brought by Mobile Cloud Computing. A few examples of such applications can be seen to emerge such as applications that give users the ability to watch home security systems and others which allow users to create location based social networks.
Mobile Cloud Computing also brings extended benefits for developers. The largest benefit of Mobile Cloud Computing for developers is to have access to a larger market since the applications can be accessible and used on any mobile device that has a suitable browser. Developers can bypass the restrictions created by mobile operating systems and have a much wider market. Furthermore, Mobile Cloud Computing offers developers the chance to lower the cost of application development, and retain a larger share of the revenue. An application will only to be developed once for all cloud-accessible device compared to the need of making a new build for each mobile platform individually. A new ecosystem will be established since the application is now being serviced from cloud instead of being purchased through an application store, and developers can choose where to offer its applications and services (e.g. web portals, direct sales etc.), and tailor them to the targeted market (e.g. enterpise, students etc.).
The key challenge for Mobile Cloud Computing is the availability and intermittency of the heterogeneous network environment including mobile networks. A cloud application typically needs a constant network connection. However as mobile broadband capabilities continue to get better, especially the deployment and availability of WiFi and 4G / LTE networks, Mobile Cloud Computing is becoming an apparent reality. New programming languages such as HTML 5 provide a solution by enabling data caching through a mobile device, and this allows a cloud application to continue working even if a network connection has been momentarily lost. The refining of this new technology seems to be a new major step in mobile application development.
Mobile Cloud Computing brings benefits for each stakeholder within the mobile devices and applications sector. It expands the market, reduces the cost of application development, reduces the hardware requirements and provides network operators with unique opportunities. While mobile web capabilities get to the same levels of useability as its desktop counterpart, Mobile Cloud Computing is becoming the way of developing, distributing and using mobile applications.
6.1 Mobile Cloud Operating System
There can be no doubt that the explosion of interest around the App ecosystem has brought home just how important mobile will be as a future content delivery channel, given the increasing number of Apps being produced by developers. However, the application portability is the key challenge to the app ecosystem and developer community in making apps available on heterogeneous mobile devices. Thus the Mobile Cloud Computing model brings a natural solution to support the unlimited availability of applications and services on heterogeneous mobile devices.

A Mobile Cloud Operating System (MCOS) is a more open and convenient OS that supports primarily mobile cloud applications and services. A MCOS may be as simple as just running a web browser on a basic core OS which provides the users with the access to a variety of web-based applications that allow the users to perform many simple tasks without booting a full-scale operating system. Because of its simplicity, a MCOS can boot in just a few seconds. A reference diagram of MCOS is shown as in Figure 10 – Reference Diagram of Mobile Cloud Operating System.
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Figure 10 – Reference Diagram of Mobile Cloud Operating System
There have been numerous efforts in exploring cloud operating systems. For example, Google launched Chrome OS on July 7th, 2009 that works exclusively with web applications. Since Chrome OS is aimed at users who spend most of their computer time on the Internet, the only application on the device is a browser incorporating a media player and a file manager.
On the other hand, three parallel trends are also shaping the landscape. The first is the expanding power of web technology as a means of service delivery, building on increasing richness of interaction, functionality and presentation in the browser, and the associated expansion of supporting web services technologies. The second is the creation and proliferation of desktop widget frameworks based on web technology. And the third one, which is also the most important one, is the migration of “desktop-class” browser capability to mobile devices, enabling the delivery of even greater convergence between mainstream and mobile web experiences and service.
Thus over the past a few years, and at an increasing pace, a new type of rich Internet applications has begun to appear as a Web Desktop on mobile devices. Known variously by terms like “AJAX”, “JavaScript + XML”, “HTML5” and “Web 2.0,” these solutions demonstrate a clear trend towards a radically more usable web than the one we have known. Introducing Web Desktop to mobile devices not only brings a whole new user experience, but also enables third-party mobile software developers to use Internet technology such as HTML5 and JavaScript to reduce the complexity in the app development. Furthermore, the generic device capabilities such as telephony, communication, location, PIM etc., can also be accessible by Web Desktop through extended JavaScript APIs so as to significantly enhance the features and functions of mobile cloud applications and services. The evolved reference diagram is shown as in Figure 11 – Reference Diagram of Mobile Cloud Operating System with Widget and Device APIs.
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Figure 11 – Reference Diagram of Mobile Cloud Operating System with Widget and Device APIs
The real first attempt of a MCOS is eyeOS, which is an open source web desktop following the cloud computing concept that seeks to enable collaboration and communication among users. It is mainly written in PHP, XML, and JavaScript, and the first public launch was on August 1st, 2005. It acts as a platform for web applications written using the eyeOS Toolkit. It includes a Desktop environment with 67 applications and system utilities, and accessible by mobile devices.
Among many other examples, one most recent example is that Alibaba commercially launched its MCOS “Aliyun OS” with the supported smart phone on July 28th, 2011. The Aliyun OS features cloud services including e-mail, Internet search, weather updates and mapping & GPS navigation tools. A core feature of the Aliyun OS is its support for web-based apps. These offer users an Internet-like experience and do not require the user to download or install application software on their mobile devices. Aliyun OS users can seamlessly synchronize, store and back-up data such as contact information, call logs, text messages, notes and photos to AliCloud's remote data center, and can also access and update this data across all their PC and mobile devices.
6.2 Mobile Cloud based Applications
The fundamental benefit of mobile cloud computing is to access the applications and services over mobile Internet in order to bypass the challenge of application portability and achieve the goal of outreaching more mobile users. There are many different technologies to enable mobile cloud based applications as surveyed in [MCA-DK].
Currently most of the applications are still available in the way of “native applications” on mobile devices. The business logic, data, and presentation layers are handled locally on devices. Some may download data objects from backend system initially, and / or synchronize the data objects with backend systems periodically during the lifecycle of the applications. The pros of native applications are obvious, i.e. seamless integration with device and easy access to the resources and functions on device, performance optimization and always available without network connection. However, the cons are also more apparent, such as portability challenge, coding complexibility, longer time-to-market and higher skillset requirement for developers.
6.2.1 Augmented Execution
There are many research work of new application models for mobile cloud computing as presented in [MCA-DK]. One is Augmented Execution technique [AE-BGC] to stretch the limitations of smartphones in terms of computation, memory and battery by seamlessly offloading execution from the phone to computational infrastructure (cloud) where cloned replica of the smartphone’s software is running. At first, the mobile phone hosts its computational intensive and memory demanding applications. However, some or all of the tasks are offloaded in the cloud where a cloned system image of the device is running. The results from the augmented execution are re-integrated upon completion [MCA-DK]. There are five types of Augmented Executions:
· Primary Functionality Outsourcing – which is similar to designing an application as a client-server service where the infrastructure provides the service (e.g. speech recognition), or as a thin client environment
· Background Augmentation – where entire process can be marked or automatically inferred as “background process” and migrated to the cloud for asynchronous operations such as virus scan, search indexing, web crawling etc
· Mainline Augmentation – which sits between primary functionality outsourcing and background augmentation where the user may opt to run a particular application in a wrapped fashion changing its method of execution while keeping its semantics, for example private-data leak detection, fault-tolerance, debugging etc
· Hardware Augmentation – which addresses the weakness of hardware platform such as memory cap or other constraints or hardware particulars. For example, running Android on a QEMU-emulated single-core VM in cloud
· Augmentation through Multiplicity – a quite unique method that uses multiple copies of the system image executed in different ways in paralle, e.g. for data parallel applications
Similar approach of using VM technologies is described in [VMC-MS]. Instead of relying on a distant cloud, the augmentation is performed on Cloudlets, which is a trusted, resource-rich computer or a cluster of computers that is connected to the Internet and available for use by nearby mobile devices. The advantage is its low-latency, one-hop and high bandwidth wireless access to cloudlets.
6.2.2 Elastic Partitioned / Modularized Application
The second technique is called Elastic Partitioned / Modularized Application where an application middleware can automatically distribute different layers of an application between the device and the server while optimizing several parameters such as latency, data transfer, cost etc [EPA-IG]. The core of this approach is a distributed module management that automatically and dynamically determines when and which application modules should be offloaded in order to achieve the optimal performance or the minimum cost of the overall application. Elasticity, i.e. the ability to acquire and release resources on demand, can be enabled with this approach [EPA-JSR].
6.2.3 Application Mobility
The third approach is called Application Mobility which is the act of moving application between hosts during their execution, i.e. migrating running application states from one device to another to which the user has an immediate access [AM-AA]. Application mobility is very similar to process migration which is an operationg system capability to allow a running process to be paused, relocated to another physical machine and continued there. However, application mobility involves more functionality such as migrating tasks to different architectures or UI adaptation.
6.2.4 MCOS enabled Web Application
The most popular and de-facto approach in industry is the web application and widget enabled by Mobile Cloud Operating System (MCOS). Introducing web applications, especially Web Desktop to mobile devices not only brings a whole new user experience, but also enables third-party mobile software developers to use Internet technology such as HTML5 and JavaScript to reduce the complexity in the application development. The advantages include cross-platform, accessibility from anywhere, and minimum development cost with widely spread web technologies. With the generic device capabilities such as telephony, communication, location, PIM etc. being accessible through extended JavaScript APIs, the features and functions of mobile cloud applications and services are greatly enhanced.
6.2.5 Summary
There are numerous research work in academia to enable mobile cloud based applications, while the industry is moving towards the simple web technology of applications over mobile cloud operating system. It is interesting to observe those different application models with the following considerations:
· Underlying Technology
· Application Portability – e.g. to all devices
· Cost of Development – e.g. learning curve and skillset required
· Implementation Complexity – e.g. how easy or difficult to implement an application
· Supported Applications – e.g. support all types of applications or only a few
· Network Impact – bandwidth requirement, traffic load and latency
· Scalability
With the above metrics, the mobile cloud based application models are summarized as in Table 1: Summary of Mobile Cloud based Application Models.
	
	Native Applications
	Augmented Execution
	Elastic Partitioning / Modularization
	Application Mobility
	Web Applications / Widgets

	Underlying Technologies
	Platform SDK
	VM
	OSGi, Java
	P2P
	HTML5, XML, JavaScript and extended resource APIs

	Application Portability
	Low
	Medium
	Medium
	Low
	High

	Cost of Development
	High
	Medium
	Low
	High
	Low

	Implementation Complexity
	Low
	High
	Low
	Medium
	Low

	Supported Applications
	Medium
	Low
	Medium
	Low
	Medium High

	Network Impact
	High
	Low
	Low 
	Medium
	Medium

	Scalability
	Low
	Medium
	Medium 
	Low
	High


Table 1: Summary of Mobile Cloud based Application Models
6.3 Ad-Hoc Mobile Clouds
The primary model of the mobile cloud computing is to provide mobile device users with a whole new user interface and business experience through open cloud business for enterprise as well as consumers. However, the scope of mobile cloud computing also extends to a whole new paradigm of virtual mobile cloud computing providers. This type of Ad-Hoc Mobile Cloud consists of a group of mobile devices that serve in the role of a cloud service provider to provide others with its own computing resources. This scenario becomes more useful when the cloud of mobile devices connect to each other in an ad-hoc network with little connection to the Internet (and thus the clouds on Internet). The benefits of the Ad-Hoc Mobile Cloud include:
· Cost reduction by offloading to nearby mobile devices without data usage and charging, especially in roaming
· Collaboration in executing shared tasks by creating an ad-hoc computing community
Some guidelines of how to create an Ad-Hoc Mobile Cloud framework are described in [AHMC-GHC]. Mobile peers need to be discovered and selected first by spontaneous interaction among the cloud of mobile devices. Hadoop is ported on mobile devices and used for distributing and processing the tasks and storage. XMPP (Extensible Messaging and Presence Protocol) is used for the communication between mobile peers.
Another example is described in [AHMC-EEM] that also uses the Hadoop on mobile devices to share the computation and storage in order to achieve the scalability, fault-tolerance, and hardware interoperability. The challenge is how to efficiently enable the Hadoop framework on mobile device with expected performance target.

Furthermore, a middleware approach is described in [AHMC-YC] to allow mobile device to access the multimedia services provided by other mobile peers using web services.

Many research works have been done on ad-hoc mobile clouds, in particular over mobile ad-hoc networks and sensor networks. However, there is little application on market yet.

6.4 Cloud Broker
As cloud computing evolves, the integration of cloud services can be too complex for cloud consumers to manage. A cloud consumer may request cloud services from a cloud broker, instead of contacting a cloud provider directly.

Cloud Broker is an entity that manages the use, performance and delivery of cloud services, and negotiates relationships between Cloud Providers and Cloud Consumers. The major functions provided by a Cloud Broker include:
· Service Intermediation: A cloud broker enhances a given service by improving some specific capability and provides cloud consumers with the value-added service
· Service Aggregation: A Cloud Broker combines and integrates multiple services into one or more new services.  The broker will provide data integration and ensure the secure data movement between cloud consumer and multiple cloud providers
· Service Arbitrage: Service arbitrage is similar to service aggregation with the difference in that the services being aggregated are not fixed. Service arbitrage allows flexible and opportunistic choices for the broker. For example, the Cloud Broker can use a credit-scoring service and select the best score from multiple scoring agencies
A Cloud Broker can be deployed as software or an edge device, brokering connections to the Cloud. Additionally, it may be deployed at the “Cloud-Side”, for example, as an Amazon EC2 instance.
Here is an exemplary scenario to illustrate Cloud Broker in Figure 12 – Exemplary Scenario of Cloud Broker.
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Figure 12 – Exemplary Scenario of Cloud Broker
A Cloud Consumer may request service from a Cloud Broker instead of contacting a cloud provider directly. The Cloud Broker may create a new service by combining multiple services or enhance an existing service. In this example, the cloud providers are invisible to the cloud consumer.
6.5 Cloud Storage Gateway

Cloud storage promises an elastic pay-as-you-go storage pool for backups and archives, which not only reduces expensive up-front backup disk and tape costs, but also eliminates the need to maintain secondary sites for off-site disk or tape storage.
The need for a bridge between cloud storage systems and enterprise applications arose because of an incompatibility between public cloud technologies and legacy applications. Most public cloud providers rely on Internet protocols, usually a REST API over HTTP, rather than a conventional storage area network (SAN) or network-attached storage (NAS) protocol. That method is useful for programmers creating new applications but is not compatible with legacy systems.
A cloud storage gateway is a network appliance or server which resides at the customer premises and translates cloud storage APIs such as SOAP or REST to block-based storage protocols such as iSCSI or Fibre Channel or file-based interfaces such as NFS or CIFS.
Cloud storage gateway features may include:

· Encryption technology to safeguard data
· Compression
· Deduplication
· WAN optimization for faster performance
· Snapshots
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Figure 13 – Cloud Storage Gateway
6.6 Mobile Cloud End-to-End Efficiency
Mobile Cloud Computing has demonstrated a very promising vision for mobile users, developers, enterprises, and all other stakeholders in the mobile cloud ecosystem. However, the mobile computing environment is characterized by severe resource constraints and volatile operating conditions. In the past decade, the capabilities of mobile device have been significantly improved and evolved over the years in terms of resources and functionalities. Nevertheless, mobile devices inherently have and will continue to have more limited resources such as processing power, memory and storage capacity, graphical capability, display size and resolution, battery, and input methods etc, compared to desktops and servers today. The mobile Internet is built upon heterogeneous infrastructure with the nature of uncertain, unpredictable and constantly changing network QoS such as available bandwidth, latency, jitter, etc. All of the resource constraints and volatile environment gives rise to the challenge of how to ensure the end-to-end efficiency in mobile cloud.
Efficiency can be defined and measured in different ways under different circumstances. In the mobile cloud environment, there are 2 types of basic end-to-end efficiency scenarios.
For consumer oriented mobile cloud applications and services, end-to-end efficiency is measured by the Quality of Experience (QoE) of end users. There are qualitative and quantitative aspects of QoE. The qualitative aspect of QoE is users’ subjective perception of the experience with the services, for example, customer friendly service flow, ease of use transaction flow and quality of audio playback and video presentation. Quantitatively, the QoE can be measured with the metrics such as:

· Probability of successful access to a service, e.g. online shopping
· Probability of successful completion of a desired task in service, e.g. a online purchase transaction

· End-to-end response time after a user interaction, e.g. responded next step after click a button

· Completion time of a task, e.g. download

For enterprise oriented mobile cloud applications and services, end-to-end efficiency is measured by the Quality of Business (QoBiz). The qualitative aspect of QoBiz includes user friendly business process flow and transaction flow, ease of collaboration among the silos in an organization, availability of essential tools that facilitates the completion of tasks, reliability of the service and the perception of the security of the service. Quantitatively, the QoBiz can be measured with the metrics such as:
· Probability of successful access to an enterprise service
· Probability of successful completion of a desired task in an enterprise service

· Completion time of handling a business task / transaction

There is always expectation to improve end-to-end efficiency in both consumer oriented and enterprise oriented mobile cloud services. Thus it is essential to understand which elements impact the performance improvement in end-to-end efficiency.
There are three major elements in the mobile cloud service – mobile device, network and cloud. Mobile user interacts with the mobile cloud service through the mobile device. The function of a mobile device is to access the mobile cloud service, present the user with the UI, and enable the user interaction with a mobile cloud service. The service access performance, user interaction performance and UI presentation performance are 3 key factors of improving the performance on a mobile device. Those three factors are constrained by processing power, memory and storage capacity, graphical capability, display size and resolution, battery, and input methods of a mobile device.

The heterogeneous infrastructure of mobile Internet is constrained by volatile bandwidth, latency, jitter and lost packets. The adaptive cloud delivery and error handling according to volatile network condition are key technological challenges to improve the service reliability and transaction / task performance in the framework of end-to-end efficiency.

On the other hand, the cloud itself plays an essential role in terms of end-to-end efficiency since the service itself is run on the cloud, including the business logic, data and storage, and all computational intensive functions such as graphical and multimedia functions. Let us see an example of the experimental lab measurement of typical mobile cloud services. The assumptions are:

· Commercial network condition: Wi-Fi + public Internet
· Assuming the roundtrip latency of raw network between the mobile device and the cloud is 80ms under normal condition (90%)

· Cloud in lab environment without any other overhead

The experimental lab measurement of the latency of each element is shown as in Table 2: Impact on End-to-End Efficiency:
	Client
	Uplink Interaction
	Cloud Business Logic and Data Processing
	Downlink Delivery

	
	
	Simple (Navigation)
	Medium (Transaction)
	Highly Intensive (Graphical)
	

	30ms
	40ms
	50ms
	100ms
	300+ms
	40ms


Table 2: Impact on End-to-End Efficiency

The experimental lab measurement indicates that:
· The network delivery of cloud service can be optimized to be consistent with network condition, e.g. through caching, CDN, etc
· The room of performance optimization on mobile device is very limited if any

· Mobility overhead may be the biggest challenge to performance tuning

· Battery drain is the other issue of always-on network connection

· Improving the performance at cloud is the key to address the end-to-end efficiency challenge, e.g:

· Virtualization on the cloud over heterogeneous infrastructure

· Graphical and multimedia acceleration in cloud

· When network condition changes, an adaptive error control and delivery framework at cloud is essential to ensure the delivery performance
6.7 Federated Cloud Environments
“Federated” cloud environments allow enterprises using cloud services to share applications and data across internal private clouds and external public clouds. Three key steps enabling federated clouds are:
· Move applications and data between cloud environments operated by different entities
· Have scale-out storage aware of distributed data needs
· Ensure all cloud environments are secure and compliant
Elastic cloud environment allow handling surge in demand or moving compute environment for business continuity. Federated clouds enable this without building redundancy or excess capacity in private clouds.
Federated cloud and explosion of data volumes require a different paradigm in efficiency of storage. Storage architectures based on SAN or NAS have limited ability to meet federated usage models involving remote data center or cloud service. Scale-out storage architecture federates the storage according to end-user need and tracks the distribution (or federation) of the storage using metadata.

Federated clouds have to satisfy security concerns and compliance over all involved cloud environments.

6.7.1 Cloud Bursting
Cloud Bursting usage of federated clouds is deployment model in which applications running in private cloud when needed can move (“burst”) to public cloud. This is beneficial for high-performance, non-critical applications computing on non-sensitive information and not depending on complex integration or infrastructure available only in private cloud environment.
Some of key architectural consideration for design and implementation of cloud bursting are:
· Security and isolation in end-to-end view

· Networking (performance of WAN and the Internet in the presence of VPN and encryption)

· Interoperability, automation and programmability of the management frameworks

· Data locality and regulatory compliance

Public cloud service provider brands imply a degree of trust and reliability, details of which can be exposed with certificates of authenticity/origin during metadata exchange before bursting begins.
Characteristics of networking between cloud environments will determine what bursting is possible because of bandwidth or latency limitations.

Functionality of bursting will be determined by management framework interoperability and programmability through IaaS Cloud APIs (examples: Amazon Elastic Compute Cloud API, VMware vCloud API submitted to DMTF).

In cases that must satisfy regulatory compliance, physical location of data in cloud environment must be exposed before bursting, limited during bursting and properly cleaned after bursting.
7. OMA Enablers and Cloud Computing Paradigm
<analysis and detailed gaps between OMA and Cloud Computing. This should be the major focus of whitepaper>
7.1 Person-to-Person Communication and Services

<some descriptions>

7.1.1 <xyz> 
7.1.1.1 <abc>
7.2 Service Customization
7.2.1 Client Awareness
Today’s implementation of the cloud is heavily weighted based upon the cloud’s capabilities and the data center’s abilities to deliver content to user devices.  Cloud computing has evolved from the data center and server consolidation and virtualization (IaaS…), and relatively little effort or innovation was done in defining the role of the device accessing the services. This has resulted in a sort of “dumbing” down of service delivery where device functionality is not recognized nor taken advantage by the cloud service. This tends to drive least common denominator or one-size-fits-all approach to the delivery of cloud services, assuming that all devices are treated similarly regardless of particular capabilities of phone, tablet, PC or an embedded device.
This traditional view is being challenged by the following market trends:
· Increasingly Sophisticated End Customers: Today’s employees are users of technology - more tech savvy than ever.  They embrace new apps and devices in their personal life, and expect the same at work. In a world where rich media based applications are increasingly pervasive, employees expect the same experience at work that they enjoy at home. Any benefit from moving to cloud can be quickly overshadowed by poor user experience. To succeed cloud providers must deliver service that address user needs and expectations.
· Device Proliferation: Explosive growth in demand and capabilities of mobile devices like smart phones and tablets. The growth of these devices along with PCs is driving a significant build-out of cloud services.
· Growth of Rich Content: The content users are accessing via their devices will be based on increasingly rich media like video, audio and pictures.

· Increasing Device Performance: Whether a PC, a tablet or a phone, the entire spectrum of devices is seeing increases both in the computing performance and energy efficiency of devices.

Today’s cloud services have the ability to recognize certain attributes of the device accessing those services, but these capabilities are limited. The ability to a cloud service to take full advantage of client based capabilities is based on a deeper understanding of the device accessing those services which is a key to enabling a balanced approach to cloud. This understanding can be divided in three areas defined as device compute, context and capabilities:
· Compute refers to the local performance of the device accessing the cloud service. Cloud services that are client aware can determine local compute of the device accessing the cloud service. Compute comprehends primarily the CPU and Graphics. Remote devices with higher performing CPU’s or faster graphics increase the opportunity for cloud services to take advantage of local performance to optimize application delivery.
· Context relates to understanding the current operating environment for the client. Context awareness allows a cloud service to understand the currently available resources to support a given application including available bandwidth, remaining battery life, free memory and CPU load. Context awareness is also dynamic. As conditions related to the platform change, the service can make a different decision on where to run. For example, the user trying to access a cloud based application but connecting from a location with a slower network, or remaining battery life is low. In that case the application can make a different decision about where to run.

· Capabilities comprehend the ability of the cloud service to understand the security features supported by the device accessing a cloud service. For example, while a tablet may be fine for consuming content, most current tablets lack security features commonly available on PCs. This can mean that application requiring security be driven from the cloud data center. Even within the PC category, devices vary in their support for security features.

With a balanced approach to cloud computing, attributes and capabilities of the client device are exposed to the cloud.  Cloud based applications use this information to determine how best to execute a given application.  For example, with a less capable device such as a smart phone, the cloud may detect limited local capabilities and choose to run an application entirely from a cloud based server with little support from the device. Alternatively with a more capable device that meets security policies or offers greater performance, the cloud service may choose to take advantage of local device capabilities to optimize application delivery. End users benefit from a better overall experience across a range of devices. IT can benefit from improved resource utilization, while ensuring applications are delivered in the most secure and efficient way. Examples of usages include:
· Multi Factor Authentication (MFA): Platform based capabilities obtain multiple assertions of user presence and to attest to the cloud service provider that the authentication occurred correctly on the client. MFA policies are provisioned over-the-air by the service provider.
· Enhanced Image Processing: Cloud applications can intelligently utilize the power and performance of the client platform to improve the user experience by processing and displaying media locally, and reduce the time to upload media. Additionally, use of the client can reduce the processing load on the servers and reduce bandwidth usage.

· Cloud Backup: Cloud services are becoming an attractive option for offsite backup, however security and availability remain a challenge. Windows agents implementing these service today allow encryption before sending to the service (for security and privacy), but managed in the OS encryption keys are and are vulnerable. Platform based capabilities can improve the ability to ensure human presence when enrolling, and ensure backup encryption keys are tied to the user’s platform. These capabilities can also be used to ensure restore is both initiated from authorized system and a present user.

· Optimized experience: Cloud applications can use client-side scripting like JavaScript embedded in web pages to get information about the configuration and state of the platform and determining what features/capabilities are available on the platform. This information allows the cloud application to deliver a different version of the application tailored for the specific platform or condition.

Powerful trends in the marketplace and technology are driving the need for an alternative more balanced approach than traditional view of the clouds. Benefits to be realized from a more balanced approach to cloud computing can be both cloud service providers and end users: increased infrastructure efficiency, optimized delivery of cloud based services, improved end user experience.
7.3 End-to-End Efficiency
<some descriptions>

7.4 Moving to Cloud 
There are many benefits of moving applications and data to the cloud. But there are many risks as well. Organizations should keep in mind as they consider whether the benefits of moving to the cloud are worthwhile. The three-step process includes:

1. Classify Information Assets
2. Determine Risks and Requirements
3. Calculate  ROI (Return on Investment)
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Figure 14 – Applications Moving to Cloud
7.4.1 Classify Information Assets
Before a thorough investigation of moving to the cloud, it is vital to determine exactly what information assets your organization has. Those assets can consist of intellectual property, trade secrets, research, financial data, and personal information, among other things. Some of that information is crucial to the success of an organization (or even its continued existence), while other information might be subject to copyright, privacy, export control restrictions, and / or physical location where the cloud is hosted and related potential risks such as physical security of its infrastructure, ownership of data, and / or loss of information. When deciding whether to move an asset to the cloud, a vital part of the risk assessment process is classifying that asset. There are three basic parts to this process:
1. Identification: The organization must identify the information, where it currently resides, and the policies and regulations in place for storing, accessing, and deleting that information.
2. Classification: The organization must classify the information according to its value and the potential damages if the information was lost or accessed inappropriately.
3. Protection: The organization must create a security chain for each class of information. Once the organization's assets are identified and classified, the security chains should be defined and put into place.
Once the organization has classified its information assets and defined the risks and requirements for using them, the decision to move to the cloud will be more straightforward. Moving extremely valuable information to the cloud, especially a non-private cloud, can pose risks that outweigh any benefits of using Cloud Computing.
7.4.2 Determine Risks and Requirements
In most cases, moving to the cloud does not introduce new risks. It merely changes the nature of the existing ones. In addition, the threat posed by each risk varies depending on the type of cloud. Security is always a concern. But security in a non-private cloud involves more variables than security in a private cloud.
Although the cloud does not introduce any new security threats or issues, it does increase the number of people who have access to the organization's resources. The most significant difference when considering security from a cloud perspective is the organization's loss of control rather than any particular technical challenge. In addition, data, infrastructure, platform, or application is under the direct control of the cloud provider.
To adequately secure any system, a number of security controls are necessary.  Some of the most common security controls include securing data, storage, networks and endpoints; defining identities and roles and the access control policies for them; and key and certificate management. The services offered by a cloud provider must support all of the security controls the organization needs.
7.4.3 Calculate ROI (Return on Investment)
A thorough analysis of the ROI should be done before deciding to move to the cloud. Here are the aspects an organization should attempt to quantify:
· Hardware Savings: Moving to the cloud should reduce the organization's need for hardware. In some cases that will mean decommissioning existing machines; in other cases that will mean buying less hardware and software going forward.
· Staffing: With the cloud provider building and maintaining the infrastructure, fewer staff will be needed. The cloud provider's staff will maintain the actual hardware, apply patches to software and handle the day-to-day maintenance of their systems. The savings in staffing should be evaluated according to the type of cloud service being used.

· Power and Cooling: The cost of keeping machines turned on and cooled can be substantial. Having fewer machines in-house will decrease those costs.
· Application Changes: Depending on the type of application, moving to the cloud may require changes to the application itself. For applications that will be hosted in a virtual machine hosted in the cloud, changes might be minimal. On the other hand, applications that will use cloud infrastructure services instead of in-house infrastructure may require substantial changes.

· Organizational Efficiency: The ability to automatically provision and deprovision resources can make an organization much more responsive and flexible. A more responsive organization has more opportunities to innovate and distinguish itself in the marketplace. This is much harder to quantify; unplugging 20 machines will absolutely lower costs for power and cooling, while flexibility will give an organization the potential of better performance.

· Risks: A number of risks have been covered above; those risks should be evaluated with the type of cloud service and the type of cloud (private versus non-private) being used
There are many benefits to moving applications and data to the cloud, but there are many risks as well. In the three-step process, the organization should keep its business goals and needs in mind. Moving to a cheaper, more automated system that requires less administration yet fails to provide adequate performance, security, privacy or availability is a disaster.
7.5 Network Cloud for Communications Service Providers
The majority of today’s cloud services like Over-the-Top (OTT) Video or Software-as-a-Service (SaaS) offerings assume client devices are connected to backend infrastructure over low latency networks with unlimited bandwidth. Growing intelligence on devices and on the backend infrastructure has created a perception that value is more in the end systems than on the network connecting them. Customer expectation now is that innovative “free” OTT services are available over flat-rate bandwidth.
Average financial reports of communications service providers show revenue from voice reducing, flat from data, and the low share of Value Added Services. The current rate of innovation in the network is not fast enough to sustain rapid growth of traffic.
The expected gap between traffic growing faster than connectivity revenue is being handled by communications service providers using a mix of:

· Upgrading network capacity using modern transmission systems that provide a lower cost per bit than legacy approaches

· Introducing “Policy based” management systems that can control the amount of bandwidth consumed per user, including the facility to provide volume related pricing and premium charging

· Expanding Value Added Services by for example providing own OTT services, IPTV services, IaaS cloud services, IT Outsourcing or M2M platform services

· “Network Cloud” developments enabling strategically differentiating business models, promising to extract more value from the carrier network assets

Network Cloud trends are enabled by the ongoing reduction of unit compute and storage costs which allows transformation of networks by use of virtualized network resources:
· Volume IT servers for compute and storage requirements can be moved from backend datacenters into core, metro and access network sites, to reduce the length and cost of networking facilities required to deliver services to devices

· Today’s network elements can be transformed into virtualized network “appliance” application workloads running on infrastructure formed from clusters of scale-out servers or virtual machines. This distributed Infrastructure-as-a-Service (IaaS) can support multi-tenanted service requirements with the Service Provider achieving profitability from an economy of scale, and exploit modern datacenter power management approaches to reduce operational expenditure on power

· Reusing underutilized over-provisioned network infrastructure resources for other computing tasks during off peak-hours

Using volume compute and storage in caching servers inside carrier network is current trend of Content Deliver Networks (CDN) and is differentiated answer to delivery of rich video which is major and growing part of the Service Providers traffic mix.  OTT providers’ method of caching content is to build worldwide caching system including intelligent protocols to find caching servers with fastest access and download times. Content owners will be interested in offering content over various CDNs in interoperable way which requires standardized CDN APIs to enable business models of federated CDNs operated by multiple communications service providers. Service Providers can now build their own CDN services inside their regional networks exploiting their own distributed facilities locations, which are not generally available to the Content Providers.
Virtualized and reusable network infrastructure is enabled by volume servers that have economy of scale allowing more investment in improvements to all hardware critical components (processors, memory, storage and connectivity) and enabling faster advances in efficient software to solve challenges and provide new services offerings. Types of workloads that will in future have option of transforming networks range from signal processing like mobile video, packet processing like routing, security, control and applications. Getting such workloads into virtualized network infrastructure will allow new architectural approaches enabling new differentiating end-to-end use cases with business models built on top of them.

While the current cloud services practice anticipates that enterprises will be able to exploit compute resources from dedicated Cloud services datacenters, the Service Providers are now able to repurpose spare network infrastructure resources as cloud computing capability for their own use or external customer requirements. This requires network cloud to be federated with other cloud environments of the same communications service provider to allow bursting between those clouds. This way network cloud environment logically becomes an integrated part of IaaS cloud environment, all controlled from central cloud management. Further federation could be done with cloud environments from other providers.
7.6 Cloud Audit

Cloud Audit addresses the issue of transparency, a major challenge within the cloud computing industry. With Cloud Computing developing as a viable and cost effective means to outsource entire systems or even entire business processes, maintaining compliance with customer’s security policy and the various regulatory and legislative requirements to which customer’s organization is subject can become more difficult to achieve and even harder to demonstrate to auditors and assessors.  We should maintain and prove compliance when using Cloud Computing.
A cloud auditor is a party that can conduct independent assessment of cloud services, information system operations, performance, and security of a cloud implementation. A cloud auditor can evaluate the services provided by a cloud provider in terms of security controls, privacy impact, performance, etc.

Auditing is especially important for federal agencies as “agencies should include a contractual clause enabling third parties to assess security controls of cloud providers”. Security controls are the management, operational, and technical safeguards or countermeasures employed within an organizational information system to protect the confidentiality, integrity, and availability of the system and its information. For security auditing, a cloud auditor can make an assessment of the security controls in the information system to determine the extent to which the controls are implemented correctly, operating as intended, and producing the desired outcome with respect to the security requirements for the system. The security auditing should also include the verification of the compliance with regulation and security policy.

Federal agencies should be aware of the privacy concerns associated with the cloud computing environment where data are stored on a server that is not owned or controlled by the federal government. Privacy impact auditing can be conducted to measure how well the cloud system conforms to a set of established privacy criteria. A privacy impact audit can help federal agencies comply with applicable privacy laws and regulations governing an individual’s privacy, and to ensure onfidentiality, integrity, and availability of an individual’s personal information at every stage of development and operation.
In November, 2010, the CSA (Cloud Security Alliance) announced the release of its Governance, Risk Management and Compliance (GRC) Stack. It designed the GRC Stack as a toolkit for enterprises, cloud service providers, security solution providers, IT auditors and other stakeholders. The GRC Stack can be used to assess private as well as public clouds, to verify alignment with industry-established best practices, regulatory standards and other compliance requirements.

Achieving Governance, Risk Management and Compliance (GRC) goals requires appropriate assessment criteria, relevant control objectives and timely access to necessary supporting data. Whether implementing private, public or hybrid clouds, the shift to compute as a service presents new challenges across the spectrum of GRC requirements. The Cloud Security Alliance GRC Stack provides a toolkit for enterprises, cloud providers, security solution providers, IT auditors and other key stakeholders to instrument and assess both private and public clouds against industry established best practices, standards and critical compliance requirements.

The Cloud Security Alliance GRC Stack is an integrated suite of four CSA initiatives: Cloud Audit, Cloud Controls Matrix, Consensus Assessments Initiative Questionnaire and the Cloud Trust Protocol.
7.6.1 Cloud Audit
Cloud Audit provides a common interface to allow cloud computing service providers to automate the Audit, Assertion, Assessment and Assurance (A6) in various environments (IaaS, SaaS and PaaS). This represents the technical foundation, which facilitates transparency and trust in the private and public cloud.
7.6.2 Cloud Controls Matrix (CCM)
The CCM represents the controls framework that defines security concepts and principles aligned with CSA guidance in thirteen domains. The CCM aims to provide organizations with the necessary structure, detail and clarity regarding information security in the cloud.
7.6.3 Consensus Assessments Initiative Questionnaire (CAIQ)
The Consensus Assessments Initiative (CAI) carries out research, develops tools and forms industry partnerships to facilitate assessments of cloud computing environments. The objective of the CAI is to provide industry-accepted systems and processes for documenting security controls in the cloud. The CAIQ is a set of questions that cloud consumers and auditors should ask of a cloud service provider and is designed to identify the presence or lack of CCM controls. The questionnaire can be adjusted to suit the unique needs of each customer.
7.6.4 Cloud Trust Protocol (CTP)
The Cloud Trust Protocol (CTP) is the mechanism by which cloud service consumers (also known as “cloud users” or “cloud service owners”) ask for and receive information about the elements of transparency as applied to cloud service providers. The primary purpose of the CTP and the elements of transparency is to generate evidence-based confidence that everything that is claimed to be happening in the cloud is indeed happening as described, and nothing else. This is a classic application of the definition of digital trust. And being assured of such evidence, cloud consumers become liberated to bring more sensitive and valuable business functions to the cloud, and reap even larger payoffs. With the CTP cloud consumers are provided a way to find out important pieces of information concerning the compliance, security, privacy, integrity, and operational security history of service elements being performed in the cloud.
8. Recommendations to OMA BOD

<formal conclusions and recommendations>
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Organizations with ongoing standardization activities on Cloud Computing



		ISO / IEC-JTC 1; SC 38: Distributed Application Platforms and Services (SOA, WS, Cloud)

		ITU-T - Cloud Computing Focus Group (TSGA) for cloud Telco vision

		NIST - National Institute of Standards and Technology 

		W3C – activities on HTML-5 (offline mode, multi-device…)

		IETF -  Web socket, Hypertext-Bidirectional (New Cloud WG to be confirmed)

		ITIL V3 & Cloud life cycle service Management



		OGF – Open Grid Forum

		DMTF – Distributed Management Task Force

		SNIA - Storage Networking Industry Association

		OCC – Open Cloud Consortium

		GICTF - Global Inter-Cloud Technology Forum

		OMG – Object Management Group

		TM Forum – TeleManagement Forum

		OASIS 

		Cloud Security Alliance

		ETSI -  TC Cloud
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