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1 Reason for Change

R01- added updates to resolution text during the June 01 CC.

Address the following comments against the CAB AD:
	A00267 
	2009.02.25
	T
	5.3.1.1
	Source: T-Mobile

Form: ARC Doc #0053

Comment: Security is not an intrinsic functionality of CAB
Proposed Change: remove “Perform mutual authentication”
	Status: CLOSED
[2009.03.10 email]

Resolution assigned to Sprint.


	A00287 
	2009.03.08
	T
	5.3.1.2
	Source: Thinh Nguyenphu, NSN

Form: ARC Doc #0059
Comment:

The bullet is not clear of the mutual authentication end point. “Perform mutual authentication” – who with whom?
And, the usage of “Converged Address Book with the network repository” is not consistence with the usage of “Address Book XDMS”.

There is no description of how CAB Server interacts with Address Book XDMS.

Assuming that CAB Server stores also actual CAB data for synchronization purposes it should be mentioned as a function of CAB Server.

Add details how and where CAB data is stored in the network (within CAB Server). Also there should be clear indication if same data is stored also in CAB XDMS that who is master and how these two data repositories are synchronized.

Proposed Change: 

OLD TEXT:

· Perform mutual authentication and synchronize the Converged Address Book with CAB Client(s).  CAB Server uses the functionality exposed by OMA DS enabler [OMA DS].
NEW TEXT:

· Perform mutual authentication between CAB Client and CAB Server, as specified in on the [OMA DS], with the support of OMA DS Server.

· Performs management (e.g. add, delete, modify) and synchronization of the network-based address book repository, as specified in [OMA DS], with the support of OMA DS Server.

· Stores, resolves conflict and updates of Address Book XML documents in the Address Book XDMS, as specified in [OMA XDM], with the support of XDM Client.


	Status: CLOSED
[2009.03.10 email]

Resolution assigned to Sprint.


	A00311 
	2009.02.25
	T
	5.3.1.2
	Source: T-Mobile

Form: ARC Doc #0053

Comment: •
Perform mutual authentication and synchronize the Converged Address Book with CAB Client(s).  CAB Server uses the functionality exposed by OMA DS enabler [OMA DS].

Proposed Change: 

1. Remove “Perform mutual authentication” – it is no CAB intrinsic functionality
2. Synchronizes the address book on the device with the one in the network using the CAB-1 and CAB-2 interface

( say what to synchronize with whom

3. remove the sentence  “CAB Server uses the functionality exposed by OMA DS enabler [OMA DS].” ( OMA DS specifies a protocol, which is added in the interface section

Add: The CAB Server can initiate synchronization using the CAB-3 interface.
	Status: CLOSED
[2009.03.10 email]

Resolution assigned to Sprint.


	A00441 
	2009.03.08
	T
	5.4
	Source: Huawei (Pozefsky)

Form: ARC Doc #0061

Comment:  Security is not an intrinsic function of CAB and should not be specified here.  It should be left to the underlying network or PE (and SP policies).

Proposed Change:
	Status: CLOSED


[2009.03.13 email]

Resolution assigned to RIM.



	A00442 
	2009.03.08
	T
	5.4
	Source: Huawei

Form: ARC Doc #0061

Comment: Add “5.4.3 other security consideration

The security consideration as the requirements defined in [CAB RD] not included above.”
Proposed Change: Revise it
	Status: CLOSED


[2009.03.13 email]

Resolution assigned to RIM.



	A00443 
	2009.03.08
	T
	5.4
	Source: NSN

Form: ARC Doc #0059
Comment: Security considerations are very weak. Aren’t there any CAB specific issues in the CAB Server? 

Proposed Change: Elaborate
	Status: CLOSED


[2009.03.13 email]

Resolution assigned to RIM.



	A00444 
	2009.03.08
	T
	5.4
	Source: Nokia

Form: ARC Doc #0055

Comment: The security considerations for DM are missing.

Proposed Change: Add security considerations for DM, if any.
	Status: CLOSED


[2009.03.13 email]

Resolution assigned to RIM.



	A00445 
	2009.03.08
	T
	5.4
	Source: Nokia

Form: ARC Doc #0055

Comment: Security considerations for the interfaces from/to the “Non-CAB Address Book systems” are missing.

Proposed Change: Add security considerations for the interfaces from/to the “Non-CAB Address Book systems”, if any. Or, state why security from/to the “Non-CAB Address Book systems” is not a concern.
	Status: CLOSED


[2009.03.13 email]

Resolution assigned to RIM.



	A00446 
	2009.03.08
	T
	5.4
	Source: Nokia

Form: ARC Doc #0055

Comment: What about additional security considerations other than those on those interfaces? What about malformed contents, forgery, etc?

Proposed Change: Evaluate all security aspects.
	Status: CLOSED


[2009.03.13 email]

Resolution assigned to RIM.



	A00447 
	2009.03.08
	T
	5.4
	Source: T-Mobile

Form: ARC Doc #0053

Comment: Security is not an intrinsic functionality of CAB

Proposed Change: 

Replace the whole sections (including sub-sections) text by:

Security is not an intrinsic functionality of the CAB Enabler. Therefore the CAB Enabler relies on security functionality provided by the underlying network or PE (and SP policies).

An operator or Service Provider can choose to use the security mechanisms specified by [OMA DS] and [OMA XDM]. 

In this case the interfaces specifying security mechanisms are

For HTTP interfaces:

· XDM-3 instead of XDM-8.2

· XDM-5 instead of XDM-6

For SIP interfaces:

Security mechanisms for SIP interfaces are specified for IMS only. Details can be found in [OMA XDM].

Note: [OMA XDM] specifies also security mechanisms for HTTP interfaces between 2 IMS (trusted) networks.
	Status: CLOSED


[2009.03.13 email]

Resolution assigned to RIM.



	A00448 
	2009.03.06
	E
	5.4
	Source: Mike Parsel, Sprint Nextel

Form: ARC Doc #0063
Comment: Delete sections 5.4.1 & 5.4.2 they provide little value that could be captured in section 5.4 directly.  

Proposed Change: 


Delete Sections 5.4.1 & 5.4.2

Change Section 5.4 to the following:

The CAB Enabler includes the following security aspects:

· The security for OMA–DS interface is specified in [OMA DS] "Security Considerations".OMA DS security,
· The security applicable to CAB XDMSs and XDM interfaces/reference-points is specified in [OMA XDM] "Security Considerations".OMA XDM security.

	Status: CLOSED


[2009.03.13 email]

Resolution assigned to RIM.



	A00449 
	2009.03.06
	E
	5.4.1
	Source: Ericsson

Form: RC doc: ARC-0057

Comment: clarify in which of the DS specifications the "Security Considerations" section is located. 

Proposed Change:
	Status: CLOSED


[2009.03.13 email]

Resolution assigned to RIM.



	A00450 
	2009.03.06
	E
	5.4.1
	Source: Ericsson

Form: RC doc: ARC-0057

Comment: security aspects for interworking with non-CAB Address book systems or External Directories are missing. 

Proposed Change: 

Add security considerations for the interfaces from/to the “Non-CAB Address Book systems”, as applicable. Otherwise just add statement that it is out of scope.
	Status: CLOSED


[2009.03.13 email]

Resolution assigned to RIM.



	A00451 
	2009.03.06
	E
	5.4.1
	Source: Nokia

Form: ARC Doc #0055

Comment: 

Proposed Change: OMA-DS interface 
-> OMA-DS protocol (for consistency)
	Status: CLOSED


[2009.03.13 email]

Resolution assigned to RIM.



	A00452 
	2009.03.04
	E
	5.4.1
	Source: LGE

Form: ARC Doc #0051
Comment: The security for OMA–DS interface is specified in [OMA DS] "Security Considerations".
Proposed Change:  Format the "Security Considerations" in italics same as mentioned in section 5.4.2
	Status: CLOSED


[2009.03.13 email]

Resolution assigned to RIM.



	A00453 
	2009.03.08
	T
	5.4.2
	Source: Acision

Form: ARC doc #0062

Comment: I’m sure there are a lot more security issues in the CAB Enabler than just what is described here.

Proposed Change: Add more security information, e.g. for access control to PCCs, etc.
	Status: CLOSED
[2009.03.13 email]

Resolution assigned to RIM.




Requirements:

	CAB-SEC-001
	The CAB Enabler SHALL use a secure environment for use in the exchange of data between the user device and the network elements of the CAB system.
	CAB V1.0

	CAB-SEC-002
	The CAB Enabler SHALL use a secure environment for use in exchange of data between CAB systems (e.g. between service providers).
	CAB V1.0


CAB SHALL use a secure environment. These requirements can be support by the underlying network security implementations.

In regard to Authentication, the following requirements do apply (which came about after lengthy discussions during the RD phase):
	CAB-AUC-001
	The CAB Enabler SHALL support a Principal to be authenticated by the CAB service provider domain.
	CAB V1.0

	CAB-AUC-002


	The CAB Enabler SHALL support a Principal to authenticate the CAB service provider domain.
	CAB V1.0

	CAB-AUC-003
	The CAB Enabler MAY leverage the authentication capabilities of the underlying IP network to authenticate a Principal.
	CAB V1.0

	CAB-AUC-004
	The CAB Enabler MAY leverage the authentication capabilities of the underlying IP network to allow a Principal to authenticate the service provider domain.
	CAB V1.0


OMA defines Principal to be: 
An entity that has an identity, that is capable of providing consent and other data, and to which authenticated actions are done on its behalf. Examples of principals include an individual user, a group of individuals, a corporation, service enablers/applications, system entities and other legal entities.

AUC-001 & 2 is really about authenticating a User not a device.  The spirit of these requirements, was based on the fact that there was no guarantee a user or a designated authorized user will be accessing their CAB network repository via a known device.  They could be accessing their PCC or address book via a WEB application.
In the case of DS and XDM, they provide a means to mutually authenticate a client and server.  The question is, does it fulfil AUC 001&2 in all cases?  In the case where a device is tied directly to a user, uniquely identifying and authenticating the client may be an acceptable way for an application to authenticate on the Users behalf.  In the case of a WEB app the WEB app could be acting as an authorized client on behalf of the user who is identified by some other means that is out of scope for this enabler.
One way to resolve the authentication comments would be to refer to OMA Application Layer Security Common Functions V1.0 Enabler.
If this CR is agreeable then we can remove all of the mutual authentication text in the throughout the AD.
Section 5.4.1 refers to security considerations in [OMA DS]  The only text in DS1.2 is the following:
Section 6.12.1 Robustness and Security Considerations

If the client implementation decides to use sync without a separate initialization, the following considerations SHOULD be taken into account:

· The client sends its modifications to the server before the server gets the sync anchors from the client. Because of this, the client might need to send all data again if the server has a need to request a slow sync.

· Server sync anchor are not received before sending the client modifications. Thus, if the client needs to request a slow sync, earlier data, which was sent in Package #3 to the server, was unnecessarily sent and all data needs to be sent to server.

· The client sends its modifications to the server before there is any possibility for the server to send its credentials (if requested) to the client. I.e., the client cannot be sure whether it is communicating with the correct server.

This text provides little value as a security reference in this AD 

Section 5.4.2 refers to XDM security considerations.  Currently there is no TS information that contains text for XDM 2.1.  However, if one assumes it will remain the same a 2.0,

The XDMC is to be authenticated prior to accessing the XDM service as specified in [XDM_Core]. TLS is used as specified in [RFC4825] in order to provide integrity and confidentiality protection to the exchanged messages. HTTP Digest is the default authentication mechanism as specified in [RFC4825].
For a 3GPP realisation the Generic Authentication Architecture (GAA) can be used as an underlying network mechanism as specified in [3GPP-TS_33.222].
HTTP digest and GAA are referenced and described in the proposed [OMA SEC]  Note: RFC4825 references RFC2617.  
2 Impact on Backward Compatibility

None

3 Impact on Other Specifications

None

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

CAB (AHG) is recommended to review and agree on the detailed proposed changes in Section 5.4, apply them to the AD, and close the associated ADRR comments as shown in Section 1 of this CR.
6 Detailed Change Proposal

Change 1:  Section 5.4 Security Considerations proposed text
The CAB Enabler provides confidentiality and integrity protection for the operations used to exchange personal contact and address book contact information. 
· 
· 
· 
· 

The CAB Enabler SHOULD support the following security aspects:

· OMA DS security,

· OMA XDM security,
· OMA DM security.
The security for  CAB-01 interface is specified in [OMA DS] "Security Considerations".
The security applicable to CAB XDMSs and XDM interfaces is specified in [OMA XDM] "Security Considerations".
The security applicable to the device provisioning and configuration is specified in [OMA DM SEC].
Application layer security mechanisms between CAB components and authorized non-CAB systems are outside the scope of this enabler.

· 
· 
Change 2:  Add OMA DM SEC security reference to section 2.2 Informative reference
	[OMA DM SEC].
	“OMA Device Management Security”, Version 1.2, Open Mobile Alliance™, URL:http://www.openmobilealliance.org/


Change 3:  
Change 4:  
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