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	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Clerical

	Source:
	Zhiyuan HU, Alcatel Lucent, zhiyuan.hu@alcatel-sbell.com.cn
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1. Reason for Change

This CR is to make editorial correction in security consideration of CPM AD according to review comments including A0271, A0272, A0275, A0280, A0282-A0289, A0293-A0295, A0299, A0301-A0303, A0306, A0309, A0310, A0312-A0315, A0318, A0319, and A0321. 
	ID
	Open Date
	Type
	Section
	Description
	Status

	A0271
	2008.04.30
	E
	4.2
	Source: Jerry Shih (AT&T)

Form: INP

Comment: editorial

Proposed Change: 

Change following text as marked:

The CPM Enabler SHALL be at least as secure as existing OMA Enablers (MMS, SIMPLE IM, IMPS, PoC).


	Status: Closed


	A0272
	2008.05.07
	E
	4.2
	Source: NeuStar

Form: Review contribution

Comment: Editorial comments 

Proposed Change: Add "the" before "existing" and "e.g." before "MMS" in the last paragraph.
	Status: Closed


	
	
	
	
	



	


	A0280
	2008.05.12
	E
	4.2
	 Source: Alcatel-Lucent

Comment: Clerical fix is needed in the last sentence.

Proposed Change: The CPM security SHALL be at least as secure as existing OMA Enablers (e.g., MMS, SIMPLE IM, IMPS, PoC).
	Status: Closed


	
	
	
	
	






	


	A0283
	2008.05.09
	E
	4.2.1
	Source: Huawei
Form: INP

Comment: the abbreviation of R-UIM is missing.
Proposed Change: add an abbreviation of R-UIM to Abbreviation Section.

R-UIM: Removable - User Identity Module
	Status: Closed


	
	
	
	
	



	


	
	
	
	
	



	


	A0286
	2008.05.09
	E
	4.2.1
	Source: NSN

Form: INP doc

Comment: 3GPP/3GPP2 IMS

Proposed Change: replace with 3GPP IMS / 3GPP2 MMD
	Status: Closed


	
	
	
	
	



	



	A0288
	2008.05.09
	T
	4.2.1
	Source: NSN

Form: INP doc

Comment: "CPM Address" is not defined in 3.2

Proposed Change: either define or make lower case, see OMA-MWG-CPM-2008-0229
	Status: Closed


	A0289
	2008.05.09
	T
	4.2.1
	Source: Nokia

Form: INP doc

Comment: First sentence: “The CPM Client SHALL be authenticated” is it really the CPM Client that SHALL be authenticated? How about the user?

Proposed Change: Incorporate the user into the sentence (maybe remove the client?) – In the end, it is the user who pays for the service.
	Status: Closed

User authentication (if any) shall be done through his/her interactions with the CPM Client. See parenthetic addition.

	A0293
	2008.05.09
	E
	4.2.1
	Source: Nokia

Form: INP doc

Comment: Third sentence: “support the…” The second half of the sentence makes the whole sentence unclear.

Proposed Change: Split the sentence and clarify, or remove the second half completely starting from “support the…”
	Status: Closed


	
	
	
	
	



	


	A0295
	2008.05.09
	T
	4.2.1
	Source: Nokia

Form: INP doc

Comment: What is the purpose of the NOTE at the bottom? It should be obvious after reading RFC3261.

Proposed Change: Remove the note.
	Status: Closed

Agreed to delete the last sentence.

	A0299
	2008.05.11
	T
	4.2.1, first sentence
	Source: Acision

Form: doc #0089

Comment: Only the CPM Client is authenticated, or also the CPM User, or both?

Proposed Change: Clarify.
	Status: Closed

Addressed in A0289 above.

	A0301
	2008.05.12
	T
	4.2.1
	Source: Ericsson

Form: INP

Comment: In paragraph 1: service usage is not according to definition.

Proposed Change: service ( Service

(if it is the same service as in definition otherwise explain what type of "..service usage.." that is intended here)
	Status: Closed

It is fixed according to the group agreed global change from CPM service to CPM-based Service

	
	
	
	
	



	


	
	
	
	
	





	



	
	
	
	
	


	


	A0309
	2008.05.12
	T
	4.2.2
	Source: Ericsson

Form: INP

Comment: Use definition in the paragraph.

Proposed Change: user plane ( User Plane 
	Status: Closed


	A0310
	2008.05.12
	T
	4.2.2
	Source: Ericsson

Form: INP

Comment: The [OMA SEC_CF] is not in spelled according to reference in 3.2

Proposed Change: [OMA SEC_CF] ( [OMA-SEC_CF]
	Status: Closed


	
	
	
	
	



	


	
	
	
	
	



	


	
	
	
	
	



	



	
	
	
	
	




	


	A0321
	2008.05.12
	T
	4.2.3
	Source: Ericsson

Form: INP

Comment: Use definition in the paragraph.

Proposed Change: user plane ( User Plane

(2 occurences)
	Status: Closed



2. Impact on Backward Compatibility

n/a
3. Impact on Other Specifications

n/a
4. Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5. Recommendation

It is recommended that SEC and CPM groups discuss and approve the proposed changes to be incorporated into the CPM AD.
6. Detailed Change Proposal

Change 1:  To address editorial review comment A0283.
3.3 Abbreviations

	3GPP
	Third Generation Partnership Program

	3GPP2
	Third Generation Partnership Program 2

	CAB
	Converged Address Book

	CBCS
	Categorization Based Content Screening

	CPM
	Converged IP Messaging

	CSCSF
	Client Side Content Screening Framework

	DM
	Device Management

	DPE
	Device Profile Evolution

	IETF
	Internet Engineering Task Force

	IM
	Instant Messaging

	IMPS
	Instant Messaging & Presence Service

	IMS
	IP Multimedia Subsystem

	IP
	Internet Protocol

	ISIM
	IP Multimedia Services Identity Module

	MMD
	MultiMedia Domain

	MMS
	Multimedia Messaging Service

	MSRP
	Messaging Session Relay Protocol

	OMA
	Open Mobile Alliance

	OSE
	OMA Service Environment

	RFC
	Request For Comments

	RTCP
	RTP Control Protocol

	RTP
	Real-Time Transport Protocol

	R-UIM
	Removable – User Identity Module

	SDP
	Session Desciption Protocol

	SIMPLE
	SIP for Instant Messaging and Presence Leveraging Extensions

	SIP
	Session Initiation Protocol

	STI
	Standard Transcoding Interface

	SMS
	Short Message Service

	UAPROF
	User Agent Profile

	UE
	User Equipment

	UIM
	User Identity Module

	URL
	Uniform Resource Locator

	USIM
	Universal Subscriber Identity Module

	XCAP
	XML Configuration Access Protocol

	XDM
	XML Document Management

	XDMS
	XML Document Management Server

	XML
	eXtensible Markup Language


Change 2:  To address editorial review comments including A0271, A0272, A0275, A0280, A0282, A284-A0289, A0293-A0295, A0299, A0301-A0303, A0306, A0309, A0310, A0312-A0315, A0318, A0319, A0321.
4.2 Security Considerations

The following security aspects are considered in this document:
· SIP signaling security,
· User Plane security,
· Interworking Function security.
The CPM Enabler SHALL be at least as secure as existing OMA Enablers (e.g., MMS, SIMPLE IM, IMPS, PoC).
4.2.1 SIP Signalling Security

The CPM Client (representing the CPM User) SHALL be authenticated prior to accessing the CPM Communication Service. The CPM Conversation Server SHOULD rely on the security mechanisms provided by the underlying SIP/IP Core, for securing the service environments e.g. authentication of the service usage. It is assumed that the access level security is provided by the SIP/IP Core as defined in [RFC3261].
The SIP/IP Core needs to ensure during registration that the registered CPM address is allocated and authorised to be used by that CPM User in order to prevent spoofing attacks. When the SIP/IP Core corresponds with 3GPP IMS/3GPP2 MMD and the User Equipment contains USIM/ISIM or UIM/R-UIM/ISIM, mutual authentication SHALL be applied as specified in [3GPP TS 33.203]/[3GPP2 S.R0086-0].
For SIP signalling, an integrity protection mechanism SHALL be used as specified in [3GPP TS 33.203]/[3GPP2 S.R0086-0].

[RFC3261] mandates the support for HTTP digest authentication [RFC2617], if authentication is performed.

4.2.2 User Plane Security

In order to protect user communication against eavesdropping, modification and spoofing, CPM User Plane communication between CPM Client and CPM Conversation Server SHOULD be protected to support its integrity and confidentiality, if requested by the CPM User and subject to service provider policies. A suitable mechanism for integrity and confidentiality protection is specified in [OMA-SEC_CF].

4.2.3 CPM Interworking Function Security

The CPM network SHALL apply the same security measures to the signalling received from non-CPM networks as it would to the signalling received from CPM networks. Also, the CPM network SHOULD apply the same security measures to the User Plane communication received from non-CPM networks as it would to the User Plane communication received from CPM networks. To these two cases, the security measures defined in Subsections 4.2.1 "SIP Signalling Security" and 4.2.2 "User Plane Security" will apply.
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