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1 Reason for Change

In the RD, there is a requirement: 

	CPM-HLF-007
	The CPM Enabler SHALL support the indication that the message is of a sensitive nature. The CPM recipient user may treat the message accordingly (e.g., not forward it).
	CPM V1.0


The description in the AD about this topic is as below:
5.3.1.1 CPM Client
o
Sending a CPM Message
•
Indicating the sensitive nature of a CPM Message
The corresponding description in the TS - system description document is as below:
5.2.2.1.2 CPM Message End-to-end Indications
· The CPM Client MAY indicate the following end-to-end indications in the sent CPM Message:
· subject;

· that the message is of a sensitive nature;

· priority;

· date and time of sending;

· content disposition of each Media embedded in the CPM Message;

The scope of this requirement can be the whole CPM Message or only to the attached media objects (e.g. image, audio-clip, video-clip). Each media object can indicate its own sensitive nature. The indication of this sensitive nature can be indicated in the CPM Message header or in the sub-header of the media object attached to CPM Message.
This CPM Message sensitive nature topic is not complete in the SD. This CR proposes to add new section to describe this sensitive nature of CPM Message.
2 Impact on Backward Compatibility

n/a

3 Impact on Other Specifications

n/a

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The Group is recommended to agree on the proposed changes.

6 Detailed Change Proposal
Change 1:  Adds new definitions
	Forward-Lock
	A sensitive indication in a CPM Message determining whether the CPM Message or the attached media objects can be forwarded or not.

	Save-Lock
	A sensitive indication in a CPM Message determining whether the CPM Message or the attached media objects can be saved locally as well as in the CPM Message Storage or not.

	Read-Times-Limitation
	A sensitive indication in a CPM Message determining the maximum times the CPM Message or the attached media objects can be read by the CPM User.

	Display-Duration-Limitation
	A sensitive indication in a CPM Message determining the display duration of the CPM Message or the attached media objects.


Change 2:  Adds a new 5.2.2.1.8 section: CPM Message Sensitive Nature
5.2.2.1.8 CPM Message Sensitive Nature

When a CPM User requests to indicate the sensitive nature of the sent CPM Message, the CPM Client SHALL indicate a sensitive nature for the sent CPM Message. The sensitive nature indications for the CPM Message are Forward-Lock, save-lock, read-times-limitation and display-duration-limitation. In a case that multiple different types of sensitive nature indications are requested for the same CPM Message, the CPM System and the recipient CPM Client SHALL support the sensitive nature indications and handle the CPM Message accordingly.
5.2.2.1.8.1 Forward-Lock
Forward-Lock indicates that CPM Message or attached media objects can not be forwarded to other CPM Users.
When requesting a Forward-Lock sensitive nature, the CPM Client SHALL indicate Forward-Lock for the whole CPM Message and/or attached media objects in the CPM Message. 

When a CPM Client receives a CPM Message containing a Forward-Lock for the whole CPM Message, the recipient CPM Client SHALL not forward the CPM Message or any media object (s) attached to it. 

When a CPM Client receives a CPM Message containing a Forward-Lock for a specific attached media object, the recipient CPM Client SHALL not forward this media object.
5.2.2.1.8.2 Save-Lock
Save-Lock indicates that CPM Message or attached media objects can not be saved locally as well as in the CPM Message Storage.
When requesting a Save-Lock sensitive nature, the CPM Client SHALL indicate Save-Lock for the whole CPM Message and/or attached media objects in the CPM Message. 

When a CPM Client receives a CPM Message containing a Save-Lock for the whole CPM Message, the recipient CPM Client SHALL not save the CPM Message or any media object (s) attached to it. 

When a CPM Client receives a CPM Message containing a Save-Lock for a specific attached media object, the recipient CPM Client SHALL not save this media object.
5.2.2.1.8.3 Read-Times-Limitation
Read-Times-Limitation indicates that CPM Message or attached media objects can only be read for specific number of times.
When requesting a Read-Times-Limitation sensitive nature, the CPM Client SHALL indicate Read-Times-Limitation for the whole CPM Message and/or attached media objects in the CPM Message. 

When a CPM Client receives a CPM Message containing a Read-Times-Limitation for the whole CPM Message, the recipient CPM Client SHALL not allow the CPM User to read the CPM Message more than specified times.. 

When a CPM Client receives a CPM Message containing a Read-Times-Limitation for a specific attached media object, the recipient CPM Client SHALL not allow the CPM User to view or read this media object more than specified times.
5.2.2.1.8.4 Display-Duration-Limitation
Display-Duration-Limitation indicates the duration of the CPM Message or attached media objects can be displayed to the CPM User for each view of the CPM Message.

When requesting a Display-Duration-Limitation sensitive nature, the CPM Client SHALL indicate Display-Duration-Limitation for the whole CPM Message and/or attached media objects in the CPM Message. 

When a CPM Client receives a CPM Message containing a Display-Duration-Limitation for the whole CPM Message, the recipient CPM Client SHALL not display the CPM Message more than the specified duration. 

When a CPM Client receives a CPM Message containing a Display-Duration-Limitation for a specific attached media object, the recipient CPM Client SHALL not display this media object more than the specified duration.
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