Doc# OMA-COM-CPM-2012-0005-CR_RD_spam_controlling.doc[image: image1.jpg]"sOMaQa

Open Mobile Alliance




Change Request

Doc# OMA-COM-CPM-2012-0005-CR_RD_spam_controlling.doc
Change Request



Change Request

	Title:
	Requirements for spam reporting
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	OMA CPM

	Doc to Change:
	OMA-RD-CPM-V2_0-20120404-D

	Submission Date:
	10 Feb 2011

	Classification:
	 FORMCHECKBOX 
  0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Editorial

	Source:
	Xiongwei JIA, China Unicom, jiaxw9@chinaunicom.cn
Li Zhaoxia, China Unicom, lizx101@chinaunicom.cn 
Yan Bingfeng, China Unicom, yanbf@chinaunicom.cn
Hou Yuhua, China Unicom, houyuhua@chinaunicom.cn
Wu Jing, China Unciom, wujing6@chinaunicom.cn

	Replaces:
	n/a


1 Reason for Change

Generally, spam messages refer to Unwanted Messaging, Malware, and Phishing, etc. From the perspective of the service operation, providing an effective management mechanism for spam-controlling is one of the important and basic requirements to the message-related services, e.g., SMS, MMS, IM, EVVM and EMAIL, of cause including CPM.  At least, when a user receive a message and believe it a spam, the message service SHALL provide capabilities to allow the recipient reports it as a spam, and to allow the user adds the sender into his/her black-list. If not, the spam problem will destroy the user experiences and even make the user away from the service.
CPM 2.0  is focusing on supporting RCS 5. And in RCS 5, avoiding spams and protecting the recipients against spams are basic requirements on standalone messaging (section 3.2), 1-to-1 chat (section 3.3), group chat (section 3.4) and file transfer (section 3.5).
In CPM 1.0, there are two future-release requirements concerning spam-controlling, SEC-003 and SEC-004. The former is mandatory on against Unwanted Messaging, and the later is optional on against Malware messages. This contribution suggests taking back the two requirements and strengthening both to be mandatory.

2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The EVVM group is recommended to review and agree to the proposed changes.
6 Detailed Change Proposal
Change 1:  Update Section 6.1.10, taking back two future-release requirements on spam-controlling and changing them to be mandatory
6.1.10 Security
	Label
	Description
	Enabler Release

	CPM-SEC-001
	The CPM Enabler SHALL provide a Principal with at least the same security level as is provided with the existing messaging services (e.g. SMS, MMS, SIMPLE IM, POC, VoIP).
	CPM V1.0

	CPM-SEC-003
	The CPM Enabler SHALL allow a CPM service to protect CPM Users against Unwanted Messaging, according to the user’s preferences and service provider policies.
	CPM 2.0

	CPM-SEC-004
	The CPM Enabler SHALL allow a CPM service to protect CPM Users against Malware, according to the user’s preferences and service provider policies.
	CPM 2.0

	CPM-SEC-005
	Unauthorized Principals SHALL be denied access to the functions of the CPM Enabler.
	CPM V1.0

	CPM-SEC-006
	It SHALL be possible to preserve the integrity and confidentiality of communication between a CPM Client and CPM network based functionality.
	CPM V1.0

	CPM-SEC-007
	The CPM Enabler SHALL NOT enable the circumvention of applicable DRM mechanisms (e.g. when a user gives permission to access Media in his/her network-based storage).
	CPM V1.0


Table 11: High-Level Functional Requirements – Security Items

Change 2:  Update Section B.1, Removing two future-release requirements on security.

B.1 Requirements Deferred to a Future Release

…
	
	Security Requirements:
	

	CPM-SEC-002
	The CPM Enabler SHALL allow a CPM service to provide CPM Users with Content Screening based on user preferences and service provider policies.
	Future
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