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1 Reason for Change

Note: CONRR comments are in the wrong section (SD instead of MsgStore)!

	C034
	2013.02.13
	T
	General
	Source: Research In Motion
Form: Review Contribution
Comment: OMA-COM-CPM-2012-0091 was noted on R&A as there was an objection to make the IMAP METADATA extension mandatory.

As a result, the metadata fetch operations are still missing from the CPM specifications.
Proposed Change: Add the metadata fetch operations to the specification (possibly by salvaging the usable text and SCR table updates from CR91). Consider taking the clarifications from CR91 as well.
	Status: OPEN


In order to determine the location of special folders (such as the ‘default’ folder), the METADATA extension must be supported. This CR proposes changing the METADATA extension from OPTIONAL to REQUIRED.
In addition:

· an editorial change in section 5.5, clarifying the ‘metadata flags’; added ‘i.e.’.

· section 7 did not list the ANNOTATE extension or some reason.

· the spec did not require the server to follow ANNOTATE in section 7.4 (“if supported” and “was requested” clause).

· Splits the client-side metadata operation section to fetch and update (as it is done on the server side).

· Adds the missing server-side metadata fetch operation section.

· General consistency fixes.

· Bug fixes.

Open issue: Include OMNA?
2 Impact on Backward Compatibility

Not backwards compatible.
3 Impact on Other Specifications

Two specifications need to be updated:


SysDesc


MsgStore.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Review and agree the proposed changes.
6 Detailed Change Proposal

Change 1:  Update main text, common
5.5 Metadata Structure

CPM’s message storage functionality supports a metadata model that consists of three distinct parts:

1. A set of metadata flags (i.e. IMAP system flags and keywords) that are associated with message objects, file transfer history objects, session history objects and standalone Media Objects. These flags indicate additional state information about the stored object, and

2. A set of metadata annotations that can be associated with folder objects (i.e. mailboxes) and message objects (i.e. messages) stored in the Message Storage Server. These annotations provide system- or user-defined information that the system or the user associates with these stored objects.

3. A set of metadata annotations that can be associated with the server (i.e. server annotations). These annotations provide system- or user-defined information that the system or the user associates with the server rather than individual objects.

The Message Storage Client and the Message Storage Server SHALL at least support metadata flags, folder metadata annotations and server annotations, and, in addition, MAY support message metadata annotations.

With respect to the metadata flags, the Message Storage Client and Message Storage Server SHALL support at least the following flags defined in [RFC3501], [RFC5788] and Appendix C:

· \Seen (message has been read), 

· \Answered (message has been answered), 

· \Flagged (message is "flagged" for urgent and/or special attention), 

· \Deleted (message is "deleted" for removal by later EXPUNGE), 

· \Draft (message has not completed composition (marked as a draft),

· \Recent (message is "recently" arrived in this mailbox),

· $MDNSent (A disposition notification has been sent for this message),

· $Forwarded (message has been forwarded), and

· \read-report-sent (A read receipt has been sent for this message) as defined in Appendix C.
NOTE:
All flag assignments and operations SHALL be handled according to the procedures specified in [RFC3501].

With respect to the server metadata and folder metadata annotations, the Message Storage Client and the Message Storage Server SHALL support the structure defined in [RFC5464] for metadata annotations as well as the METADATA entries defined in Appendix X for conversation history objects and for folder objects.
With respect to the message metadata annotations, if supported, the Message Storage Client and the Message Storage Server SHALL support the structure defined in [RFC5257] for message objects, for file transfer history objects, for session history objects and for standalone Media Objects.

Change 2:  Update main text, client

6 Procedures at Message Storage Client

The Message Storage Client is a functional component of the CPM enabler, which allows the CPM User to view and manage (store, fetch, delete etc) the resources stored in the Message Storage Server. In addition to that the Message Storage Client notifies the CPM User of any changes to the stored resources in the Message Storage Server (e.g. new message arrived, message got read on another client).

The Message Storage Client SHALL act as anIMAP4 client as defined in [RFC3501]. In addition to that, the Message Storage Client SHALL support the “ACL” IMAP4 extension as defined in [RFC4314], the “URLAUTH” IMAP4 extension as defined in [RFC4467], the “CONDSTORE” IMAP4 extension as defined in [RFC4551], the “ENABLE” IMAP4 extension as defined in [RFC5161

 REF RFC5161 \h 
], the “QRESYNC” IMAP4 extension as defined in [RFC5162] and the “METADATA” IMAP4 extension as defined in [RFC5464]. Also, the Message Storage Client MAY support the “ANNOTATE” IMAP4 extension as defined in [RFC5257] and/or the “CONVERT” IMAP4 extension as defined in [RFC5259].
Change 3:  Update main text, client [move text up and expand it]
6.6 Metadata Management Operations

The Message Storage Client SHALL support:

· updating the metadata flags defined for IMAP4 message objects in section 5.5 “Metadata Structure”,
· fetching the metadata flags defined for IMAP4 message objects in section 5.5 “Metadata Structure”,
· updating server and folder metadata annotations defined for IMAP4 mailboxes in section 5.5 “Metadata Structure”.

· fetching server and folder metadata annotations defined for IMAP4 mailboxes in section 5.5 “Metadata Structure”.
The Message Storage Client MAY support:

· updating message metadata annotations defined for IMAP4 message objects in section 5.5 “Metadata Structure”.

· fetching message metadata annotations defined for IMAP4 message objects in section 5.5 “Metadata Structure”.

Change 4:  Update main text, client [remove text moved up + consistency fixes]
6.6.1 Metadata Update Operation


When a Message Storage Client needs to update the metadata flags of a message object, the Message Storage Client SHALL send to the Message Storage Server a STORE request as defined in [RFC3501] including the UID of the message object and the changes to the flags (e.g., \Seen, \Deleted, etc.).
When a Message Storage Client needs to update message metadata annotations, if supported, the Message Storage Client SHALL send to the Message Storage Server a STORE request as defined in [RFC3501] including the UID of the message object and the ‘ANNOTATION’ data item as defined in [RFC5257].
When a Message Storage Client needs to update server or folder metadata annotations, , the Message Storage Client SHALL send to the Message Storage Server a SETMETADATA request as defined in [RFC5464] including:
· the name of the folder whose metadata is to be updated,

· an entry specifier and value pair (i.e. the entry specifier and the value corresponding to the entry specifier).

NOTE: The name of the folder SHALL be an empty string (i.e. "") to update server annotations.
The SETMETADATA request allows a requestor to include multiple update in a request. To reduce network overhead and delays, it is RECOMMENDED that a requestor updates all annotations at once by including all entry specifier and value pairs in a single request.
Change 5:  Update main text, client [add missing section]

6.6.2 Metadata Fetch Operation

When a Message Storage Client needs to retrieve the metadata flags of a message object, the Message Storage Client SHALL send to the Message Storage Server a FETCH request as defined in [RFC3501] including the UID of the message object and the ‘FLAGS’ data item name.
When a Message Storage Client needs to retrieve the metadata flags of a message object, if supported, the Message Storage Client SHALL send to the Message Storage Server a FETCH request as defined in [RFC3501] including the UID of the message object and the ‘ANNOTATION’ data item name, as defined in [RFC5257].
When a Message Storage Client needs to retrieve server or folder metadata annotations, the Message Storage Client SHALL send to the Message Storage Server a GETMETADATA request as defined in [RFC5464] including:
· the name or the folder whose metadata is requested,

· the entry specifier.

NOTE: The name of the folder SHALL be an empty string (i.e. "") to retrieve server annotations.
The GETMETADATA request allows a requestor to extend the list of entry specifiers in a fetch operation using the DEPTH command option. To reduce network overhead and delays, it is RECOMMENDED that a requestor retrieves annotations in batch(es), using the DEPTH command option. Therefore, a requestor’s request SHOULD include:

· the DEPTH command option with the value “infinity”,

· the entry specifier as a higher level specifier, e.g. “/shared/OMNA”, “/shared/OMNA/OMACPM20”, etc.

Change 6:  Update main text, server

7. Procedures at Message Storage Server

The Message Storage Server is a functional component of the CPM enabler, which allows authorized and/or authenticated principals (such as Message Storage Clients or CPM Participating Functions) to access a resource in the Message Storage Server. 

The Message Storage Server SHALL act as an IMAP4 server as defined in [RFC3501]. In addition to that, the Message Storage Server SHALL support the “ACL” IMAP4 extension as defined in [RFC4314], the “URLAUTH” IMAP4 extension as defined in [RFC4467], the “CONDSTORE” IMAP4 extension as defined in [RFC4551], the “ENABLE” IMAP4 extension as defined in [RFC5161], the “QRESYNC” IMAP4 extension as defined in [RFC5162]and the “METADATA” IMAP4 extension as defined in [RFC5464]. Also, the Message Storage Server MAY support the “ANNOTATE” IMAP4 extension as defined in [RFC5257] and the “CONVERT” IMAP4 extension as defined in [RFC5259].
Change 7:  Update main text, server [create heading, move text up and expand it]
7.1 Metadata Management Operations
The Message Storage Server SHALL support:

· updating the metadata flags defined for IMAP4 message objects in section 5.5 “Metadata Structure”,

· fetching the metadata flags defined for IMAP4 message objects in section 5.5 “Metadata Structure”,

· updating server and folder metadata annotations defined for IMAP4 mailboxes in section 5.5 “Metadata Structure”.

· fetching server and folder metadata annotations defined for IMAP4 mailboxes in section 5.5 “Metadata Structure”.
The Message Storage Server MAY support:

· updating message metadata annotations defined for IMAP4 message objects in section 5.5 “Metadata Structure”.

· fetching message metadata annotations defined for IMAP4 message objects in section 5.5 “Metadata Structure”.

Change 8:  Update main text, server [remove text moved up + consistency fixes]
7.2 Metadata Update Operation


Upon receiving a STORE request with the UID addressing a stored object of the Message Storage Server, the Message Storage Server SHALL update the metadata flags as indicated in the request according to the STORE command as defined in [RFC3501]. If the STORE request includes ‘ANNOTATION’ data item and the Message Storage Server supports updating message metadata annotations (i.e. indicates support for the ANNOTATE IMAP4 extension defined in [RFC5257]), the Message Storage Server SHALL handle any metadata annotations specified in the STORE request according to the ANNOTATE IMAP4 extension defined in [RFC5257].

Upon receiving a SETMETADATA request with the name of a folder stored on the Message Storage Server - or the empty string (i.e. "") in case of server annotations -, the Message Storage Server SHALL apply the appropriate metadata updates (i.e. add, remove or modify) according to the SETMETADATA command as defined in [RFC5464].
Change 9:  Update main text, server [add missing section]

Metadata Fetch Operation
Upon receiving a FETCH request with the UID addressing one or more stored objects of the Message Storage Server, the Message Storage Server SHALL return the metadata flags according to the FETCH command as defined in [RFC3501]. If the FETCH request includes the ‘ANNOTATION’ data item name and the Message Storage Server supports fetching message metadata annotations (i.e. indicates support for the ANNOTATE IMAP4 extension defined in [RFC5257]), the Message Storage Server SHALL return any message metadata annotations according to the ANNOTATE IMAP4 extension defined in [RFC5257].

Upon receiving a GETMETADATA request with the name of a folder stored on the Message Storage Server - or the empty string (i.e. "") in case of server annotations -, the Message Storage Server SHALL return the appropriate metadata annotations according to the GETMETADATA command as defined in [RFC5464].
Change 10:  Update client SCR

B.1 SCR for Message Storage Client

	Item
	Function
	Reference
	Requirement

	CPM-TS-MS-C-001_M
	Authentication – setting up TLS connection
	6.1.1
	

	CPM-TS-MS-C-002_M
	Authentication – SASL method
	6.1.1
	

	CPM-TS-MS-C-003_M
	Authentication – username/password method
	6.1.1
	

	CPM-TS-MS-C-004_M
	Requesting to set an active folder
	6.1.2
	

	CPM-TS-MS-C-005_M
	Setting an ACL
	6.2.1
	

	CPM-TS-MS-C-006_M
	Getting an ACL
	6.2.2
	

	CPM-TS-MS-C-007-M
	Deleting an ACL
	6.2.3
	

	CPM-TS-MS-C-008_M
	Retrieving access rights
	6.2.4
	

	CPM-TS-MS-C-009_M
	Requesting to store an object(i.e. Message and Message histories)
	6.3.1
	

	CPM-TS-MS-C-010_M
	Requesting to fetch message(s)
	6.3.2
	

	
	
	
	

	CPM-TS-MS-C-011_O
	Requesting to fetch a preview object
	6.3.3
	

	CPM-TS-MS-C-012_M
	Requesting to copy objects to another folder
	6.3.4
	

	CPM-TS-MS-C-013_M
	Requesting to remove objects
	6.3.5
	

	CPM-TS-MS-C-014_M
	Requesting to create a folder
	6.4.1
	

	CPM-TS-MS-C-015_M
	Requesting to get a list of folders
	6.4.2
	

	
	
	
	

	CPM-TS-MS-C-016_M
	Requesting to rename the folder
	6.4.3
	

	CPM-TS-MS-C-017_M
	Requesting to remove the folder
	6.4.4
	

	CPM-TS-MS-C-018_M
	Requesting to search contents by a few key words
	6.4.5
	

	CPM-TS-MS-C-019_M
	Updating metadata flags of a stored object
	6.6.1
	

	CPM-TS-MS-C-019a_M
	Fetching metadata flags of a stored object
	6.6.2
	

	CPM-TS-MS-C-020_O
	Updating metadata annotations of a stored object (ANNOTATE extension)
	6.6.1
	

	CPM-TS-MS-C-020a_O
	Fetching metadata annotations of a stored object (ANNOTATE extension)
	6.6.2
	

	CPM-TS-MS-C-021_M
	Updating metadata annotations of a folder (METADATA extension)
	6.6.1
	

	CPM-TS-MS-C-021a_M
	Fetching metadata annotations of a folder (METADATA extension)
	6.6.2
	

	CPM-TS-MS-C-021b_M
	Support CPM METADATA annotations
	Appendix X
	

	CPM-TS-MS-C-022_M
	 Synchronization
	6.6
	

	CPM-TS-MS-C-023_O
	Notifications
	6.7
	


Change 11:  Update server SCR

B.2 SCR for Message Storage Server

	Item
	Function
	Reference
	Requirement

	CPM-TS-MS-S-001_M
	Authentication – setting up TLS connection
	7.1.1
	

	CPM-TS-MS-S-002_M
	Authentication – SASL method
	7.1.1
	

	CPM-TS-MS-S-003_M
	Authentication – username/password method
	7.1.1
	

	CPM-TS-MS-S-004_M
	Requesting to set an active folder
	7.1.2
	

	CPM-TS-MS-S-005_M
	Setting an ACL
	7.2.1
	

	CPM-TS-MS-S-006_M
	Getting an ACL
	7.2.2
	

	CPM-TS-MS-S-007-M
	Deleting an ACL
	7.2.3
	

	CPM-TS-MS-S-008_M
	Retrieving access rights
	7.2.4
	

	CPM-TS-MS-S-009_M
	Storing objects to a folder
	7.3.1
	

	CPM-TS-MS-S-010_M
	Sending objects
	7.3.2
	

	CPM-TS-MS-S-011_O
	Converting the object as requested
	7.3.3
	

	CPM-TS-MS-S-012_M
	Copying the objects to the another folder
	7.3.4
	

	CPM-TS-MS-S-013_M
	Removing the object
	7.3.5
	

	CPM-TS-MS-S-014_M
	Creating a folder with a requested folder name
	7.4.1
	

	CPM-TS-MS-S-015_M
	Sending the name of all folders
	7.4.2
	

	CPM-TS-MS-S-016_M
	Renaming the folder
	7.4.3
	

	CPM-TS-MS-S-017_M
	Deleting the folder
	7.4.4
	

	CPM-TS-MS-S-018_M
	Searching objects by a few keywords
	7.4.5
	

	CPM-TS-MS-S-019_M
	Updating metadata flags for a stored object
	7.4.1
	

	CPM-TS-MS-S-019a_M
	Fetching metadata flags for a stored object
	7.4.2
	

	CPM-TS-MS-S-020_O
	Updating metadata annotations of a stored object (ANNOTATE extension)
	7.4.1
	

	CPM-TS-MS-S-020a_O
	Fetching metadata annotations of a stored object (ANNOTATE extension)
	7.4.2
	

	CPM-TS-MS-S-021_M
	Updating metadata annotations of a folder (METADATA extension)
	7.4.1
	

	CPM-TS-MS-S-021a_M
	Fetching metadata annotations of a folder (METADATA extension)
	7.4.2
	

	CPM-TS-MS-S-021b_M
	Support CPM METADATA annotations
	Appendix X
	

	CPM-TS-MS-S-022_M
	Processing the synchronization
	7.6
	

	CPM-TS-MS-S-023_O
	Notifications
	7.7
	


Change 12:  New appendix

Appendix A. CPM METADATA annotations (Normative)
This section contains the metadata entries defined by the OMA CPM Enabler.
Each CPM metadata entry is listed in Table 1 along with the following information:

· the valid namespace(s),
· whether the metadata entry can be used as a server and/or a mailbox annotation,
· its purpose, and;

· a reference to the metadata entry format description.
	Entry name
	Valid namespace(s)
	Server annotation
	Mailbox annotation
	Purpose
	Format

	DefaultFolderLocation
	/shared/OMNA/OMACPM20
	Y
	N
	Indicates the location of the “default” system folder; see section “5.5.1.1 Folders” in [OMA-CPM-SD].
	A.1.1


Table 1: CPM METADATA annotation reference sheet
A.5 Metadata entry formats
While all metadata entries contain strings in general, it is important to define the format of contents of these strings. This section contains a sub-section describing the format of each metadata entry defined in Table 1.

A.5.1 DefaultFolderLocation
The metadata entry MUST contain a fully qualified mailbox name suffixed with the server's hierarchy separator character (i.e. a parameter for the SELECT command).
For example:


/INBOX/CPM2/-=default=-
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