[image: image1.jpg]"sOMaQa

Open Mobile Alliance



Doc# OMA-PoC-2004-0080R02-Security
Submitted to PoCWG
15th  March 2004
Doc# OMA-PoC-2004-0080-Security
Submitted to PoCWG
15th  March 2004


Input Contribution

	Title:
	Security
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	PoC WG

	Source:
	Tapio Paavonen, Nokia

+358400672937

tapio.paavonen@nokia.com

	Attachments:
	n/a
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	
	
	

	
	
	

	
	
	

	Replaces:
	Doc# OMA-PoC-2004-0080R01-Security


1 Reason for Contribution

The PoC RD (2004-01-31) has requirements for the security, but these are not yet covered by the PoC AD.
2 Summary of Contribution

In this contribution the PoC specific security mechanisms are described.  Revision 2 includes changes proposed in the PoC WG meeting in KC..
3 Detailed Proposal

8.5 Security

The security mechanism provides the protection to the PoC service environment. There are mainly three parts: SIP signalling security, user plane security and GLMS accessing security. 

8.5.1
SIP signaling security

The PoC client SHALL be authenticated prior  to accessing the PoC service. The PoC server SHOULD rely on the security mechanisms provided by the underlaying SIP/IP Core, for securing the service environments e.g. authentication of the service usage. For the access level security, the SIP/IP Core SHOULD support integrity and confidentiality protections of SIP signalling towards the PoC client. 
When the SIP/IP Core corresponds with 3GPP/3GPP2 IMS, and the user equipment contains USIM/ISIM or UIM/R-UIM, the mutual authentication SHALL be applied as specified in [3GPP TS 33.203]/[3GPP2 S.R0086-0]. For further SIP signalling, the integrity protection mechanism SHALL be used as been specified in [3GPP TS 33.203]/[3GPP2 S.R0086-0].   The privacy of the end user shall rely on IMS core as specified in [3GPP TS24.229]. 
8.5.2
User plane security
The PoC service user plane communication between PoC client and PoC server, and between PoC servers is protected with existing mechanisms being defined for radio access (3GPP GPRS or 3GPP2 PDN) and with secured connections between the network domains. 

User plane confidentiality is not specified in OMA PoC Release 1.

8.5.3
Group and List Management security 
The group and list management as well as access control policy manipulation for PoC service shall be secured over the Im interface. When the SIP/IP Core corresponds with 3GPP/3GPP2 IMS, the mechanism for securing Ut interface SHALL be applied to the Im interface.Otherwise the PoC system SHALL provide authenticated connection between the PoC client and the GLMS server by utilizing HTTP Digest mechanism as specified in [RFC2617] in combination with Transport Layer Security (TLS) [RFC2246]. 


EDITOR’s NOTE: Floor control signalling protection is FFS. 
EDITOR’s NOTE: End to end encryption is FFS.
4 Intellectual Property Rights Considerations

None known.
5 Recommendation

It is proposed to discuss the provided material in the meeting and adopt the text to the AD.
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