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1 Reason for Contribution

This contributions provides a proposal on how to solve the following comment:

	1928
	2004.12.06
	AD 8.7.1
	Note is unclear, what does it mean that RFC 3261 mandates RFC 2617 for authentication?  Remove note: What does this note add to the text?

(OMA-POC-2004-1127)
	[2004.12.07]

Note shall not be removed. Re-phrasing may be needed.

Noted.


2 Summary of Contribution

There have been some concerns regarding the Note at the end of the sub-clause. This contribution wants to provide the link between the Note and the rest of the description within this sub-clause by inserting a reference for non-IMS networks.
R1 is including some comments I got regarding the statement in the Note. The main concern was, that RFC3261 not mandates security in general, it only states that if security is requested security should be provided as defined in RFC2617. I therefore have slightly modified the Note.
3 Detailed Proposal

8.7.1 SIP signaling security

The PoC client SHALL be authenticated prior to accessing the PoC service. The PoC server SHOULD rely on the security mechanisms provided by the underlaying SIP/IP Core, for securing the service environments e.g. authentication of the service usage. It is assumed that the access level security is provided by the SIP/IP Core as defined in [RFC3261] to support the integrity and confidentiality protection of SIP signalling. The SIP/IP Core needs to ensure during registration that  the registered PoC Address is allocated and authorised to be used by that user in order to prevent spoofing attacks as identified in Fehler! Verweisquelle konnte nicht gefunden werden..  
When the SIP/IP Core corresponds with 3GPP/3GPP2 IMS, and the user equipment contains USIM/ISIM or UIM/R-UIM, the mutual authentication SHALL be applied as specified in [3GPP TS 33.203]/[3GPP2 S.R0086-0]. For further SIP signalling, the integrity protection mechanism SHALL be used as been specified in [3GPP TS 33.203]/[3GPP2 S.R0086-0].   

Note:  RFC 3261 mandates the support of the [RFC 2617] for authentication if authentication is performed.

4 Intellectual Property Rights Considerations

None known.

5 Recommendation

It is proposed to discuss the provided material in the meeting and adopt the text to the AD.
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