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1 Reason for Change

Summary: This CR intends to resolve the Problem Report # 28 (http://www.openmobilealliance.org/ftp/Public_documents/POC/POCv1/2005/OMA-POC-POCv1-2005-0009-Problem-Report-028.zip). It is acknowledged that:
1. The PR does present a problem when using IPv4, e.g. when PoC users are a group of them behind a NAT in a corporate environment. When simultaneously connected to the same PoC server, one of the users could masquerade the others if he knows the RTP sending port of the other users behind the same NAT. This topology is realistic in real life, other than temporary IOP testing environment. On the other hand, if the PoC Client uses individual IP address then the masquerade by using the same port number is not possible.
Note, the same problem does not present in SIP connection in Control Plane, since the IMS P-CSCF and UA acknowledge each others sending and receiving port in the initial connection.

2. OMA PoC 1 does not mandate or prohibit user to use any sending or receiving port, nor mandate or prohibit using same port for sending and receiving. So it is a free choice by the PoC Client. Thus the issue in 1 does present. 
3. One solution is to use symmetric RTP which means using the same port for sending and receiving because that way also the network elements are aware of the sending port. It also makes firewall configuration easier, so only need to open one port for the RTP stream connection.

4. Since the SDES RTCP is not used in PoC specification, there is no way for PoC server to associate the user's PUI with the SSRC for charging and recognization of the client identity. The server side should record the Port number, IP address association with the received SSRC, and associate the PUI received later on from the same address. As the bullet 1 above depicted, this allows potentially the source to be masqueraded. So implementer is recommended to be aware of this security threat, and to use the solution suggested in 3, which is an immediate solution to mitigate the threat.

2 Impact on Backward Compatibility

N/A

3 Impact on Other Specifications

N/A.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is proposed to the working group to adopt the changes proposed in Section 6.

6 Detailed Change Proposal

5.2 UDP

The User Datagram Protocol (UDP), as defined in [RFC768], SHALL be used as transport protocol over the POC-3 and the POC-4 reference point.

5.2.1 Port Numbers

The UDP port numbers are used to identify the endpoints of the media packets, TBCP messages and RTCP packets and SHALL be exchanged during the SIP Session establishment phase.

If the PoC Server Performing the Participating PoC Function will be present in the media path, then it SHALL provide its port numbers for the User Plane to the PoC Client and the PoC Server performing the Controlling PoC Function during the SIP Session establishment phase.

If the PoC Server performing the Participating PoC Function will not be present in the media path then, it SHALL forward to the PoC Server performing the Controlling PoC Function the port numbers that it received from the PoC Client and return to the PoC Client the port numbers that it receives from the PoC Server performing the Controlling PoC Function during the SIP Session establishment phase.

The PoC Server SHALL use the same UDP port number for sending and receiving media. The PoC Server SHALL use the same UDP port number for sending and receiving TBCP messages.
The PoC Client SHOULD use the same UDP port number for sending and receiving media. The PoC Client SHOULD use the same UDP port number for sending and receiving TBCP messages.

NOTE: The sending port is not carried in SDP. This may allow a threat of masquerading the sending PoC Client to be imposed by other PoC Client that has the same IPv4 address, though the sending port number may be different. This is possible because the PoC Server cannot associate the SSRC with the Contact address of the PoC Client. Thus the PoC Client is recommended to use the same port for sending and receiving media. The same applies to the TBCP message.
In case of Simultaneous PoC Sessions, the PoC Server performing the Participating PoC Function SHALL use unique UDP port number for media per PoC Session towards the PoC Client. The PoC Server performing the Participating PoC Function SHALL use unique UDP port number per PoC Session for TBCP messages towards the PoC Client using Simultaneous PoC Sessions.
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