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1 Reason for Change

Justification
To fulfil the PoC 2.0 requirement (Section 6.1.15.4) for Lawful Interception, this contribution introduces text to the SD. 
Impacted subclauses

A new subclause 4.45 is added.  Additional definitions and references were also added.

This provides a listing of PoC events and informational elements that are of interest to Law Enforcement for Lawful Interception.
Consequence if not accepted

 The Lawful Interception requirement is not satisfied and the PoC 2.0 technical documents won’t be complete in time for scheduled release date.
This revision includes changes to accommodate discussions in the meeting.  In particular, R03 proposes a definition for “Identified PoC User”, added a subclause title of “General”, deleted a reference to “voice mail”, changed “media format” to “codec and Media Format”, deleted hyphens in “sub-clause”, added an editor’s note in 4.45.2, deleted 4..45.3.2 for inclusion a separate submission to PAG, changed “ownership” of the floor to floor control, and capitalized Media.
2 Impact on Backward Compatibility

No impact.

3 Impact on Other Specifications

No impact
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended that the proposed changes shall be included in the next version of the SD.
6 Detailed Change Proposal

Change 1:  (New text to clause 2.2) 

 [3GPP TS 33.107]
3GPP: TS 33.107; “Lawful Interception architecture and functions”

URL: http://www.3gpp.org/

[3GPP TS 33.108]
3GPP:  TS 33.108; “3G security; Handover interface for Lawful Interception (LI)”

URL:  http://www.3gpp.org/
Change 2:  (New text to clause 3.2) 

Identified PoC User:  A PoC User whose PoC sessions have been lawfully authorized to be intercepted and delivered to an Law Enforcement Agency.  

Law Enforcement Agency:  A lawfully authorized organization conducting lawful interception.

Change 3:  (New text) 

4.45       Lawful Interception (LI)
4.45.1       General
The following subclauses describe the PoC service related events and information elements that can be of interest to a Law Enforcement Agency, subject to regional and national laws.  
The PoC service, its underlying network, or both SHOULD be able to provide the information identified herein in this document to a Law Enforcement Agency when required.
It MAY be required that when privacy or anonymity is invoked by an identified PoC User, the available PoC Address information of all Participants in the PoC Session  are provided to a Law Enforcement Agency.
Editor's note: it is unclear how the real PoC User identities for the PoC Users which requested privacy get to the PF and are available for reporting to the Law Enforcement Agency.
The combination of a unique identifier and a timestamp is a commonly used mechanism to assist with the proper correlation of the sequence of events during delivery to a Law Enforcement Agency.  The assignment and management of the unique identifier is outside the scope of PoC. 
When the SIP/IP Core corresponds with 3GPP IMS, the PoC lawful interception delivery is done as in the [3GPP TS 33.107] and [3GPP TS 33.108].
4.45.2       PoC Session Events and Informational Elements

This subclause describes the PoC events that can be of interest to a Law Enforcement Agency concerning origination and termination attempts, establishment, control, and release of PoC Sessions, including Instant Personal Alerts, for an identified PoC User.  
1. When the identified PoC User attempts to initiate or receives an invitation to any type of PoC Session, or when the identified PoC User sends or receives an Instant Personal Alert.

2. When the identified PoC User answers an invitation to a PoC Session or if another PoC User answers an invitation from the identified PoC User. 
3. When the identified PoC User’s invitation is redirected to another service or PoC User (e.g., PoC Box).
4. When any PoC Session in which the identified PoC User is involved is established.

5. When any PoC Session in which the identified PoC User is involved is completed or when an initiation is abandoned or unsuccessful.

6.  When a new PoC User is added to a PoC Session involving the identified PoC User.

7. When the identified PoC User joins and/or leaves any Chat PoC Group.

8. When the Media Characteristics (e.g., codec or Media Format) of any PoC Session in which the identified PoC User is involved changes and the identified PoC User’s Participating PoC Function is aware of the change.
9. When there is a request for an addition or removal of a Media Stream for any PoC Session involving the identified PoC User.
Editor's note:  There is a question if there is difference in #2 and #4 above and if further clarification is needed. 
Informational elements for these events MAY include, but are not limited to the following:

1. Identities of the identified PoC User (e.g., PoC Addresses).

2. Location of the identified PoC User (at the beginning and end of PoC Sessions), if known by the PoC service.

3. Event type (e.g., origination, termination, Instant Personal Alert).

4. Identities of other PoC Users and/or PoC Groups involved in the PoC Session.

5. PoC Session Identities

6. PoC host identity
7. Media Type
8. Timestamp of the event.
4.45.3       
Talk and Media Burst Control Events and Informational Elements
This subclause describes the Talk and Media Burst Control events of those Media Types used in PoC Sessions involving the identified PoC User that can be of interest to a Law Enforcement Agency.  
1. When the identified PoC User requests to have the floor.
2. When the identified PoC User is granted permission to have the floor and/or that permission is revoked.

3. When there is a change in floor control.

4. If queuing is supported, when the identified PoC User is queued, when any pre-emption of the identified PoC User occurs, and when the identified PoC User cancels his/her queued request.
Informational elements for these events MAY include, but are not limited to the following:

1. Identities of the identified PoC User (e.g., PoC Address)
2. Identity of the “owner” of the floor.

3. Event type (e.g., request, revocation, floor owner, queue query)

4. PoC Session Identities.

5. RTP Timestamp of the event.

4.45.4
PoC Group/Contact List Management and Presence Events and Informational Elements
4.45.4.1  PoC XDM

The following is done as in the XDM enabler:
This subclause describes the PoC events that can be of interest to a Law Enforcement Agency concerning the group and list management activities of an identified PoC User as well as presence information received and sent to the identified PoC User.  

1. When the identified PoC User attempts to update his/her own access control lists (e.g., add, delete or modify an entry) and when the list(s) are updated.

Informational elements for these events MAY include, but are not limited to the following:

1. Identities of the identified PoC User (e.g., PoC Addresses).

2. Event type (e.g., list, modify, add entry, presence update).

3. Identities of the updated PoC User(s) or PoC Group(s).

4. Timestamp of the event.
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4.45.5       PoC Content

This subclause describes the Media Burst (i.e., PoC content) that can be of interest to a Law Enforcement Agency of those Media Types used in PoC Sessions involving the identified PoC User .

Informational elements for the PoC content MAY include, but are not limited to the following:

2. Identities of the identified PoC User (e.g., PoC Addresses).

3. Media Type.

4. RTP Timestamp of the Media Burst.
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