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1 Reason for Change

Justification

This is a proposal for solution to the following CONR comments:
	ID
	Open Date
	Type
	Section
	Description
	Status

	E016
	2009.05.27
	T
	5.1.2
	Source: leon.l.guo@ericsson.com

Form: <INP doc >

Comment: How the session key is generated could be stated. 

Proposed Change: SHALL generate the session key using the PRF(pseudo-random number generating function) as specified in MIKEY [RFC3830]  or other  pseudo-random number generators
	Status: 
CLOSED


	E017
	2009.05.27
	T
	5.1.2

item 2
	Source: leon.l.guo@ericsson.com
Form: <INP doc >

Comment: How to encrypt is not 100% clear. 

Proposed Change: Rephrase 

2. SHALL encrypt the generated session key with the user key as the pre-share key as specified in [RFC 3830] and include the MIKEY message in the " a=key-mgmt:mikey" attribute as specified in [RFC4567].
	Status: 
CLOSED


	E018
	2009.05.27
	T
	5.1.3

item 1
	Source: leon.l.guo@ericsson.com

Form: <INP doc >

Comment: Unclear how to generate the key. 

Proposed Change: 

1. SHALL generate the traffic key using the PRF(pseudo-random number generating function) as specified in MIKEY [RFC3830]  or other  pseudo-random number generators
	Status: 
CLOSED


	E019
	2009.05.27
	T
	5.1.3

item 2
	Source: leon.l.guo@ericsson.com

Form: <INP doc >

Comment: How to encrypt is not 100% clear.

Proposed Change: Rephrase

2. SHALL encrypt the traffic key using the session key
 as the pre-share key as specified in [RFC 3830] and include the MIKEY message in the " a=key-mgmt:mikey" attribute as specified in [RFC4567].
	Status: 
CLOSED
(Traffic key is not included in the SDP but sent as included in RTP. Therefore can not include the MIKEY messae in the " a=key-mgmt:mikey" attribute”.)


	E021
	2009.05.27
	T
	5.1.4

bullet 1
	Source: leon.l.guo@ericsson.com
Form: <INP doc >

Comment: Which encryption mechanism is to be used is not well specified.

Proposed Change: rephrase the bullet

· SHALL encrypt Continuous Media, TBCP message and MBCP with SRTP as specified [3GPP TS 33.246/6.6.2] "Protection of streaming data" sent over the Multicast PoC Channel using the traffic key as master key generated and distributed as specified in subclause 5.1.3 "Generation and distribution of the traffic key"
	Status: 
CLOSED



Summary of Change

“origination” replaced by “establishment”.  

Scope of Change

Subclauses 1 affected.
Consequence if not accepted

A number of CONR comments remain open/unsolved.

2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

To include the proposed changes as described in chapter 1.
6 Detailed Change Proposal

5. Common functions

This subclause describes functionality common to different access technologies.
5.1. PoC User plane security

PoC User Plane security provides confidentiality protection of individual Media Streams and TBCP/MBCP messages in PoC Sessions independent of access technology. The PoC Multicast protection is based on 3GPP MBMS security solution including GAA/GBA bootstrapping, data confidentiality and key distribution as defined in [3GPP TS 33.220] and [3GPP TS 33.246].

5.1.1. Providing a User Key

The PoC Client supporting Multicast PoC SHALL invoke the GBA/GAA procedure as specified in [3GPP TS 33.220] to authenticate the PoC User and to retrieve the PoC User individual user key.
As a successful result of the GBA/GAA procedure the client MAY initiate a PoC Session as defined in subclause 6.1.1 "General".
The PoC Server supporting Multicast PoC SHALL authenticate the PoC User and retrieve PoC User individual user key to protect the session key when distributing the session key to PoC Clients participating in a PoC Session.
5.1.2. Generation and distribution of the session key

The PoC Server performing the Participating PoC Function SHALL generate the session key using the Pseudo-random number generating function (PRF) as specified in MIKEY [RFC3830] or other pseudo-random number generators.
In order to obtain the session key generated by the PoC Server the PoC Client:

1. SHALL include in the SIP UPDATE request an Authorization header containing the 'Digest username' with the value "(B-TID)" and 'realm' with the value in which the host name part value is "3GPP-bootstrapping" and the domain name part value is the domain name which the PoC Server belongs to, e.g., "poc-serverA.networkA.net".
At reception of a SIP UPDATE request the PoC Server performing the Participating PoC Function:

1. SHALL, using the B-TID received as the 'Digest username' and realm contained in the Authorization header, authenticate the PoC Client and extract the user key from the BSF as specified in [3GPP TS 33.220]; 
2. SHALL encrypt the generated session key with the user key as the pre-shared key as specified in [RFC 3830] and include the MIKEY message in the " a=key-mgmt:mikey" attribute as specified in [RFC4567]; and,

3. SHALL include in the MIME SDP body of the SIP 200 "OK" response the session key protected with user key as defined in [3GPP TS 33.246].
At reception of a SIP 200 "OK" response to the SIP UPDATE request including a session key in SDP parameter the PoC Client:
1. SHALL, using the user key, extract from the " a=key-mgmt:mikey" attribute value the session key as specified in [RFC4567]; and,
Editor's note: If a=key-mgmt:mikey is the attribute to use in PoC Multicast if FFS.

2. SHALL cache the session key (any previous cached session key is overwritten).
NOTE:
When a new session key replacing the old session key is obtained by all PoC Clients the PoC Server performing the Participating PoC Function removes the old session key from the MICKEY message. 
5.1.3.  Generation and distribution of the traffic key
When a RTP Media Stream is sent over the Multicast PoC Channel and PoC Clients are connected to the Multicast PoC Channel the Participating PoC Function on a regular base: 
1. SHALL generate a traffic key using the Pseudo-random number generating function (PRF) as specified in MIKEY [RFC3830] or other pseudo-random number generators;
2. SHALL encrypt the traffic key with the session key as the pre-shared key as specified in [RFC 3830];
3. SHALL include the encrypted traffic key in a MICKEY message as specified in [RFC3830]; and,
4. SHALL send on regular bases the MICKEY message over the Multicast PoC Channel in the RTP Media Stream.
NOTE 1:
When the session key is changed the PoC Server performing the Participating PoC Function encrypts the traffic key with the new session key and includes the encrypted traffic key in the MICKEY message. 
At reception of the MICKEY message over the RTP Media stream the PoC Client:

1. SHALL decrypt the traffic key contained in the MICKEY message using the stored session key;
2. SHALL cache the traffic key and if the decryption is successful, do not continue with the rest of the steps. Otherwise continue with the rest of the steps;
3. SHALL perform the actions in the subclause as described in 5.1.2 "Generation and distribution of the session key".
NOTE 2:
When a new session key replacing the old session key is obtained by all PoC Clients the PoC Server performing the Participating PoC Function starts encrypting Media using the traffic key encrypted by the new session key.
5.1.4. Media encryption and decryption

The PoC Server performing the Participating PoC Function: 

· SHALL encrypt Continuous Media, TBCP message and MBCP messages with SRTP as specified in [3GPP TS 33.246/6.6.2] "Protection of streaming data" sent over the Multicast PoC Channel using the traffic key as master key generated and distributed as specified in subclause 5.1.3 "Generation and distribution of the traffic key";

· SHALL continue to encrypt Continuous Media, TBCP message and MBCP messages using an old traffic key encrypted with an old session key until all PoC Clients has obtained the new session key as specified in subclause 5.1.2 "Generation and distribution of the session key"; and,

· SHALL start to encrypt Continuous Media, TBCP message and MBCP message using the new traffic key encrypted by the new session key when all PoC Clients have obtained the new session key as 5.1.2 "Generation and distribution of the session key".

NOTE:
The PoC Server can decide, using a local policy, to switch to the new traffic key encrypted by the new session key before all PoC Clients have obtained the new session key e.g. based on time.

The PoC Client

· SHALL decrypt Media encrypt Continuous Media, TBCP message and MBCP messages sent over the Multicast PoC Channel using the traffic key obtained as specified in subclause 5.1.3 "Generation and distribution of the traffic key"; and,

· SHALL obtain a new session key as specified in subclause 5.1.3 "Generation and distribution of the traffic key" when decryption fails due to a changed session key. 
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