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1 Reason for Change

Justification

This is a proposal for solution to the following CONR comments:
	E020
	2009.05.27
	T
	5.1.3

item 4
	Source: leon.l.guo@ericsson.com
Form: <INP doc >

Comment: MIKEY message are sent to a special port 

Proposed Change: 

4. SHALL send on regular bases the MICKEY message over the Multicast PoC Channel in UDP transport with port number 2269 according to rules and procedures of [RFC4567].
	Status: OPEN



Summary of Change

Scope of Change

Consequence if not accepted

A number of CONR comments remain open/unsolved.

2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Revise proposed change and include it in the spec.
6 Detailed Change Proposal
5.1.3 Generation and distribution of the traffic key
When a RTP Media Stream is sent over the Multicast PoC Channel and PoC Clients are connected to the Multicast PoC Channel the Participating PoC Function on a regular base: 
1. SHALL generate a traffic key using the Pseudo-random number generating function (PRF) as specified in MIKEY [RFC3830] or other pseudo-random number generators;
2. SHALL encrypt the traffic key with the session key as the pre-shared key as specified in [RFC 3830];
3. SHALL include the encrypted traffic key in a MIKEY message as specified in [RFC3830]; and,
4. SHALL send on regular bases the MIKEY message over the Multicast PoC Channel in UDP transport using the same port as the RTP Media Stream , which is announced in the SDP during announcement of the start of Multicast PoC Channel,  see subclause 6.1.2.1 "Announcement of the start of a Multicast PoC Channel",.
NOTE 1:
When the session key is changed the PoC Server performing the Participating PoC Function encrypts the traffic key with the new session key and includes the encrypted traffic key in the MIKEY message. 
At reception of the MIKEY message over the RTP Media stream the PoC Client:

1. SHALL decrypt the traffic key contained in the MIKEY message using the stored session key;
2. SHALL cache the traffic key and if the decryption is successful, do not continue with the rest of the steps. Otherwise continue with the rest of the steps;
3. SHALL perform the actions in the subclause as described in 5.1.2 "Generation and distribution of the session key".
NOTE 2:
When a new session key replacing the old session key is obtained by all PoC Clients the PoC Server performing the Participating PoC Function starts encrypting Media using the traffic key encrypted by the new session key.
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