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1 Reason for Change

This CR specifies the parameters and semantics of the Spam Report message
2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

SpamRep SWG is kindly asked to review and agree with this CR

6 Detailed Change Proposal

Change 1:  Spam Report Parameters
5.1.1 Spam Report

Spam Report message is sent either automatically by the SpamRep Client, or initiated by the User to report a message deemed to be Spam. The structure and format of the Spam Report Message Element is defined by the XML schema as described in section 5.3. The Spam Report Message Element is implemented as the <spam-report> element of the <spam-rep-document> root element with the following clarifications:

The following table specifies parameters in a Spam Report message:  

	Parameter name
	Data type
	Parameter cardinality
	Description

	MessageID
	Integer
	1
	The unique id for this Message Element

	SpamRepClientID
	String
	1
	Identifies the SpamRep Client, assigned and provisioned by the MNO.

	ReportType
	String
	1
	Indicates the type of spam reporting: By-Value, By-Reference, By-Fingerprint

	MessageType
	String
	1
	Email, SMS, MMS, IM, etc

	MessageDescriptor
	String
	1
	When reporting By-Value, this parameter either contains the message being reported, or points to the message in the attachment. When reporting By-Reference, this parameter contains the reference to the message being reported, or points to the reference in the attachment. When reporting By-Fingerprint, this parameter contains the fingerprint, or points to the fingerprint in the attachment.

	MessageAttributes
	Data Structure
	1
	Additional information about the reported abuse message. Each MessageType has its own set of attributes. The attributes are generally transmitted in, and extracted from message headers. 


Table 1: Parameters in a Spam Report message

The SpamRep Client SHALL generate the MessageID parameter and SHALL ensure its uniqueness locally. This parameter SHALL be used to correlate this Message Element with a Message Element contained in the subsequent SpamRep Server response.

SpamRepClientID parameter SHALL contain the IMEI of the reporting device when the SpamRep Client is deployed on a mobile device or the value of a provisioned identifier otherwise.

The value of the ReportType parameter SHALL be determined by Mobile Network Operator’s policies. For example, based on MessageType, SMS messages are reported By-Value, MMS messages are reported By-Fingerprint and Email messages are reported By-Reference, or based on the message size, messages smaller then certain size are reported By-Value and all others are reported By-Reference.
When ReportType is set to By-Value, attribute “value-type” SHALL be provided to indicate whether the full or partial Content is included in the Spam Report. Possible values for the “value-type” attribute are: “full” and “partial”.
When ReportType is set to By-Reference, attribute “reference-type” SHALL be provided to indicate the hashing function applied to the reference. Possible values for the “reference-type” attribute are specified in section 5.1.1.2.
When ReportType is set to By-fingerprint, attribute “fingerprint-type” SHALL be provided to indicate the fingerprinting function applied to the Content. Possible values for the “fingerprint -type” attribute are specified in section 5.1.1.3.

The value of MessageType parameter SHALL indicate the type of the messaging system which delivered the message being reported as Spam. The Message Type parameter SHALLhave one of the following values: EMAIL, SMS, MMS, IM or OTHER.
MessageDescriptor parameter has different meaning depending on the value of the ReportType parameter:
1. When ReportType is By-Value, MessageDescriptor SHALL contain either the original message being reported as Spam, or point to that message when it is supplied in the attachment part of the SpamRep Message. For example, when HTTP is used as transport, MessageDescriptor contains the ContentID (CID) of the part in the multipart body of the HTTP request.
2. When ReportType is By- Reference, MessageDescriptor SHALL contain the message reference either extracted or generated from the original message, or point to the message reference in the attachment part of the SpamRep Message.

3.  When ReportType is By- Fingerprint, MessageDescriptor SHALL contain either the fingerprint generated from the message, or point to the fingerprint in the attachment part of the SpamRep Message.
MessageAttributes SHALL contain the additional information about the message being reported as Spam as specified in section 5.1.1.1.
Change 2:  Message Attributes
5.1.1.1 Message Attributes
Editor’s Note: The details of the MessageAttributes parameter for different MessageTypes are FFS
Change 3:  Message Reference
5.1.1.2 Message Reference
Editor’s Note: The details about generation/extraction of the message reference for different MessageTypes are FFS
Change 4:  Message Fingerprint

5.1.1.3 Message Fingerprint
Editor’s Note: The details about generation of the message fingerprint for different MessageTypes are FFS
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