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1. Scope


The scope of this document is to provide a Stage 2 (architecture document) for mobile  presence using IETF SIMPLE specifications.  This will include general model and various end-to-end cases that illustrate the model.


2. References


Editor note: will order these; we may want to break the table into major sections:  IETF, 3GPP, etc.


2.1 Normative References


		[CREQ]

		“Specification of WAP Conformance Requirements”. Open Mobile Alliance(. WAP‑221‑CREQ‑20010425-a. http://www.openmobilealliance.org 



		[RFC2119]

		“Key words for use in RFCs to Indicate Requirement Levels”. S. Bradner. March 1997.
URL:http://www.ietf.org/rfc/rfc2119.txt



		[RFC3261]

		Rosenberg, J., Schulzrinne, H., Camarillo, G., Johnston, A., Peterson, J., Sparks, R., Handley, M. and E. Schooler, "SIP: Session Initiation Protocol", RFC 3261, June 2002. URL:http://www.ietf.org/rfc/rfc3261.txt



		[RFC2778]

		A Model for Presence and Instant Messaging 


(http://www.ietf.org/rfc/rfc2778.txt)



		[RFC2779]

		Instant Messaging / Presence Protocol Requirements 


(http://www.ietf.org/rfc/rfc2779.txt)



		

		Common Profile: Instant Messaging 


(http://www.ietf.org/internet-drafts/draft-ietf-impp-im-01.txt)



		

		Common Profile: Presence 


(http://www.ietf.org/internet-drafts/draft-ietf-impp-pres-01.txt)



		

		CPIM msgfmt 


(http://www.ietf.org/internet-drafts/draft-ietf-impp-cpim-msgfmt-07.txt)



		

		PIDF 


(http://www.ietf.org/internet-drafts/draft-ietf-impp-cpim-pidf-06.txt )



		

		im: and pres: URIs and DNS SRV 


(http://www.ietf.org/internet-drafts/draft-ietf-impp-srv-01.txt)



		

		SIMPLE Presence 


(http://www.ietf.org/internet-drafts/draft-ietf-simple-presence-09.txt)



		[RFC3265]

		Event notification framework: 


(http://www.ietf.org/rfc/rfc3265.txt)



		[RFC2778]

		http://www.ietf.org/rfc/rfc2778.txt



		[RFC2396]

		ftp://ftp.rfc-editor.org/in-notes/rfc2396



		

		Watcherinfo event package: 


(http://www.ietf.org/internet-drafts/draft-ietf-simple-winfo-package-04.txt)


(http://www.ietf.org/internet-drafts/draft-ietf-simple-winfo-format-03.txt



		

		Presence list: 


(http://www.ietf.org/internet-drafts/draft-roach-sip-list-template-00.txt



		[RFC3428]

		SIP MESSAGE method


 (http://www.ietf.org/rfc/rfc3428.txt)



		[RFC3228]

		http://www.ietf.org/rfc/rfc3228



		

		SIMPLE Messaging sessions


(http://www.softarmor.com/simple/drafts/draft-campbell-simple-im-sessions-00.txt) (http://www.softarmor.com/simple/drafts/draft-campbell-simple-cpimmsg-sessions-00.txt)



		

		SIMPLE Data manipulation


(http://www.ietf.org/internet-drafts/draft-ietf-simple-data-req-00.txt)  



		

		SIMPLE PIDF extensions


(http://www.ietf.org/internet-drafts/draft-lonnfors-simple-prescaps-ext-00.txt)



		

		SIMPLE Presence filtering


(http://www.ietf.org/internet-drafts/draft-moran-sipping-filter-reqs-00.txt)


(http://www.ietf.org/internet-drafts/draft-moran-sipping-filter-arch-01.txt)



		

		SIMPLE PUBLISH


(http://www.ietf.org/internet-drafts/draft-olson-simple-publish-01.txt)



		

		3GPP requirements to SIMPLE  


(http://www.ietf.org/internet-drafts/draft-kiss-simple-presence-wireless-reqs-01.txt)


(http://www.ietf.org/internet-drafts/draft-niemi-simple-im-wireless-reqs-00.txt)



		S.R0061-0 v1.0

		Wireless Immediate Messaging (Requirements), Oct 2002





		S.R0062-0 v1.0

		Presence for Wireless Systems (Requirements), Oct 2002







		TS 22.141

		 (Presence Service, Requirements)



		TS 23.141

		 (Presence Service, Architecture and Functional description)



		TR 24.841

		 (Presence Service, Functional models, information flows and protocol details)



		TS22.228

		 (Service Requirements for the IP Multimedia Core Network Subsystem)



		TS23.228

		 (IP Multimedia Subsystem (IMS))



		

		S.R0061-0 v1.0 Wireless Immediate Messaging (Requirements), Oct 2002

S.R0062-0 v1.0 Presence for Wireless Systems (Requirements), Oct 2002







		TR 22.940

		 (Technical report on IMS messaging)



		TS 22.340

		 (IMS messaging, Requirements)



		TS 22.250

		 (IMS Group Management, Requirements)



		[CREQ]

		“Specification of WAP Conformance Requirements”. Open Mobile Alliance(. WAP‑221‑CREQ. URL:http//www.wapforum.org/ <to be replaced by an OMA ref when available>



		[RFC2119]

		“Key words for use in RFCs to Indicate Requirement Levels”. S. Bradner. March 1997.
URL:http://www.ietf.org/rfc/rfc2119.txt



		[RFC2234]

		“Augmented BNF for Syntax Specifications: ABNF”. D. Crocker, Ed., P. Overell. 
November 1997. URL:http://www.ietf.org/rfc/rfc2234.txt



		To be written

		OMA-IMPS Consolidated Requirements document; no date, etc.



		

		<<Remove unused reference rows! >>





2.2 Informative References


		[WAPARCH]

		“WAP Architecture”. Open Mobile Alliance(. WAP‑210‑WAPArch. URL:http//www.wapforum.org/





3. Terminology and Conventions


3.1 Conventions


The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].


All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.








3.2 Definitions


Editor's note:  will alphabatize in next revision and continue to add RFC references to the definitions


SIMPLE - A methodology and set of extensions to SIP supporting the Instant messaging and Presence requirements defined by the defined in the IETF.


Presence - Information about the status and reachability of a specific individual, usually a person. See "Presentity". Defined in RFC 2778.

Instant Message (IM) - A message delivered to a user in an instant, interactive manner. Generally short, even brief. Instant Messages are often called IMs. IMs are often exchanged back-and-forth between users in a conversational fashion. Defined in RFC 2778.

Presentity - A distinguished entity or resource for which presence information may be available. A presentity is most commonly a reference for a person, although it may represent a role such as "help desk" or a resource such as " conference room #27". Presentities are generally referenced by distinguished names, such as "dean.willis@softarmor.com" or by phone numbers like "+19724735455". In SIMPLE, presentities are generally referenced using a sip: or tel: URL. Defined in RFC 2778.

Address-of-Record (AoR)- The distinguished name, usually a URL, used to reference a presentity. For example, an address-of-record might be "sip:alice@example.com".

Presence User Agent (PUA): - The software component or process which presents presence information for a presentity to the network. This would typically be an application running in a PC, PDA, or mobile phone. In SIMPLE, it is common but not required for a PUA to push presence information to a "presence server" for distribution to "watchers". Defined in RFC 2778. A SIMPLE PUA is essentially a SIP UA that supports several specific SIP extensions. 


Presence Server (PS): - A node (or set of nodes, in a clustering environment) that acts as an intermediate for the user. Generally this is an always-on "network" server that is the terminal node of a search for the presentity's address-of-record. For example, every user in domain "softarmor.com" might share a presence server, or a set of servers front-ended by a common proxy or set of proxies. However, an end-user system may include presence server functionality. The address resolution rules of SIP are used to find the presence server or proxy for a given address-of-record. Defined in RFC 2778.

Presence Tuple - A presence "record" providing status and optionally communications addresses for a given presentity. In SIMPLE, these communications addresses are generally SIP URLs. See "Contact". Defined in RFC 2778.

Watcher - A node that requests presence information for a particular presentity. This request may be a singular fetch operation, in which case the watcher is called a "fetcher". If the fetch operation is repeated periodically, the watcher is called a "poller". If the watcher subscribes to receive notification of changes in the presence of a presentity, the watcher is called a "subscriber". In order to avoid confusion with the term "subscriber" as used in mobile phone networks, 3GPP has chosen to call this role a "subscribed watcher". Defined in RFC 2778.

Proxy - A SIP node that forwards messages according to the proxy rules defined in RFC 3261. SIP requests made by nodes using SIMPLE are processed by proxies just like any other SIP request would be.

Registrar - A SIP server node that receives and responds to SIP REGISTER messages. A registrar is generally associated with an administrative domain and may be associated with a presence server. The purpose of the registrar is to store the association of a "contact" with a "presentity". This association may also be called a "binding". Defined in RFC 3261.

Contact - An address (expressed as a SIP URI) at which a presentity can be reached. This is generally dynamically associated with an address-of-record using a SIP REGISTER request. Defined in RFC 3261.

Subscription - A persistent relation between a subscriber and an event source (often a presence server for a presentity) by which the subscriber requests notifications of a specific even for a set duration. Defined in RFC 3265

Notification - A message, delivered in response to a subscription, which delivers information about an associated event in the format defined by the relevant event package. Defined in RFC 3265.

Event Package - A specification for a set of events to be used with subscription and notification. The event package defines the semantics of the notification message body and of subscriptions to that event. The “Presence” [SIPPRESENCE] event package is of particular importance in this context. Event packages are defined in RFC 3265.

Presence List - A presence list is a server-side subscription aggregation mechanism. Essentially a user defines a presence list on a server, perhaps a list of that user’s ‘buddies”. The user then subscribes to the presence list, and the server handles subscribing to each of the buddies.

Domain Name Service - Also called DNS. An Internet facility for translating between host names and service names and Internet protocol addresses.


ENUM - An extension and practice for looking up phone numbers in DNS. The general result of a lookup is the address-of-record, expressed as a URL, of a service node (such as a SIP Proxy) that can be used to reach the given phone number.


Multimedia Encapsulation - Also called MIME. A formatting technique for rich messages originally used for email, but now used for HTTP and many other things. MIME allows serializing one or more message elements into a simple text stream.  This message elements may be text, pictures, and many other types of data, or external references using a URI to an element actually stored elsewhere such as a web page.


Group - A group is a nested collection of addresses or identifiers such as an address or record.  A group is identified by a single address.  

3.3 Abbreviations


Editor note: will alphabatize in next revision 


		AAA

		Authentication, Authorization, Accounting



		HAAA

		Home Authentication, Authorization, Accounting



		HTTP

		Hyper Text Transfer Protocol



		IETF

		Internet Engineering Task Force



		IMAP

		Internet Message Access Protocol



		IMS

		Internet Multimedia Subsystem



		MM

		Multimedia Message



		MMD

		Multi Media Domain



		MMS

		Multimedia Messaging Service



		OMA

		Open Mobile Alliance



		PDU

		Protocol Data Unit



		POP

		Post Office Protocol



		PS

		Presence Server



		PUA

		Presence User Agent



		RFC

		Request for Comments



		SIMPLE

		SIP Instant Message and Presence Leveraging  Extensions



		IMPS SIMPLE

		SIMPLE Instant Messaging and Presence Services



		SIP

		Session Initiation Protocol



		SMS

		Short Message Service



		SMTP

		Simple Mail Transfer Protocol



		WSP

		Wireless Session Protocol



		WV

		Wireless Village



		SIGCOMP

		Signalling Compression, an IETF compression protocol



		CSP

		Client-to-Server Protocol



		SSP

		Server-to-Server Protocol



		DNS

		Domain Name Service



		ENUM

		Electronic Numbering – really, a made-up word that looks like an acronym. See definitions.



		MIME

		Multimedia Encapsulation



		S/MIME

		Secure Multimedia Encapsulation



		PKI

		Public Key Infrastructure



		HSP

		Home Serving Proxy



		TLS

		Transport Layer Security



		IKE

		Internet Key Exchange



		IPSec

		Internet Protocol Security Protocol



		

		





4. Introduction


SIMPLE Instant Messaging and Presence Services (IMPS) is a set of system capabilities and related applications that provides both a framework for future service development and an application allowing instant messaging and presence (i.e., sharing of status and reachability information) between users, whether using mobile networks or fixed Internet connections. This document provides an architecture for OMA Presence service using the IETF SIP [RFC3261] with SIMPLE extensions.  This service is described in terms of actions taken by Presence  Clients,  Presence Servers, SIP proxies, and various other network elements.


Editor note:  the editor requests text input for the following bullets of the template


I.
What can you do with this specification?


II.
What problem does this solve?


III.
How can this specification be applied?


IV.
Consider the target audience and provide deployment examples as possible.>>


5. Features and Functions


6. Reference Models


6.1 Network Model


Figure 1 shows a reference model for the  Presence applications, it  highlights the SIP-SIMPLE functionality (all flows are SIP-SIMPLE or SIP-AAA related. 
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 Figure 1- IMPS SIP-SIMPLE Presence Functional Model


All lines shown in the above figure are defined or referenced by OMA.  The network architecture elements are as follows:


· AAA: 

· Authentication, Authorization, and Accounting Services 


· Presence Server: 

· Aggregates Presence Documents


· Serves Subscriptions


· List and Policy Server: 

· Stores user-provided list and policy/preference data


· HSP (consists of the following two entities)


· Serving Proxy: 

· Primary SIP routing and application dispatch 

· S-CSCF-like

· Registrar: 

· Holds SIP registration data (An S-CSCF and HSP-like function)

· Operator Edge Proxy: 

· Handles SIP traffic to other networks

· I-CSCF like (no requirement for dynamic S-CSCF binding)

· Subscriber Edge Proxy: 

· Handles SIP traffic to UEs

· Primary authentication; SIP Compression (SIGCOMP)

· UE:  The terminal, or an in-network user agent that adapts to a specialized display protocol (X, WAP, WV, etc).

In this document both the Edge Proxy and the Subscriber Edge Proxy may also be generically considered as Transport Proxies.  

7. Client Transactions


Note: IMPS proxies are not shown in the figures to keep them manageable.  Similarly, AAA proxies are likewise not shown in the figures. 


7.1 Registration


This section states requirements for a registration function that associates an address of record with an IP address that has been assigned to a user mobile station.  An example of an address of record is one of the legal formats of a URI [RFC 2396].  


The following example assumes that the user has gained access to a wireless network and has been assigned an IP address.  The user must perform a registration to associate the assigned IP address with their address of record.   Figure 2 shows the message exchange.  


The HSP utilizes Home AAA server (HAAA) to authenticate and authorize the user to register.   


After completion of registration, the home server stores the mobile's address.  The registration does not authorize any service nor does it indicate to mobile station the services supported by the server.  
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Figure 2 - Registration


a) The MS sends a Registration Request to the HSP.


b) The HSP sends an AAA Request to the HAAA server.


c) The AAA sends an AAA Response to the HAAA server. 


d) The HSP acknowledges the Registration Request to the mobile station with a Register Response. 


e) The HSP stores the new contact in its registration database.


f) If there are any registration watchers, the HSP issues registration event notifications to them.


7.2 Presence Operations


7.2.1   Publishing a Presence Document


The mobile station sends a presence publish request to the Presence Application via the HSP as in the Figure 3.  This request contains the new presence document to publish. The mobile station's HSP receives the publish request and queries the user's HAAA to verify that the user is allowed to publish through this proxy.  The authorization response from the HAAA to the HSP provides the authorization for the user.    The Presence Application queries the user's HAAA to authenticate the user and verify the user is authorized to store the  presence document on this application.  The authorization for the user at the HSP and/or Presence Application can be cached and the details are left to stage 3 (i.e., it is not mandatory for either the HSP or Presence Server to check the AAA for the user for each publish request).  If the mobile is authorized the Presence Application stores the document and responds to the mobile's HSP.  The mobile station's HSP sends the response to the mobile station. . 
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Figure 3 - Publishing a Presence Document


a) The mobile station sends a Presence publish request to its HSP


b) The mobile station's HSP authenticates the user's Publish request by sending an AAA request to the user's HAAA.  


c) The HAAA authenticates and authorizes the user and sends an AAA response to the mobile station's HSP


d) The HSP proxies the request to the sender Presence Application.


e)  The Presence Application sends an AAA request to the AAA server to authorize the MS to publish a presence document to this application. 


f) The HAAA authenticates and authorizes the user and sends an AAA response to the Presence Application. 


g) The AAA sends an AAA response to the Presence Application authorizing the Presence publish request to the Presence Application.  


h) The sender Presence Application stores the information contained in the Publish request and proxies a Publish response back to the  HSP.


i) The HSP sends the Presence publish response to the mobile station.


7.2.2 Sending a Subscribe Request for a Presentity or Presence List


The mobile sends a Subscribe request to its HSP.  The Subscriber request contains the logical name of the desired target user or group.  The HSP receives the Subscribe request and queries the user's HAAA to verify that the user is allowed to send a Subscribe Request through this proxy.  The HSP sends the presence subscription request to the mobile station's Presence Application  (not necessarily the same one that owns the presence state of the entity or entities referenced in the logical address of record).  This is shown in Figure 4. 


The Presence Application verifies the user is authorized for service.  Assuming the request to Subscribe is authorized, the Presence Application responds with a Subscribe response to the HSP, which proxies the response to the mobile.  Further procedures for this scenario are continued in the next section.
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Figure 4 - Subscribing to Presence


a) The mobile station sends a Subscribe publish request to its HSP


b) The sender HSP authenticates the user's Subscribe request by sending an AAA request to the user's HAAA.  


c) The HAAA authenticates and authorizes the user and sends an AAA response to the HSP


d) The HSP proxies the request to the user's Presence Application.


e)  The Presence Application sends an AAA request to the AAA server to authorize the mobile station to make the Subscribe request.


f) The HAAA authenticates and authorizes the user and sends an AAA response to the Presence Application. 


g) The AAA sends an AAA response to the Presence Application authorizing the Subscribe request 


h) The Presence Application proxies a Subscribe response back to the sender HSP.


i) The sender HSP sends the Subscribe response to the mobile station.


7.2.3 Receiving a Subscribe Request for a Presentity or Presence List


The above scenario showed a user sending a Subscribe request to its Presence Application. This scenario  continues from the Presence Application responding to the Subscribe request.  


If the Subscribe request was sent to a list, the Presence Application resolves the list to member addresses of record and processes them one by one.  


If the Presence Application itself supports the user corresponding to an address of record, the Presence Application verifies the requesting user is authorized to make the Subscribe request for the subscribed user (presentity) and records the subscription. Because the Presence Application has already sent a Subscribe response to the requesting mobile station, no further processing is necessary by the Presence Application. 


If the user corresponding to the address of record of the list is not in the domain of the Presence Application, the Presence Application generates a Subscribe request for that presentity.  The Presence Application proxies the request to the presentity's HSP, which proxies the request to the presentity's Presence Application.   The presentity's Presence Application verifies the requesting mobile station is authorized to make the Subscribe request for the presentity, and if so, returns a Subscribe response to the presentity's HSP, which then proxies the response to mobile station's Presence Application.  
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7.2.4   Receiving a Presence Notification


A mobile station has previously subscribed to an event as above.  The mobile station receives a notification from the Presence Application of the presentity or presentity list as follows according to the subscription parameters when the subscription was made.


Figure 5 - Receiving a Presence Notification


a) The Presence Application of an entity to which the mobile has previously subscribed sends a presence notification request to the subscribing mobile station's HSP


b) The subscribing mobile station's  HSP sends the presence notify request to the mobile station. 


c) The mobile station sends a presence notification response to its HSP


d) The mobile station's HSP sends the response to the Presence Application


7.2.5     Querying Presence State
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Figure 6 - Querying Presence State


a) The mobile station sends a presence query request to its HSP


b) The HSP sends the presence query request to the presentity's HSP


c) The presentity's HSP sends the presence query to the presentity's Presence Application


d) The Presence Application sends an AAA request to the AAA server to authorize the requesting user to query the presence of the presentity. 


e) The HAAA sends an AAA response to the Presence Application authorizing the presence query request.


f) The Presence Application sends the presence response to the presentity's HSP


g) The presentity's HSP sends the presence response to the HSP of the querying mobile station


h) The HSP of the mobile station sends the response to the mobile station. 


8. Security

The IETF states that security is not a single monolithic property of the system, but rather a series of related but independent properties. This section discusses threats and stage 2 level solutions to address those threats.  Generic threats considered are:


1. Unauthorized usage of network SIP/SIMPLE servers, either as a new user or an existing user, of  presence services 


2. Rogue network entity representation as being an authentic network entity to the mobile user


3. Eavesdropping or altering a message


4. Unauthorized access and modification of configuration data or stored messages of another user


It is the responsibility of a stage 3 to demonstrate defences against these threats for the following operations. 


8.1.1 Authentication


Mutual authentication is required: 


· Authentication of the mobile user by service elements


· Authentication of service elements by the mobile user


Note that authentication is separate from authorization to use the network.  A user may be authenticated but nevertheless refused service. 


8.1.1.1 Network Authentication of the Mobile User


It is possible that an attacker represent itself to service elements as a valid mobile user.  This could occur by the attacker attempting to register or send SIP/SIMPLE packets using the identity of a valid mobile user.  


The general solution to this type of threat is cryptographic authentication, which could be provided at the SIP layer or at a lower layer.  SIP supports a number of challenge response mechanisms such as digest authentication [ref].   The HSP or other proxies can perform SIP authentication using the AAA system.  Possible lower layer security systems include TLS or IKE/IPSec.  If TLS is used, the mobile user has to have a certificate verifiable by a PKI.  This is also true for IKE the control protocol for IPSec
, however, IPSec can also be used with pre-shared keys that exist between the mobile user and the service elements or the AAA server that can make them available to the service elements.


In some cases the authentication may be performed by one service element on behalf of other service elements.   This may be referred to a transitive trust model.  For this to be applicable, there must be a secure relationship between the sevice elements. 


8.1.1.2 Mobile Authentication of the Service Elements


It is important that the mobile station determine that it is communicating with legitimate service elements.  TLS and IPSec provide hop-by-hop mechanisms.  These allow the mobile to verify the identity of the first service element in a chain of service elements.  The mobile station must generally rely on the trust model then to establish the identity of remote service elements.  Examples include use of sips uri or 3GPP IMS. 


8.1.2 Authorization for Service


Having authenticated the user, the service elements can use the AAA system to make authorization decisions relative to specific service requests. 


Another way to authorize the user is certificate attributes in the user's certificate.   This assumes the service elements have verified the user's certificate. 


8.1.3 Integrity and Privacy of SIP/SIMPLE Messages 


An attacker may attempt to eavesdrop or alter messages.  General solutions to these types of threats are to use:


· Secure transport protocols such as IPSec or TLS between the mobile and the HSP or between the mobile and the first SIP proxy encountered by the SIP traffic.  There needs to be a transitive trust on the part of the mobile user with all proxies involved.  Examples include use of sips uri or 3GPP IMS.


· S/MIME to protect SIP/SIMPLE message bodies; this security is between and users, i.e., is end to end.  However, in some commercial applications the message store itself is viewed as a "user" if the messages may need to be audited later, e.g., the Security Exchange Commission if it needs to review messages from brokers to investors.  


It is possible to use both security transport protocols and S/MIME: the former protects the SIP/SIMPLE messages as they traverse public facilities and the S/MIME protects the message bodies end to end.


8.1.4 Configuration of Subscriber Data or Stored Messages


An attacker may attempt an unauthorized access and modification of configuration data of another user.  An example of configured data is instant message groups.   The general solution to this threat is to 


· Authenticate the user; this is likely a separate authentication as the data is stored in separate systems outside the scope of the SIP proxies.


· Verify that the authenticated user is authorized to access or modify the specific data for a specific user.


· Apply encryption and integrity on the data access control messages. 


The encryption and integrity should operate between the mobile station and the directory or database that stores the user's configuration data or deferred messages.
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