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1 Reason for Change

Presence Authorisation Rules are necessary in order to protect the privacy of Presence users and they are mandated by several requirements in the Presence RD.  This contribution refines the existing text.  R01 of this contribution incorporates some feedback from the 2004 Hawaii meeting.
2 Impact on Backward Compatibility

None

3 Impact on Other Specifications

None

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Modify the proposed text under section 6.1.6 Privacy of the Presence AD (OMA-PAG-SIMPLE-AD-V1_1_0-20040723-D).

6 Detailed Change Proposal

>>>First Change>>>

3.1 Definitions

Accept List - A resource list containing a set of watcher identities expressed as SIP URIs that is referenced by a policy controlling the acceptance of subscription requests for a presentity. Policy using an accept list will authorize subscription requests from watchers who are members of the accept list. Note, that acceptance of a subscription is not correlated with what presence content will be disseminated, or when that content will be disseminated.
Reject List - A resource list containing a set of watcher identities expressed as SIP URIs that is referenced by a policy controlling the acceptance of subscription requests for a presentity. Policy using an reject list will not authorize subscription requests from watchers who are members of the reject list.
Polite Blocking List – A resource list containing a set of watcher identities expressed as SIP URIs that is reference by a policy controlling the acceptance of subscription requests for a presentity.  Policy using a Polite Blocking List will authorize subscription requests from watchers who are members of the list, returning an appropriate error code.   Note, that to fully implement polite blocking, this policy will need to be supplemented with an appropriate content policy (see below).
Deferred-decision List – A resource list containing a set of watcher identities expressed as SIP URIs that is referenced by a policy controlling the acceptance of subscription requests for a presentity.  Policy using a deferred-decision list will neither authorize or reject the incoming request.  Instead, it will place the request into a “pending state”.  The presentity may decide how to handle that subscription request any time after that.
>>>Second Change>>>

6.1.6 Privacy

6.1.7 The following sections describe a variety of policies that presentities can define to control the dissemination of their presence information.  Note, that those rules may be overridden by local administrator or implementation policies.  In addition, any watcher preferences (e.g. subscription to a subset of presence information), will be applied after those policies.
6.1.6.1 Subscription Authorisation Rules

A presentity SHALL be able to define subscription authorization rules that apply to one or more potential watchers.  Subscription authorisation rules SHALL determine the watchers who can be allowed to subscribe to the presence information of a Presentity and those that cannot. The subscription authorisation rules may include lists that can be logically part of the Presence Server or the GLMS. 

The following types of lists are supported:

· Accept lists

· Reject lists
· Polite blocking lists
· Deferred decision lists
For a particular presentity, more than one of each of those lists may exist.  In addition to those lists, subscription authorisation policy includes settings that determine the order that each of those lists are applied, when applying the policy to an incoming subscription request.  Once a match is generated against a list, the process is completed.  In addition the policy defines a default policy of “accept”, “reject”, “politely block” or “defer”.  If no match is generated, this default policy is applied. If no default policy is defined then the subscription will be rejected. In addition, to the above lists and default policies a Presentity may indicate whether to the Presence Server how to handle anonymous subscriptions. If no such preference is indicated the default behaviour SHOULD be to reject anonymous subscription requests.  
The presentity can be potentially informed about the status of the subscription using watcher information subscription/notification framework (see section 6.2.9).
A typical subscription authorization policy for a presentity is shown below:

1) When a subscription request is received for a specific user whose policy uses only a single reject and a single accept list (in that order), the presence system checks the identity of the watcher making the request against the reject list. If the requesting identity is a member of the reject list, the subscription request is rejected (see sections 6.2.6.1) as per the relevant policy.  [Contributors note (to be removed before CR is incorporated):  When doing polite blocking, the subscription is actually accepted.  It is the content policy (i.e. send fake content) the defines the polite blocking] 
2) If the requesting identity is not a member of the reject list, the presence system checks to see if the requesting identity is a member of the accept list. If the requesting identity is a member of the accept list, the request is accepted (see section 6.2.2).

3) If the requesting identity is neither a member of the reject list nor of the accept list, then the default policy is applied. 
6.1.6.2 Presence Content Rules

Presence Content rules SHALL determine what presence information will be disseminated to watchers.  A presentity SHALL be able to define content rules that apply to one or more watchers.  Each rule will determine how particular presence information elements are transformed for that watcher or group of watchers.
6.1.6.3 Presence Notification Rules
A presentity SHALL be able to define presence notification rules that apply to one or more watchers.  Presence Notification rules SHALL determine what events will trigger notifications to watchers.  Typically when new information is available for one or more watchers, notifications will be generated.  Presence notification rules might further specify any rate limitations, specific events that trigger notifications, etc.
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