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1 Reason for Change

The OMA XDM specifications fully rely on [XCAP] for the (usage and) definition of the detailed error report as content for the 409 Conflict response. However, when applied correctly, the definition as specified in [XCAP] section ‘Detailed Conflict Report’ is not sufficient. For situations in which the local policy applies additional constraints (in addition to the constraints defined in the application usage, as specified in the respective IETF / OMA documents), an appropriate error report should be returned in the cases the local policy constraints are violated. It is thus suggested to define a new <error-element> for this, namely the <local-constraint-failure> (as allowed and encouraged by [XCAP]).
(Note that the <constraint-failure> is not suitable as, according to is definition (as specified in [XCAP]), it is only to be applied when violation the constraints defined in the application usage. Thus, it should not be used for constraints defined outside of the application usage, like constraints that are applied due to local policy.)
This enhancement aids the UE to appropriately act upon error responses (as e.g. the UE can distinguish between an application usage constraint failure, which would indicate that the UE is not conform the defined application usage, from a local policy constraint failure, which would indicate that the operator / server applied additional constraints than those defined in the IETF / OMA specifications). Furthermore, it enhances operability as it limits / restricts the proprietary defined <error-element>’s the XDMS may send and the XDMC / UE could receive.
The proposed change thus adds the usage and definition of the <local-constraint-failure>.

The scope of the change is limited to sections 6.5, 6.6 and A2.

2 Impact on Backward Compatibility

None

3 Impact on Other Specifications

None

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Adopt the changes as proposed in Section 6 and A2.

For the Editor: Please be aware that the numbering was changed to point to the sections that were mentioned. The numbering format will not work via copy and paste.
6 Detailed Change Proposal

Updated section 6.5
6.5. Error cases

If the Aggregation Proxy or XDM server receives an HTTP request targeted at an XCAP resource whose application usage is not recognized or understood, the Aggregation Proxy or XDM Server SHALL reject the request with an HTTP 404 (Not Found) response.

Additional validation constraints might be applied which may result in a HTTP 409 Response. An HTTP 409 error response SHALL include a document in the HTTP body that conforms to that defined in [XCAP] Section 9 and the extensions defined in Section 6.6.3.

For additional details of the handling of those, see [XCAP] Section 8.2.5 and Section 6.6.3.

Other specifications MAY define the value of the “phrase” attribute, which contains text for rendering to a human user, that is optionally present in an error element identifying an error condition.

An HTTP "403 Forbidden" error response SHALL be sent to the XDMC after several failed responses to a challenge. The exact count of challenges is decided by local implementation policy.

Updated section 6.6

6.6.2.3 Combining Permissions 

When evaluating any authorization policy document based on [COMMONPOL] together with the extensions described in section 6.6.2.1 against a URI value, the algorithm for obtaining the different rules that are applicable SHALL be as follows:

1. Those rules matching the URI value against the <identity> element SHALL take precedence over those rules based on matching it against an <external-list> or an <other-identity> element. That is, if there are applicable rules based on <identity> matches, only those shall be used for the evaluation of the combined permission.

2. Those rules containing an <other-identity> element SHALL be used for the evaluation of the combined permission only if there are no other matching rules.
Note: The above algorithm for obtaining all the applicable rules differs from that described in [COMMONPOL].
After the applicable rules have been derived based on the above algorithm, the evaluation of the combined permission SHALL be based on [COMMONPOL] Section 10.2.

6.6.3. Detailed Conflict Reports
Detailed conflict reports provide the means to indicate the possible cause of a validation error. They are based on the definition specified in [XCAP], and extended by OMA defined common extensions in order to handle violations of constraints defined by local policy appropriately.

The XDMC SHALL support the types of <error-element> defined in [XCAP] and this section. Other types of <error-element> elements MAY be ignored by the XDMC. It is thus RECOMMENDED that the XDMS does not use other types of <error-element> elements than those defined in [XCAP] and this section.

6.6.3.1 Structure

The detailed error report provided in a 409 Conflict error response SHALL support the following extensions to [XCAP]: 

· the <local-constraint-failure> error element (as defined in section 6.6.3.2).

The <local-constraint-failure> SHALL be used when a constraint is violated that is defined by the local policy.
The <local-constraint-failure> MAY contain the “phrase” attribute and MAY contain the following child elements:

a. zero or more <alt-value> elements with the mandatory “field” attribute, providing zero or more alternate values for the element or attribute indicated by the “field” attribute;

b. zero or more <description> elements with an optional “lang” attribute, providing zero or more descriptions documenting the local constraint failure, possibly in different languages.
Note: The <local-constraint-failure> SHALL NOT be used when a constraint is violated that is defined by the application usage. The <constraint-failure>, as defined in [XCAP], SHALL be used for this, unless specified otherwise by the application usage.
Note: When the <local-constraint-failure> contains one or more <alt-value> elements, the XDMC MAY repeat the XCAP request in which the indicated field SHOULD be assigned one of the proposed values.
6.6.3.2 XML Schema

<?xml version="1.0" encoding="UTF-8"?>

<xs:schema targetNamespace="urn:oma:params:xml:ns:xcap-error"

   xmlns="urn:oma:params:xml:ns:xcap-error"

   xmlns:xs="http://www.w3.org/2001/XMLSchema"

   xmlns:xe="urn:ietf:params:xml:ns:xcap-error"

   elementFormDefault="qualified" attributeFormDefault="unqualified">
   <!-- OMA specific "xcap-error" child elements -->
   <xs:element name="local-constraint-failure" substitutionGroup="xe:error-element">

      <xs:annotation>

         <xs:documentation>This indicates that the requested operation would result in a 

            document that failed a data constraint defined by the local policy, but not 

            enforced by the schema, application usage or a uniqueness 

            constraint.</xs:documentation>

      </xs:annotation>

      <xs:complexType>

         <xs:sequence minOccurs="0">

            <xs:element name="alt-value" minOccurs="0" maxOccurs="unbounded">

               <xs:annotation>

                  <xs:documentation>An optional (set of) alternate value(s) can be 
                     provided, proposing alternate value(s) for the indicated xcap-node. 
                     </xs:documentation>

               </xs:annotation>
               <xs:complexType>
                  <xs:simpleContent>

                     <xs:extension base="xs:string">

                        <xs:attribute name="field" type="xs:string" use="required"/>
                     </xs:extension>
                  </xs:simpleContent>
               </xs:complexType>
            </xs:element>

            <xs:element name="description" minOccurs="0" maxOccurs="unbounded">

               <xs:annotation>

                  <xs:documentation>An optional (set of) description(s) can be provided, 
                     documenting the local constraint failure.</xs:documentation>

               </xs:annotation>

               <xs:complexType>

                  <xs:simpleContent>

                     <xs:extension base="xs:string">

                        <xs:attribute ref="xml:lang" use="optional"/>

                     </xs:extension>

                  </xs:simpleContent>

               </xs:complexType>

            </xs:element>

         </xs:sequence>

         <xs:attribute name="phrase" type="xs:string" use="optional"/>

      </xs:complexType>

   </xs:element>

</xs:schema>

Updated section A.2

A.2 XDM Server

	Item
	Function
	Reference
	Status
	Requirement

	XDM-XDMS-S-001
	Support for XCAP
	6.2.1
	M
	

	XDM-XDMS-S-002
	Support Initial Subscription when SUBSCRIBE message received
	6.2.2.1
	O
	

	XDM-XDMS-S-003
	“Not Implemented” Error Handling or SUBSCRIBE request Handling
	6.2.2.1
	M
	

	XDM-XDMS-S-004
	Generating a NOTIFY request
	6.2.2.2
	O
	

	XDM-XDMS-S-005
	Support XDMC identity access authorization
	6.4.3
	M
	

	XDM-XDMS-S-006
	Support Error Handling
	6.5
	M
	

	XDM-XDMS-S-007
	Support Application Usage “xcap-caps”
	6.6.1
	M
	

	XDM-XDMS-S-008
	Support Application Usage “xcap-directory”
	6.6.2
	M
	

	
	
	
	
	














NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT, PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.

USE OF THIS DOCUMENT BY NON-OMA MEMBERS IS SUBJECT TO ALL OF THE TERMS AND CONDITIONS OF THE USE AGREEMENT (located at http://www.openmobilealliance.org/UseAgreement.html) AND IF YOU HAVE NOT AGREED TO THE TERMS OF THE USE AGREEMENT, YOU DO NOT HAVE THE RIGHT TO USE, COPY OR DISTRIBUTE THIS DOCUMENT.

THIS DOCUMENT IS PROVIDED ON AN "AS IS" "AS AVAILABLE" AND "WITH ALL FAULTS" BASIS.

© 2005 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 1 (of 5)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20050824-I]

© 2005 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 4 (of 5)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20050824-I]

