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1. Scope

This specification describes the data format and Application Usage for the User Access Policy document, which is a common user access policy definition that can be used by all OMA enablers (e.g. PoC and IM).
2. References

2.1 Normative References

	[OMA-SCR]
	“SCR Rules and Procedures”, Version 1.0, Open Mobile Alliance(, OMA-ORG-SCR_Rules_and_Procedures-V1_0, URL: http://www.openmobilealliance.org/

	[ERELD_XDMv1]
	“Enabler Release Document for XDM”, Version 1.0, Open Mobile Alliance™,
OMA-ERELD-XDM-V1_0, URL:http://www.openmobilealliance.org/

	[ERELD_XDMv2]
	“Enabler Release Document for XDM”, Version 2.0, Open Mobile Alliance™,
OMA-ERELD-XDM-V2_0, URL:http://www.openmobilealliance.org/

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL: http://www.ietf.org/rfc/rfc2119.txt

	[RFC2234]
	“Augmented BNF for Syntax Specifications: ABNF”. D. Crocker, Ed., P. Overell. November 1997, URL: http://www.ietf.org/rfc/rfc2234.txt

	[COMMONPOL]
	“A Document Format for Expressing Privacy Preferences”, H. Schulzrinne, J. Morris, H. Tschofenig, J. Cuellar, J. Polk, J. Rosenberg, August 10, 2006, URL: http://www.ietf.org/internet-drafts/draft-ietf-geopriv-common-policy-11.txt 

Note: IETF Draft work in progress.

	[XCAP]
	“The Extensible Markup Language (XML) Configuration Access protocol (XCAP)”, J. Rosenberg, October 13, 2006, URL: http://www.ietf.org/internet-drafts/draft-ietf-simple-xcap-12.txt 

Note: IETF Draft work in progress.

	[XCAP_List]
	“The Extensible Markup Language (XML) Formats for Representing Resource Lists”, J. Rosenberg, February 7 2005, URL: http://www.ietf.org/internet-drafts/draft-ietf-simple-xcap-list-usage-05.txt
Note: IETF Draft work in progress.

	[XDM_Spec]
	“XML Document Management (XDM) Specification”, Version 2.0, Open Mobile Alliance™, OMA-TS-XDM_CORE-V2_0, URL: http://www.openmobilealliance.org/

	[XDM_Shared_List]
	“OMA Shared List XDM Specification”, Version 2.0, Open Mobile Alliance™, OMA-TS-XDM_Shared_List-V2_0, URL: http://www.openmobilealliance.org/

	[XSD_COMMONPOL]
	“XDM – Common Policy”, Candidate Version 1.0, Open Mobile Alliance(, 
OMA-SUP-XSD_xdm_commonPolicy-V1_0, URL: http://www.openmobilealliance.org/

	[XSD_UAP-RULES]
	“PoC – PoC Rules”, Candidate Version 1.0, Open Mobile Alliance(, OMA-SUP-XSD_poc_pocRules-V1_0, URL: http://www.openmobilealliance.org/

	[XSD_MEDIA-EXT]
	“XDM Media Extensions to Common Policy”, Candidate Version 1.0, Open Mobile Alliance(, OMA-SUP-XSD_xdm_MediaExtensions-V1_0, URL: http://www.openmobilealliance.org/


2.2 Informative References

	[OMA_DICT]
	“Dictionary for OMA Specifications”, Open Mobile Alliance(, OMA-ORG-Dictionary-V2_4
URL: http://www.openmobilealliance.org

	[XDMAD]
	“XML Document Management Architecture”, Version 2.0. Open Mobile Alliance(, OMA-AD-XDM-V2_0, URL: http://www.openmobilealliance.org/

	[POC_XDM​_V1]
	“PoC XDM Specification”, Version 1.0, Open Mobile Alliance™, OMA-TS-PoC_XDM-V1_0, URL: http://www.openmobilealliance.org/


3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

3.2 Definitions

	Application Unique ID
	A unique identifier within the namespace of Application Unique IDs created by this specification that differentiates XCAP Resources accessed by one application from XCAP Resources accessed by another application.  (Source: [XCAP])

	Application Usage
	Detailed information on the interaction of an application with an XCAP Server. (Source: [XCAP])

	Document Selector
	A sequence of path segments, with each segment being separated by a “/”, that identify the XML document within an XCAP Root that is being selected. (Source: [XCAP])

	Document URI
	The HTTP URI containing the XCAP Root and Document Selector, resulting in the selection of a specific document.  As a result, performing a GET against the Document URI would retrieve the document. (Source: [XCAP])

	Global Document
	A document placed under the Global Tree that applies to all users of that Application Usage.

	Global Tree
	A URI that represents the parent for all Global Documents for a particular Application Usage within a particular XCAP Root. (Source: [XCAP])

	Principal
	An entity that has an identity, that is capable of providing consent and other data, and to which authenticated actions are done on its behalf. Examples of principals include an individual user, a group of individuals, a corporation, service enablers/applications, system entities and other legal entities. (Source: [OMA_DICT])

	URI List
	A list of URIs.

	User
	A User is any entity that uses the described features through the User Equipment.

	XCAP Resource
	An HTTP resource representing an XML document, an element within an XML document, or an attribute of an element within an XML document that follows the naming and validation constraints of XCAP. (Source: [XCAP])

	XCAP Root
	A context that includes all of the documents across all Application Usages and users that are managed by a server. (Source: [XCAP])

	XCAP Server
	An HTTP server that understands how to follow the naming and validation constraints defined in this specification. (Source: [XCAP])

	XCAP User Identifier
	The XUI is a string, valid as a path element in an HTTP URI, that is associated with each user served by the XCAP Server. (Source: [XCAP])


3.3 Abbreviations

	ABNF
	Augmented Backus-Naur Form

	AUID
	Application Unique ID

	HTTP
	Hypertext Transfer Protocol

	IETF
	Internet Engireering Task Force

	MIME
	Multipurpose Internet Mail Extensions

	OMA
	Open Mobile Alliance

	PoC
	Push‑to‑talk over Cellular

	SCR
	Static Conformance Requirements

	SIP
	Session Initiation Protocol

	URI
	Uniform Resource Identifier

	URL
	Uniform Resource Locator

	XCAP
	XML Configuration Access Protocol

	XDM
	XML Document Management

	XDMC
	XDM Client

	XDMS
	XDM Server

	XML
	Extensible Markup Language

	XUI
	XCAP User Identifier


4. Introduction

This specification provides the Application Usage for the User Access Policy document. It reuses the PoC User Access Policy document structure described in [POC_XDM_V1], and is therefore backward compatible with it.

The Shared Policy XDMS (see [XDMAD]) is the logical repository for User Access Policy documents. The common protocol specified in [XDM_Spec] is used for access and manipulation of such policies by authorized Principals.

5. Shared Policy XDM Application Usages

5.1 User Access Policy

5.1.1 Structure

The User Access Policy document SHALL conform to the structure of the “ruleset” document described in [COMMONPOL], with the extensions and constraints given in this subclause.

The User Access Policy document makes use of the following two elements defined for the <rule> element in [COMMONPOL]: 

· <conditions>

· <actions>

NOTE 1: This specification does not define any value for the <transformations> element defined as a child of the <rule> element in [COMMONPOL]. This means that, if present, the Application Server in question ignores this element.

The <conditions> child element of any <rule> element:
a) MAY include the <identity> element, as defined in [COMMONPOL], except the sub-elements that are ignored as defined in [XDM_Spec] “Common Extensions”;

b) MAY include the <external-list> element, as defined in [XDM_Spec]  “Common Extensions”;

c) MAY include the <other-identity> element, as defined in [XDM_Spec]   “Common Extensions”;

d) MAY include the <anonymous-request> element, as defined in [XDM_Spec] “Common Extensions” ;
e) MAY include the <media> element, as defined in [XDM_Spec]  “Common Extensions”;
f) MAY include other elements from other namespaces for the purposes of extensibility.

The <actions> child element of any <rule> element:

a) MAY include the <allow-invite> element;
b) MAY include other elements from other namespaces for the purposes of extensibility.

5.1.2 Application Unique ID

The AUID SHALL be “org.openmobilealliance.access-rules”.

5.1.3 XML Schema

The User Access Policy document SHALL conform to the XML schema described in [COMMONPOL], with the extensions described in [XSD_COMMONPOL], [XSD_UAP-RULES] and [XSD_MEDIA-EXT].
5.1.4 Default Namespace

The default namespace used in expanding URIs SHALL be “urn:ietf:params:xml:ns:common-policy” defined in [COMMONPOL].

5.1.5 MIME Type

The MIME type for the User Access Policy document SHALL be “application/auth-policy+xml” defined in [COMMONPOL].

5.1.6 Validation constraints

The User Access Policy document SHALL conform to the XML Schema described in subclause 5.1.3 “XML Schema”, with the additional validation constraints described in this sub-clause.

The “id” attribute of the <one> element SHALL contain a SIP URI or a TEL URI. 

If present, the “id” attribute of the <except> element SHALL contain a SIP URI or a TEL URI.

Any AUID value other than “resource-lists” in the Document URI contained in an <external-list> element SHALL be a validation error. If so, the <external-list> insertion SHALL fail with an HTTP “409 Conflict” response which includes the XCAP error element <constraint-failure>. If included, the “phrase” attribute SHOULD be set to “Wrong type of shared list”.

If the XUI value of the Document URI proposed in an <external-list> element does not match the XUI of the User Access Policy Document URI, this SHALL be a validation error. If so, the <external-list> element insertion SHALL fail with an HTTP “409 Conflict” response, which includes the XCAP error element <constraint-failure>. If included, the “phrase” attribute SHOULD be set to “Access denied to shared list”.

5.1.7 Data Semantics

The User Access Policy document SHALL conform to the semantics for the “conditions” and “actions” described in [COMMONPOL] and [XDM_Spec] “Common Extensions”, with the additional extensions and clarifications given in this subclause.

The <allow-invite> element defines the action the Application Server is to take when processing a communication request, respectively, for a particular User. This element has one of the following three values, whose use is described in Application Server in question. The value is of an enumerated integer type:

 “pass”
instructing the Application Server to process the communication request using manual answer procedure (i.e. leave it for User to decide the acceptance). This is the lowest value for this action, and also the value used when no match happens, according to [COMMONPOL].

“reject”
instructing the Application Server to reject the communication request. 

“accept”
instructing the Application Server to accept the communication request. 

5.1.8 Naming conventions

The name of the User Access Policy document SHALL be “access-rules”.

5.1.9 Global Documents

This Application Usage defines no Global Documents.

5.1.10 Resource interdependencies

This Application Usage defines no additional resource interdependencies.

5.1.11 Authorization policies

The Primary Principal SHALL have permission to perform all XDM operations defined in [XDM_Spec] “Authorization”.
Principals other than the Primary Principal SHALL be granted the read permission for all documents stored in the Users Tree.

6. Subscribing to changes in the XML documents

The Shared Policy XDMS SHALL support subscriptions to changes in the XML documents as specified in [XDM_Spec] “Subscriptions to changes in the XML documents”, subchapters “Initial subscription” and “Generating a SIP NOTIFY request”.
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Appendix B. Static Conformance Requirements
(Normative)

The SCRs [OMA-SCR] defined in the following tables include SCRs for:

· Shared User Access XDM Application Usage

Each SCR table MUST have a title and MUST have only the following columns [OMA-SCR]:

· Item:
Identifier for a feature. It MUST be of type ScrItem in the dependency grammar described below.

· Function:
Short description of the feature.

· Reference:
Section(s) of the specification(s) with more details on the feature. 

· Requirement:
Other features required by this feature, independent of whether those other features are mandatory or optional. The notation in the dependency grammar, as described below, MUST be used for this column when other features are required, else the column MUST be left empty. 

The dependency grammar notation to be used in the Requirement column of the SCR and CCR tables using ABNF [RFC2234] is described below [OMA-SCR].

TerminalExpression =
ScrReference
/ NOT TerminalExpression
/ TerminalExpression LogicalOperator TerminalExpression
/ “(“ TerminalExpression “)”

ScrReference =
ScrItem
/ ScrGroup

ScrItem =
SpecScrName “–“ GroupType “–“ DeviceType “–“ NumericId “-” Status
/ SpecScrName “–“ DeviceType “–“ NumericId “-” Status

ScrGroup =
SpecScrName “:” FeatureType
/ SpecScrName “– “ GroupType “–“ DeviceType “–” FeatureType

SpecScrName = 1*Character;

GroupType = 1*Character;

DeviceType = “C” / “S”; C – client, S – server

NumericId = Number Number Number 

Status = “M” / “O”; M - Mandatory, O - Optional

LogicalOperator = “AND” / “OR”; AND has higher precedence than OR and OR is inclusive

FeatureType = “MCF” / “OCF” / “MSF” / “OSF”;

Character = %x41-5A ; A-Z

Number = %x30-39 ; 0-9

The following tags are used in the Function column to identify the relationship of the requirements in this enabler release [ERELD_XDMv2] with the requirements of the previous enabler release [ERELD_XDMv1]:

· XDMv1.0 – Requirement that is the same in this enabler release [ERELD_XDMv2], as in the previous enabler release [ERELD_XDMv1].
· XDMv2.0 – Requirement that is new in this enabler release [ERELD_XDMv2].
· XDMv1.0mod – Requirement that exists in the previous enabler release [ERELD_XDMv1], but is modified in this enabler release [ERELD_XDMv2].
Editor’s Note: the SCR tables need to be revisited/updated, when the TS has stabilized.

B.1 Shared Policy XDM Application Usages (Server)
	Item
	Function
	Reference
	Requirement

	Policy_XDM-XOP-S-001-M
	Shared User Access Policy structure (XDMv2.0)
	5.1.1
	XDM_Core -XCAP-S-001-M

	Policy_XDM-XOP-S-002-M
	Application Unique ID in Shared User Access Policy (XDMv2.0)
	5.1.2
	

	Policy_XDM-XOP-S-003-M
	XML schema of Shared User Access Policy (XDMv2.0)
	5.1.3
	

	Policy_XDM-XOP-S-004-M
	Shared User Access Policy conforms to MIME type (XDMv2.0)
	5.1.5
	

	Policy_XDM-XOP-S-005-M
	Validation constraints, in addition to the XML schema (XDMv2.0)
	5.1.6
	

	Policy_XDM-XOP-S-006-M
	Data semantics of Shared User Access Policy (XDMv2.0)
	5.1.7
	

	Policy_XDM-XOP-S-007-M
	Naming conventions for Shared User Access Policy (XDMv2.0)
	5.1.8
	

	Policy_XDM-XOP-S-008-M
	Authorization policies (XDMv2.0)
	5.1.11
	

	Policy_XDM-APSU-S-001-M
	Subscribing to changes in Shared Access Policy documents (XDMv2.0)
	6
	XDM_Core -SUB-S-001-O AND XDM_Core -SUB-S-002-O


B.2 Shared Policy XDM Application Usages (Client)
	Item
	Function
	Reference
	Requirement

	 XDM_Policy-XOP-C-001-O
	Shared User Access Policy Application Usage (XDMv2.0)
	5.1
	XDM_Policy-XOP-C-002-O AND

XDM_Policy-XOP-C-003-O AND

XDM_Policy-XOP-C-004-O AND

XDM_Policy-XOP-C-005-O AND

XDM_Policy-XOP-C-006-O AND

XDM_Policy-XOP-C-007-O AND

XDM_Policy-XOP-C-008-O

	XDM_Policy-XOP-C-002-O
	Shared User Access Policy structure (XDMv2.0)
	5.1.1
	XDM_Core-XOP-C-001-M AND XDM_Policy-XOP-C-001-O

	XDM_Policy-XOP-C-003-O
	Application Unique ID in Shared User Access Policy (XDMv2.0)
	5.1.2
	XDM_Policy-XOP-C-001-O

	XDM_Policy-XOP-C-004-O
	XML schema Shared User Access Policy (XDMv2.0)
	5.1.3
	XDM_Policy-XOP-C-001-O

	XDM_Policy-XOP-C-005-O
	Shared User Access Policy conforms to MIME type (XDMv2.0)
	5.1.5
	XDM_Policy-XOP-C-001-O

	XDM_Policy-XOP-C-006-O
	Validation constraints, in addition to the XML schema (XDMv2.0)
	5.1.6
	XDM_Policy-XOP-C-001-O

	XDM_Policy-XOP-C-007-O
	Data semantics of Shared User Access Policy (XDMv2.0)
	5.1.7
	XDM_Policy-XOP-C-001-O

	XDM_Policy-XOP-C-008-O
	Naming conventions for Shared User Profile (XDMv2.0)
	5.1.8
	XDM_Policy-XOP-C-001-O

	XDM_Policy-XOP-C-009-O
	XDM Client handling of HTTP "409 Conflict" response from the XDMS (XDMv2.0)
	5.1.6
	XDM_Policy-XOP-C-001-O
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