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1 Reason for Contribution

OMA IMPS 1.1 and 1.2 support service negotiation and discovery, but this has several limitations:
1. Service discovery is binary – a certain service is either supported or not. When a service is not supported, there is no indication for the nature of this lack of support. Usually, there are several options:

The service is technically not supported by the server.
The service is supported by the server, but the user has not subscribed for this service, or is yet to accept a license agreement.

2. The service tree cannot encompass the possible licensing and subscription scenarios that the operator may wish to deploy. For example, certain users may be subscribed to a service that allows them to send messages, but only up to a certain size, or only of certain content types.

3. There is no way to manage service subscriptions within the protocol. 

4. There is no support for service revocation by the server. For example, it is not possible for the server to inform the user that a license has expired, or that a certain service has been revoked by the operator.
Real world deployments of IMPS require service terms management support for a quick uptake of revenue generating services. The goal of this contribution is to provide a solution for these issues. 

2 Summary of Contribution

This proposal in this input contribution contains the following protocol elements:
5. Additional error information that further details lack of service subscription for a specific transaction, and the information required to enable the service. This information may also be used in the Disconnect transaction to indicate service revocation.
6. The new Get Service Details transaction, that allows the client to obtain details about available service terms. This transaction may be performed in-band or out-of-band.
7. The new Enable Service transaction, that allows the user to subscribe to new services. This transaction may be performed in-band or out-of-band.
8. The new Service Terms Notification transaction that allows the server to inform the client of service changes.

3 Detailed Proposal

1. Definitions & Rules
The following definitions apply:

	Term
	Definition

	Logical Service
	A certain offering by a specific service provider, usually described by a set of authorized transactions, and enabled by accepting certain terms, conditions, and charges.

	Service Terms ID
	A string identifier in a certain scope associated with the terms of a Logical Service.

	Service Terms ID Scope
	A scope under which a Service Terms ID is generated and used by the server. Examples of scopes include global, server-wide, specific MSISDN, specific user, or specific session. 

	Globally Unique Service Terms ID
	The combination of the Service Terms ID Scope and Service Terms ID uniquely and globally identifies a Logical Service.

	Service Information
	Information describing the logical service. This includes a Service Title, Service Description, Terms & Conditions, and Pricing – all of which are optional. The Service Information is a rendering of a Logical Service.

	Service Enablement Information
	Information required for enabling a Logical Service, apart from the Globally Unique Service Terms ID. There are 3 supported methods for service enablement:

9. Internal – by using the Enable Service transaction.

10. URL – by browsing to an appropriate URL.

11. Contact – by contacting the service provider using other means.



	In-band
	A transaction (including all information elements in the transaction) that takes place within a session.

	Out-of-band
	A transaction (including all information elements in the transaction) that takes place outside the context of any session. Note that the Login transaction is considered Out-of-band.


Table 1. Service Terms Management Definitions

The following rules apply to clients:

12. Service Terms IDs obtained by the client out-of-band, MUST be used by the client out-of-band.
13. Service Terms IDs obtained by the client in-band, MUST be used by the client in-band and within the same session they were obtained in.

14. The client MUST NOT assume any model of service state. The list of available services, their descriptions, and their Service Terms IDs MAY change without any client intervention or server notification. The list of available services and their descriptions may be generated dynamically based on complex rules defined by the service provider. The client may not assume that services are only changed by the client itself. Moreover, the client MUST NOT assume that service terms management performed by the client only carries the intended effect. For example, enabling a service may well enable/disable other services.  See however rules 3-7 in the server rules section.
The following rules apply to servers:
15. When a server receives an in-band request for information or management of a certain Service Terms ID, it MUST determine the Service Terms ID Scope in which the Service Terms ID was generated solely from the combination of the Service Terms ID and Session ID
. The server MUST verify that the Service Terms ID is indeed valid in this Service Terms ID Scope, and MUST authenticate the request vs. this Service Terms ID Scope.
16. When a server receives an out-of-band request for information or management of a certain Service Terms ID, it MUST determine the Service Terms ID Scope in which the Service Terms ID was generated solely from the Service Terms ID. The server MUST verify that the Service Terms ID is valid in this Service Terms ID Scope, and it MUST authenticate the request vs. this Service Terms ID Scope.
17. The combination of Service Terms ID Scope and Service Terms ID determines the specific service to manage / retrieve. Services with different information (description, terms, pricing) MUST have different (Service Terms ID Scope, Service Terms ID) pairs. Formally, there is a proper function from (Service Terms ID Scope, Service Terms ID) pairs to logical services.
18. Rule 3 MUST be met regardless of time, and regardless of re-definition of Service Terms ID Scopes in the server. 

19. Servers SHOULD perform one-to-one mapping of (Service Terms ID Scope, Service Terms ID) pairs to logical services. Rule 3 ensures one direction of this mapping. This rule intends to give clients some assurances that Service Terms IDs and Service Terms ID Scopes will not change unexpectedly when the logical services do not change.
20. Rule 5 SHOULD be met regardless of time, and regardless of re-definition of Service Terms ID Scopes in the server.

21. When handling a service terms management transaction that changes service subscriptions, the server MUST authenticate the originating entity and check this entity’s authorization to perform the service terms management transaction. 
2. Service Terms Management Transactions
2.1 Result Information Element
Service terms management introduces 2 special error codes and structures to the Result information element. The two codes are:

· Service not enabled (433)

· Service revoked (434)

For both codes, the Result information element and the DetailedResult information element now support an optional Service-List information element, which is a list of services that may be enabled to resolve the error. 

See the DTD for more information. 

When the server generates one of these codes, the client interprets the information elements as follows:

· The Description information element should be displayed to the user.

· If a services list is present, the client interprets it as a list of services that should be offered for the user to enable.

Clients may ignore the service list, but this means they may not be usable for certain deployments with certain operators.
An indication of a service in the Result information element does not guarantee that enabling that service will be successful. Clients should be prepared to handle error conditions when enabling services that were specified in the Result information element.

2.2 Get Service Details
2.2.1 Transactions
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The Get Service Details transaction is used by clients to obtain Service Information and Service Enablement Information regarding a specific service. It may be used in-band or out-of-band, and may be used for specific services, or to discover all available services.
When the server receives the GetServiceDetailsRequest it retrieves the list of requested Service Terms IDs from the request. If no list is present, the server generates a list of all available Service Terms IDs. It then obtains and sends to the client the following information for each Service Terms ID:
· Service Terms ID (M)

· Code (M) – indicates success or failure for this Service Terms ID
· Service Information (O) – textual information describing the service option

· Service Title (M) – a display text that may be used in a list of services.

· Service Description (O) – a textual description of the functionality supported by this service.

· Terms & Conditions (O) – a textual representation of terms and conditions

· Pricing (O) – a textual representation of the pricing for this service

· Service Information URL (O) – a URL that may be used to display the Service Information. Servers SHOULD always provide the Service Information element when providing a Service Information URL element, to support clients that cannot be integrated with a browser.

· Service Enablement Information (O) – information on how to enable the service
· Service Enablement URL (O) – allows the user to enable the service via the specified URL
· Service Enablement Contact Information (O) – allows the user to enable the service by contacting the service provider, using the specified contact information (text)
· Indication of support for internal Service Enablement (M) – indicates whether the server allows this service to be enabled by using the Enable Service transaction
When used out-of-band, the Get Service Details transaction supports 4-way user authentication in a similar fashion to the Login transaction. The server may or may not require such authentication. If the server does not require authentication, the initial GetServiceDetailsResponse will contain the required details and the PWD DigestSchema. If it does require authentication, it will follow the 4-way authentication flow.

For in-band transactions, no authentication information (apart from the session ID) should be provided.

It is possible, and usually desirable, for the server to customize both the list of available Service Terms IDs, and the Service Details for each Service Terms ID based on identification information already available (such as user ID or MSISDN), and based on services already subscribed to (so for example upgrade options will be presented only to users with an appropriate service already enabled). Only authenticated identification information may be used for this purpose.
An indication of a service in GetServiceDetailsResponse does not guarantee that enabling that service will be successful. Clients should be prepared to handle error conditions when enabling services that were specified in the GetServiceDetailsResponse. 

2.2.2 Error Conditions

Generic Error Conditions:
· Service not supported (405)

· Service unavailable (503)

· Service not agreed (506)

· Not logged in (604)

GetServiceDetailsRequest Error Conditions:

· Further authorization needed to use the server (401)

· Invalid password (409)

· The particular user is not allowed to use the server (403)

· Unknown user (531)

· No matching digest scheme supported (422)

· Unknown Service Terms ID (544)
· GetServiceDetailsRequest MUST NOT generate a “Service not enabled” (433) or “Service revoked” (434) error
2.2.3 Primitives and Information elements
	Primitive
	Direction

	GetServiceDetailsRequest
	Client ( Server

	GetServiceDetailsResponse
	Server ( Client


Table 2. Primitive directions for Get Service Details
	Information Element
	Req
	Type
	Description

	Message-Type
	M
	GetServiceDetailsRequest
	Message identifier 

	Transaction-ID
	M
	String
	Identifies the transaction.

	Session-ID
	C
	String
	Session ID for session. Required only when in-band, must not be present when out-of-band.

	User-ID
	C
	String
	User ID. Must not be present for in-band transactions. Optional for out-of-band transactions, but if present in the 1st leg of 4-way out-of-band authentication, it must be present in the 3rd leg as well.

	Digest-Bytes
	C
	String
	Digest of challenge and user password, concatenated. Must be present for the 3rd leg of 4-way out-of-band authentication, and only for this leg.

	Supported-Digest-Schema
	C
	String
	A list of supported digest schemas. Must be present for the 1st leg of 4-way out-of-band authentication, only this leg, and only if User-ID was supplied.

	Service-Terms-ID-List
	O
	Structure
	List of Service Terms IDs for which details are requested. If not provided, all available services are requested.


Table 3. Information elements in GetServiceDetailsRequest primitive
	Information Element
	Req
	Type
	Description

	Message-Type
	M
	GetServiceDetailsRequest
	Message identifier 

	Transaction-ID
	M
	String
	Identifies the transaction.

	Session-ID
	C
	String
	Session ID for session. Required only when in-band, must not be present when out-of-band.

	Result
	M
	Structure
	Result of GetServiceDetailsRequest. 

	Nonce
	C
	String
	Nonce for 4-way authentication. Must be present in 2nd leg of 4-way authentication, only this leg, and only if Digest Schema is not PWD. 

	Digest-Schema
	C
	String
	Selected digest schema for 4-way authentication. Must be present in 2nd leg of 4-way out-of-band authentication, and only this leg. If the server supplies PWD as the digest schema, authentication is considered successful. 

	Service-Terms-Details-List
	C
	Structure
	List of service detail for each requested service. Present only if authentication was successful. 


Table 4. Information elements in GetServiceDetailsResponse primitive
2.3 Service Terms Notification
2.3.1 Transactions
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The Service Terms Notification transaction is used by servers to notify clients of events related to their services, such as:

· Revocation of services

· Reminders for license expirations

· Requirement for a specific service to allow the completion of server-originated transaction

When the server generates a Service Terms Notification, it includes a notification text, an optional notification URL, and an optional list of relevant services.

The client interprets the Service Terms Notification as follows:

· The notification text and URL should be displayed to the user.

· If possible, the URL should link to a browser.

· If a services list is present, the client interprets it as a list of services that should be offered for the user to enable.
Clients may ignore the Service Terms Notification transaction and silently respond with a Successful Status primitive. If the Service Terms Notification transaction was not agreed during service negotiation, the server MUST NOT generate Service Terms Notifications. 

An indication of a service in ServiceTermsNotificationRequest does not guarantee that enabling that service will be successful. Clients should be prepared to handle error conditions when enabling services that were specified in the ServiceTermsNotificationRequest.

2.3.2 Error Conditions

Generic Error Conditions:
· Service not supported (405)

· Service not agreed (506)

· Not logged in (604)
ServiceTermsNotificationRequest Error Conditions:

· Client MAYMAY ignore any error and respond with Successful (200)
2.3.3 Primitives and Information elements

	Primitive
	Direction

	ServiceTermsNotificationRequest
	Server ( Client

	Status
	Client ( Server


Table 5. Primitive directions for Service Terms Notification
	Information Element
	Req
	Type
	Description

	Message-Type
	M
	ServiceTermsNotificationRequest
	Message identifier 

	Transaction-ID
	M
	String
	Identifies the transaction.

	Session-ID
	M
	String
	Session ID for session. 

	Notification-Message
	M
	String
	Service notification text.

	Notification-URL
	O
	String
	Service notification URL.

	Service-Terms-List
	O
	Structure
	List of services that this notification should present as options for the user. 


Table 6. Information elements in ServiceTermsNotificationRequest primitive

2.4 Enable Service

2.4.1 Transactions


The Enable Service transaction allows clients to enable new services on behalf of their users, within the IMPS protocol. Enable Service may only enable a single service at a time, identified by a Service Terms ID.
When used out-of-band, the Enable Service transaction supports 4-way user authentication in a similar fashion to the Login transaction. The server may or may not require such authentication. If the server does not require authentication, the initial EnableServiceResponse will contain the required details and the PWD Digest-Schema. If it does require authentication, it will follow the 4-way authentication flow.

For in-band transactions, no authentication information (apart from the session ID) should be provided.

2.4.2 Error Conditions

Generic Error Conditions:
· Service not supported (405)

· Service unavailable (503)

· Service not agreed (506)

· Not logged in (604)
EnableServiceRequest Error Conditions:

· Further authorization needed to use the server (401)

· Invalid password (409)

· The particular user is not allowed to use the server (403)

· Unknown user (531)

· No matching digest scheme supported (422)

· Unknown Service Terms ID (544)

· Service cannot be enabled (435)

· EnableServiceRequest MUST NOT generate a “Service not enabled” (433) or “Service revoked” (434) error
2.4.3 Primitives and Information elements

	Primitive
	Direction

	EnableServiceRequest
	Client ( Server

	EnableServiceResponse
	Server ( Client


Table 7. Primitive directions for Enable Service
	Information Element
	Req
	Type
	Description

	Message-Type
	M
	GetServiceDetailsRequest
	Message identifier 

	Transaction-ID
	M
	String
	Identifies the transaction.

	Session-ID
	C
	String
	Session ID for session. Required only when in-band, must not be present when out-of-band.

	User-ID
	C
	String
	User ID. Must not be present for in-band transactions. Optional for out-of-band transactions, but if present in the 1st leg of 4-way out-of-band authentication, it must be present in the 3rd leg as well.

	Digest-Bytes
	C
	String
	Digest of challenge and user password, concatenated. Must be present for the 3rd leg of 4-way out-of-band authentication, and only for this leg.

	Supported-Digest-Schema
	C
	String
	A list of supported digest schemas. Must be present for the 1st leg of 4-way out-of-band authentication, only this leg, and only if User-ID was supplied.

	Service-Terms-ID
	M
	Structure
	Service Terms ID to enable


Table 8. Information elements in EnableServiceRequest primitive

	Information Element
	Req
	Type
	Description

	Message-Type
	M
	GetServiceDetailsRequest
	Message identifier 

	Transaction-ID
	M
	String
	Identifies the transaction.

	Session-ID
	C
	String
	Session ID for session. Required only when in-band, must not be present when out-of-band.

	Result
	M
	Structure
	Result of EnableServiceRequest.

	Nonce
	C
	String
	Nonce for 4-way authentication. Must be present in 2nd leg of 4-way authentication, only this leg, and only if Digest Schema is not PWD. 

	Digest-Schema
	C
	String
	Selected digest schema for 4-way authentication. Must be present in 2nd leg of 4-way out-of-band authentication, and only this leg. If the server supplies PWD as the digest schema, authentication is considered successful. 


Table 9. Information elements in EnableServiceResponse primitive
3. DTD

The DTD in this section is an extension of the OMA IMPS CSP 1.2 DTD for the TransactionContent namespace.
<!ELEMENT GetServiceDetails-Request (UserID?, DigestBytes?, DigestSchema*, ServiceTermsIDList?)>

<!ELEMENT GetServiceDetails-Response (Result, Nonce?, DigestSchema?, ServiceTermsDetailsList?)>
<!ELEMENT ServiceTermsNotification-Request (SvcNtfyMessage, SvcNtfyURL?, ServiceTermsList)>
<!ELEMENT EnableService-Request (UserID?, DigestBytes?, DigestSchema*, ServiceTermsID)>

<!ELEMENT EnableService-Response (Result, Nonce?, DigestSchema?)>
<!ELEMENT Result (Code, Description?, ServiceTermsList?, DetailedResult*)>

<!ELEMENT DetailedResult (Code, Description?, ServiceTermsList?, UserID*, GroupID*, ScreenName*, MessageID*, ContactList*, Domain*)> 

<!ELEMENT ServiceTermsIDList (ServiceTermsID*)>

<!ELEMENT ServiceTermsDetailsList (ServiceTermsDetails*)>
<!ELEMENT ServiceTermsList (ServiceTermsShortInfo*)>
<!ELEMENT ServiceTermsDetails (ServiceTermsID, Code, ServiceInformation?, ServiceInformationURL? ServiceEnablementInformation?)>

<!ELEMENT ServiceInformation (ServiceTitle, ServiceDescription?, ServiceTerms?, ServicePricing?)>

<!ELEMENT ServiceEnablementInformation (ServiceEnablementURL? ,ServiceEnablementContactInfo? ,ServiceEnablementInternal)>

<!ELEMENT ServiceTermsShortInfo (ServiceTermsID, ServiceTitle)>

<!ELEMENT ServiceTermsID (#PCDATA)>
<!ELEMENT ServiceTitle (#PCDATA)>
<!ELEMENT ServiceDescription (#PCDATA)>
<!ELEMENT ServiceTerms (#PCDATA)>
<!ELEMENT ServicePricing (#PCDATA)>
<!ELEMENT ServiceInformationURL (#PCDATA)>

<!ELEMENT ServiceEnablementURL (#PCDATA)>

<!ELEMENT ServiceEnablementContactInfo (#PCDATA)>

<!ELEMENT ServiceEnablementInternal (#PCDATA)>
<!ELEMENT SvcNtfyMessage (#PCDATA)>

<!ELEMENT SvcNtfyURL (#PCDATA)>

4. Data Types

	XML PCDATA
	ServiceTermsID

	Data type
	String

	Format
	Case-sensitive text string.

	Description
	Uniquely identifies the logical service within a certain Service Terms ID Scope.

	Range
	Max 100 characters


Table 10. ServiceTermsID
	XML PCDATA
	ServiceTitle

	Data type
	String

	Format
	Text string.

	Description
	Human readable title for a logical service.

	Range
	


Table 11. ServiceTitle
	XML PCDATA
	ServiceDescription

	Data type
	String

	Format
	Text string.

	Description
	Human readable description of a logical service

	Range
	


Table 12. ServiceDescription
	XML PCDATA
	ServiceTerms

	Data type
	String

	Format
	Text string.

	Description
	Human readable Terms & Conditions for a logical service.

	Range
	


Table 13. ServiceTerms
	XML PCDATA
	ServicePricing

	Data type
	String

	Format
	Text string.

	Description
	Human readable pricing information for the logical service.

	Range
	


Table 14. ServicePricing
	XML PCDATA
	ServiceInformationURL

	Data type
	String

	Format
	An absolute URL.

	Description
	URL for a resource describing the logical service.

	Range
	


Table 15. ServiceInformationURL
	XML PCDATA
	ServiceEnablementURL

	Data type
	String

	Format
	An absolute URL.

	Description
	URL for a resource describing that allows enablement of the logical service.

	Range
	


Table 16. ServiceEnablementURL
	XML PCDATA
	ServiceEnablementContactInfo

	Data type
	String

	Format
	Human readable ext string.

	Description
	Contact information that may be used to enable the logical service (phone, email, etc).

	Range
	


Table 17. ServiceEnablementContactInfo
	XML PCDATA
	ServiceEnablementInternal

	Data type
	Boolean

	Format
	

	Description
	Describes whether or not a logical service may be enabled internally, by invoking the Enable Service transaction.

	Range
	Max 100 characters


Table 18. ServiceEnablementInternal
	XML PCDATA
	SvcNtfyMessage

	Data type
	String

	Format
	Human readable text string

	Description
	Service notification message to be displayed to the user

	Range
	


Table 19. SvcNtfyMessage
	XML PCDATA
	SvcNtfyURL

	Data type
	String

	Format
	An absolute URL

	Description
	URL pointing to a resource that provides additional information regarding the service notification.

	Range
	Max 100 characters


Table 20. SvcNtfyURL
5. Recommended Client Behavior

It is recommended that clients behave according to the following guidelines:

22. If a client wishes to allow a user to manage services via the client, it should:

a. Negotiate to support the Service Terms Notification, Get Service Details, and Enable Service transactions during Service Negotiation.

i. Handle the “Service not enabled” (433) and “Service revoked” (434) error codes by: 

ii. Obtaining the list of Services in the response

iii. Issuing a Get Service Details transaction for this list

iv. Displaying service options to the user

b. Handle the Service Terms Notification transaction by:

i. Obtaining the list of Services in the notification

ii. Issuing a Get Service Details transaction for this list

iii. Displaying the notification along with the service options to the user
23. If a client does not wish to allow a user to manage services via the client, but wishes to display service information, it should behave identically to the previous option, with the following changes:
a. It should negotiate to not support the Enable Service transaction during Service Negotiation
b. It should never use the Enable Service transaction (although it may present enablement information for other methods such as URL or Contact).
24. If a client does not wish to allow a user to manage or view services via the client it should:

a. Negotiate to not support the Enable Service, Service Negotiation and Get Service Details transactions during Service Negotiation

b. Handle the “Service not enabled” (433) and “Service revoked” (434) error codes by displaying the description in the error response to the user.

c. Handle the Service Terms Notification transaction by displaying the notification to the user (although this should not be received at all).
25. Service option display:

a. If the list of services received contains more than one service, the client should display a list of options. When a user selects an option, the client will display the information and allow the user to accept or decline.

b. If the list of services contains only one service, the client should display the service information for this service immediately, and offer the user the option to accept or decline (if Enable Service is supported).
26. When using Enable Service or Get Service Details out-of-band, the client should supply a Used ID if it is already known and the client is capable of providing authentication information to the server.

27. When using Enable Service or Get Service Details out-of-band with a User ID, the client should be prepared for a two-way or four-way transaction, at the server’s discretion. This depends on the level of authentication required by the server, and the level of network authentication available.
28. When a transaction fails due to a non-enabled service, it is recommended that the client re-try the transaction after it has successfully enabled the service. 

6. Sample Use Cases
6.1 Case A – Terms & Conditions
In this use case, the following assumptions are made:
· The operator offers users an IMPS service, but they must accept the service terms & conditions prior to first login from a specific MSISDN.

· There is no registration to the service, anybody with a valid MSISDN for this operator may login.

In this use case, when the user decides to login to his IMPS service for the first time: 

29. The login request fails with a “Service not enabled” (433) error. The error also contains a list of services that, if enabled, would allow the login to take place. The list of services in this use case will include 1 Service Terms IDs for the terms and conditions for the service. 
30. The client uses the Get Service Details transaction to obtain and display information about the available services to the user. The client also supplies the User ID and authentication information used for Login, to allow the server to provide customized information. 
31. As the server has only one service plan, and checks services per MSISDN and not per user, no user authentication is required, and therefore the Get Service Details will be a 2-way transaction. We are assuming the server is capable of obtaining and authenticating the MSISDN using means external to OMA IMPS. 
32. The information displayed by the client will include a description of the service, terms and conditions, and a price plan. 
33. The client immediately displays this information on screen, and allows the user to accept or decline.
34. The user accepts.
35. The client issues the Enable Service transaction to the server with the appropriate Service Terms ID and User ID. Once again, since the service plan is associated with MSISDNs, the server will not require any authentication beyond MSISDN authentication.
36. Once the service has been enabled, and the client has received the appropriate response, it will attempt the login again.
37. All subsequent logins from this MSISDN will be authorized for the service.
6.2 Case B – Trial Period
In this use case, the following assumptions are made:
· The operator offers users several service plans:

· A 30 day free trial period

· A fixed monthly subscription fee plan

· A pay-per-use plan

· Additionally, the operator wants to allow users to enable services from within the IMPS client.

· The mentioned service plans are offered on a per-MSISDN basis.

In this use case, when the user decides to login to his IMPS service for the first time: 

38. The login request fails with a “Service not enabled” (433) error. The error also contains a list of services that, if enabled, would allow the login to take place. The list of services in this use case will include 3 Service Terms IDs for the plans listed above. 
39. The client uses the Get Service Details transaction to obtain and display information about the available services to the user. The client also supplies the User ID and authentication information used for Login, to allow the server to provide customized information. 
40. As the server assigns service plans to MSISDNs, no user authentication is required, and therefore the Get Service Details will be a 2-way transaction. We are assuming the server is capable of obtaining and authenticating the MSISDN using means external to OMA IMPS. 
41. The information displayed by the client will include a description of the service, terms and conditions, and a price plan. 
42. The client allows the user to select a service plan to enable.
43. The user selects the 30 day trial period service plan.
44. The client issues the Enable Service transaction to the server with the appropriate Service Terms ID and User ID. Once again, since service plans are associated with MSISDNs, the server will not require any authentication beyond MSISDN authentication.
45. Once the service has been enabled, and the client has received the appropriate response, it will attempt the login again.
During these 30 days:

46. The server may issue the Service Terms Notification transaction to the user, indicating the time left in the trial, and service options for upgrading the service. The client may or may not allow the user to select a service upgrade.

When 30 days have passed:
47. The next time the user attempts to log in, the same flow will take place, with the possible exception that the 30 day trial period may not be available as an option.

48. If the 30 day trial period expires while the user is logged in, the server may issue a Disconnect transaction with the “Service revoked” (434) error code and a list of services that, if enabled, will allow the user to re-login.

49. The client may now allow the user to select a new service plan, in a similar fashion
6.3 Case C – Quotas
In this use case, the following assumptions are made:
· The operator offers two types of services
· A free service that allows users to have up to 15 contacts and send only text messages of up to 200 characters.
· A premium service that allows users to have up to 200 contacts and send any content type of any length, but to receive messages of size below 5 KB.
· Premium users may receive larger messages, but they are charged per message and based on message size in this case, and need to confirm each such message received.

· Additionally, the operator wants to allow users to enable services from within the IMPS client.

· The mentioned service plans are offered on a per-user-ID basis. The operator manages a database where certain user IDs are associated with a billing context that allows them to automatically enable services without submitting sensitive billing information via the IMPS client. All premium users have such a billing context. Free users may or may not have such a billing context, depending on the specific scenario.
In this scenario, any user that is registered may log in freely. When a free user attempts to add the 16th contact or send a non-textual message, or a text message of more than 200 characters:
50. The server will return a “Service not enabled” (433) error code with a list of services that will enable this operation. This list will include the premium service plan.

51. The client will issue a Get Service Details transaction for this service. No authentication is required as this is an in-band transaction.
52. The server will respond with details of the premium service, and how it should be enabled. If the session’s user ID does not have an associated billing context, service enablement will only be possible via a URL or by direct contact with the operator. If the user ID has a billing context, it is also possible to enable the premium service from within the IMPS client.

53. Based on the information received in 3, the IMPS client allows the user to choose whether to enable the premium service or not. If the user chooses to enable the service, the client will direct a browser to the URL received, display contact info for service enablement, or submit an Enable Service transaction to the server.

54. The client may later retry the failed operation (add contact or send message). 
When a premium user receives a message larger than 5 KB:
55. If the delivery method chosen is notification:

a. The notification is sent as usual.

b. When the client issues the Get Message transaction, an error response with “Service not enabled” (433) and a dynamic Service Terms ID (which the server maps to the message-ID) in the per-session Service Terms ID Scope will be sent.
c. The client will go through the normal flow for service enablement. The service description will be something like “In order to view this message, you will need to pay ###. This charge will be added to your monthly bill. Please confirm.”

d. Once enabled, the message is “unlocked” and Get Message will now work properly (the client may attempt this automatically after the service has been enabled).
56. If the delivery method chosen is push:

a. The push is not sent immediately. Instead, a Service Terms Notification is sent, with a notification of a new message and the dynamic Service Terms ID (mapped to the message ID). The flow continues as before. 

b. Once the service has been enabled, the message will be automatically pushed to the client.

7. Open Issues
· How should this be combined with Registration and Change Password via the IMPS client?
· It is desirable for clients to adapt their user interface based on the services that users have subscribed to. This is true even for the basic service negotiation as provided by the current OMA IMPS 1.2 specifications. This contribution only allows clients to discover services as they are being used, and not beforehand.

· What are the SSP implications?

· How do users unsubscribe from services?

· How should service negotiation be modified with respect to this contribution?

4 Intellectual Property Rights Considerations

None

5 Recommendation

Update relevant specification documents.
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Figure � SEQ Figure \* ARABIC �1�. Get Service Details transaction





Figure � SEQ Figure \* ARABIC �2�. Service Terms Notification transaction
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Figure � SEQ Figure \* ARABIC �3�. Enable Service transaction
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� We assume that the Session ID is verifiable and secure, and that the server verifies the authenticity of the Session ID.
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