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1 Reason for Contribution

In the wireless environment, the connection between the server and the client are not as stable as in the wired internet. When the connection is broken, usually the server disconnect the client, thus the server and client should establish a new session later, though it was not the user’s intention. 

OMA IMPS v1.x has briefly mentioned that the old session id can be used to reestablish the old session, but does not explain how to achieve that goal.

This input contribution describes a new feature for the client to initiate quick reestablishment of session while synchronizing the presence value, recovering already agreed client capabilities and services. This feature will remove redundant network traffic and accelerate the login time, ultimately enhancing users’ satisfaction. 

2 Summary of Contribution

The service and client capability agreed between the server and the client to use in the session do not usually change in the next session. Also the presence attributes values of users contactlists do not change frequently.

However when the client logs in the server, the client and the server negotiate service and capabilities and synchronize all the presence attribute values of their contactlists because neither the server nor the client knows what capabilities and services each side wants to use in this session and what presence attributes values each side keeps now. It causes the client and the server to exchange many transactions(service request, capability request, getlist request, getpresence request, etc) whenever they establish a new session.

Especially when a client has very large contact lists, huge network traffic and considerable time are required during login phase in order to synchronize all their presence attributes values. Users, who are using IMPS v1.x service at the places where the unintended consecutive disconnection of the service, like mountains and tunnels, will feel uncomfortable when they see the phone keep establishing new sessions.

If the server and the client can keep an identical key and its associated presence attributes value, service, and client capability, the server can determine what service and capabilities the client want to use and what presence attributes the client needs to update. 

Drawback is that server and client need to keep an identical key and the associated information when they finally succeeded in communicating with the client. 

This input explains in detail 1) how to remove the frequency and amount of data that need to be stored in the server and the client 2) how to share the common synchronization key without exchanging extra transactions, which makes it possible for this reestablishment to work both in the normal and abnormal termination cases.

3 Detailed Proposal

See the attached document. 
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4 Intellectual Property Rights Considerations

<Describe the status of any IPR that this contribution may affect>
None

5 Recommendation

<provide a description of the intended actions to be taken by the group>
Following the OMA process, Samsung Electronics proposes this feature as the input to the Requirement Document for the next release of IMPS V1.3.
NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT, PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.

USE OF THIS DOCUMENT BY NON-OMA MEMBERS IS SUBJECT TO ALL OF THE TERMS AND CONDITIONS OF THE USE AGREEMENT (located at http://www.openmobilealliance.org/UseAgreement.html) AND IF YOU HAVE NOT AGREED TO THE TERMS OF THE USE AGREEMENT, YOU DO NOT HAVE THE RIGHT TO USE, COPY OR DISTRIBUTE THIS DOCUMENT.

THIS DOCUMENT IS PROVIDED ON AN "AS IS" "AS AVAILABLE" AND "WITH ALL FAULTS" BASIS.

© 2003 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 1 (of 1)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
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1. Scope


This document details the requirements about the feature of the reestablishment of the session for the next release of OMA IMPS V1.3.


2. References


2.1 Normative References


		None

		



		

		





2.2 Informative References


		[Arch]

		“WV-040, System Architecture Model Version 1.2”. Open Mobile Alliance(. OMA-IMPS-WV-Arch-V1_2. URL: http://www.openmobilealliance.org/



		[FeaFun]




		“WV-041 Features and Functions Version 1.2”. Open Mobile Alliance(. OMA-IMPS-WV-Features_Functions-V1_2. URL: http://www.openmobilealliance.org/



		[PA]




		“WV-049 Presence Attributes Version 1.2”. Open Mobile Alliance(. OMA-IMPS-WV-PA-V1_2. URL: http://www.openmobilealliance.org/



		[PA DTD]

		“WV-050 Presence Attribute DTD and Examples Version 1.2”. Open Mobile Alliance(.  OMA-IMPS-WV-PA_DTD-V1_2. URL: http://www.openmobilealliance.org/





3. Terminology and Conventions


3.1 Conventions


This is an informative document, and does not make a distinction between the mandatory and optional requirements. This document does not specify which requirements will be the subject of interoperability test suites. The word “shall” in this document means that the technical solution resulting from this document will meet the requirement as stated. 

3.2 Definitions


None.


3.3 Abbreviations


None.


4. Introduction


The service and client capability agreed between the server and the client to use in the session do not usually change in the next session. Also the presence attributes values of users contactlists do not change frequently.


However when the client logs in the server, the client and the server negotiate service and capabilities and synchronize all the presence attribute values of their contactlists because neither the server nor the client knows what capabilities and services each side wants to use in this session and what presence attributes values each side keeps now. It causes the client and the server to exchange many transactions(service request, capability request, getlist request, getpresence request, etc) whenever they establish a new session.


Especially when a client has very large contact lists, huge network traffic and considerable time are required during login phase in order to synchronize all their presence attributes values. Users, who are using IMPS v1.x service at the places where the unintended consecutive disconnection of the service, like mountains and tunnels, will feel uncomfortable when they see the phone keep establishing new sessions.


If the server and the client can keep an identical key and its associated presence attributes value, service, and client capability, the server can determine what service and capabilities the client want to use and what presence attributes the client needs to update. 


Drawback is that server and client need to keep an identical key and the associated information when they finally succeeded in communicating with the client. 


This input explains in detail 1) how to remove the frequency and amount of data that need to be stored in the server and the client 2) how to share the common synchronization key without exchanging extra transactions, which makes it possible for this reestablishment to work both in the normal and abnormal termination cases.


5. Explanation of session reestablishment in detail

1. Suppose that the client logged in the server, agreed services and capabilities, and synchronized presence attribute values. Whenever the server and the client successfully exchange transactions, they keep the session id, the client id and the last successful transaction id pair: that pair will be used as a synchronization key later. Let’s call this pair a synchronization key. 


2. When the session between the server and the client is no longer valid (ex: the client logs out with LogoutRequest or auto logout timer expired because of an unexpected network problem), the client and the server save the negotiated services, capabilities, and the presence attribute values associated with the last successful transaction id. (To be successful means that the transaction pair with same transaction id was exchanged between client and server, i.e: GetListRequest, GetListResponse) This pair of session id, client id, and transaction id(synchronization key) and its associated presence attributes values will be used when they try to re-establish this session later in the next login phase when the same client device logs in and try to re-establish the old session.

3. After a while, the client device tries to log in the server again. The client sends LoginRequest with the saved synchronization key. The server verifies that it has the same synchronization key.

4. If the server finds an identical synchronization key, the server sends LoginResponse with 200 code in the Result field(i.e: successfully located the identical synchronization key), the same session id that the client sent in the session id field. The server compares the presence attribute values associated with the synchronization key with the current presence attributes values of the client’s contactlists and according to the results, the server sets  Polling field differently. 


1 In case the presence values has changed, the server sends LoginResponse with Poll field set as ‘T’. The client will send PollingRequest and receive relevant transactions. The relevant subsequent transactions will efficiently synchronize presence values and reestablishment has completed.


2 In case the presence values has not changed, the server sends LoginResponse with Poll field set as ‘F’. Reestablishment has completed.


In case of 4, the server assumed that the client wants to re-establish the session associated with the synchronization key. Thus the server does not expect the client to send ServiceRequest and CapabilityRequest. 


5. If the server fails to find an identical synchronization key, the server sends back LoginResponse with a new session id. The client and the server will establish a new session with this new session id.


6. Influenced area in current WV Specification

6.1 Changes In OMA-IMPS-WV-CSP-V1_2-20030117-D.doc
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Figure 1. Logging in


In order to use the IM services the user MUST log in into a Service Access Point. 


After the server processed this request, it sends a login response message to the client; which will contain the details of the login operation. When the login operation into the Service Access Point is not successful, a status message indicates the login failure instead of the login response message. The login response sent by the server MAYMAY also indicate that the client needs to perform a Client Capability Request.


After a successful login a service negotiation performed. After the service negotiation the agreed services available to the user are: Presence Service, IM Service, Group Service, Content Service.


The client MAY choose re-establish session by adding session id of the session he wants to re-establish in the LoginRequest. In that case, the client must send both the client id and the last successful transaction id of the session in which the sent session id was used. When the server succeeds in finding the identical synchronization key(session id, client id, and the transaction id pair), the server MUST assume that the same services and  client capabilities that were used in the old session will be used. The server also assumes that the client is keeping the last status of the old session. If the server decides that the presence values (e.g. online, freetext, etc) has changed since this retrieved session terminated in the past and/or there is any pending messages that were not delivered, the server MUST set Polling field ‘T’ to inform the client. When the session is re-initiated, neither client capability negotiation nor service negotiation is not performed.


The client MAYMAY choose either a two-way access control or a four-way access control. If the client chooses the two-way access control, the LoginRequest contains the element “Password-String” with password in plain text. The server responds with either success or failure or further authorization. If the client chooses the four-way access control, the LoginRequest contains neither element “Password-String” nor element “Digest-Bytes”. Instead, the LoginRequest contains the element “Supported Digest Schema”. The server responds with the challenge “nonce” based on the “digest schema”.


The server can choose not to use any authentication scheme; instead rely on authentication in the mobile network. In this case the Digest-Schema element indicates “PWD”, and the Nonce element is not present in the LoginResponse primitive.


The client then sends the LoginRequest again with the element “Digest-Bytes” which is the BASE64-encoded result string based on the “schema” hash function on the concatenation of the challenge “nonce” and the password:


Digest-Bytes = hash_function(nonce + password )


The server finally responds with either “success” or “failure”.


Even if the client chooses the two-way access control, the server still can send a response with error code 401. That means the server requires further authorization of this request. In this case, the response message contains the available authorization scheme “digest schema” with the challenge “nonce” for the scheme.


Following schemes can be used as “digest schema” to generate the challenge “nonce”:


The MD5 Scheme


The client concatenates the challenge with the password, and performs a MD5 hash on the resulting string. The client then SHOULD repeat a  request with the resulting data as a string encoded by BASE64.


The MD4 & MD6 Scheme


The same algorithm as for the MD5 Scheme except the hash algorithm is replaced with MD4 or MD6.


The SHA Scheme


The client concatenates the challenge with the password, and performs a SHA hash on the resulting string. The client then SHOULD repeat a request with the resulting data as a string encoded by BASE64.


6.1.1 Error conditions


Generic error conditions:


Service unavailable. (503)


Version not supported. (505)


LoginRequest error conditions:


Further authorization needed to use the server. (401)


Invalid password. (409)


The particular user is not allowed to use the server. (403)


Unknown user. (531)


Already logged in. (603)


SessionID, UserID and ClientID not matching. (422)


No matching digest scheme supported (543)


6.1.2 Primitives and information elements


		Primitive

		Direction



		LoginRequest

		Client ( Server



		LoginResponse

		Client ( Server





Table 1. Primitive directions for Logging in


		Information Element

		Req

		Type

		Description



		Message-Type

		M

		LoginRequest

		Message identifier.



		Transaction-ID

		M

		String

		Identifies the transaction, set by client.



		User-ID

		M

		String

		Identifies the requesting User.



		Client-ID

		M

		Structure

		Identifies the requesting WV client. Unique (for this user) identifier.



		Password-String

		C

		String

		The password digest corresponding to the User-ID



		Digest-Bytes

		C

		String

		The digest is BASE64 encoded.



		Supported-Digest-Schema

		C

		String

		A list of supported digest schema (PWD, SHA, MD4, MD5, MD6)



		Session-ID

		C

		String

		The session-ID when session reestablishment is requested.



		Time-To-Live

		O

		Integer

		Time requested between client to server messages before client is considered disconnect. If information element is not present client is requesting an infinite time-to-live time. Indicated in seconds.



		Session-Cookie

		M

		String 

		The session cookie used by WV SAP to initiate communications within the session (max length 50)



		Last-Trasaction-ID

		C

		String

		Identifies the last successful transaction id associated with the session id that exists when the client wants to reestablish the old session.





Table 2. Information elements in LoginRequest primitive


		Information Element

		Req

		Type

		Description



		Message-Type

		M

		LoginResponse

		Message identifier.



		Transaction-ID

		M

		String

		Identifies the request transaction.



		Client-ID

		M

		Structure

		Identifies the requesting WV client. Unique (for this user) identifier.



		Result

		M

		Structure

		Result of the login request.



		Nonce

		C

		String

		Random string generated by server for password digest. The string is not BASE64 encoded. 



		Digest-Schema

		C

		String

		Type of digest schema to use.



		Session-ID

		C

		String

		Session-ID. String generated by the server to identify this session. Session-ID is supplied with all following requests to the server. Present only if login was successful.



		Keep-Alive-Time

		C

		Integer

		Auto logout timer value in seconds. The server can set any timer value and the client MUST obey that. Each message transaction resets the Keep-Alive-Time timer. Present only if login was successful.



		Client-Capability-Request

		C

		Boolean

		Informs the Client that it needs to perform a Client Capability Request transaction. Present only if login was successful.





Table 3. Information elements in LoginResponse primitive


6.2 Changes in OMA-IMPS-WV-CSP_DTD-V1_2-20030117-D.doc

<!ELEMENT Login-Request (UserID, ClientID, Password?, DigestBytes?, DigestSchema*, TimeToLive?, SessionCookie, Last-TransactionID?)>


6.3 additional examples in OMA-IMPS-WV-CSP_DTD-V1_2-20030117-D.doc

successful 2-way re-establishing Login transaction


Login-Request primitive


<WV-CSP-Message xmlns="http://www.openmobilealliance.org/DTD/WV-CSP1.3">



<Session>




<SessionDescriptor>





<SessionType>Outband</SessionType>




<SessionID>#1234UsedSessionID</SessionID>




</SessionDescriptor>




<Transaction>





<TransactionDescriptor>






<TransactionMode>Request</TransactionMode>






<TransactionID>IMApp01#12345@NOK5110</TransactionID>





</TransactionDescriptor>





<TransactionContent xmlns="http://www.openmobilealliance.org/DTD/WV-TRC1.2">






<Login-Request>







<UserID>wv:user@im.com</UserID>







<ClientID>








<URL>http://206.226.10.25:80/IMPSAPP</URL>







</ClientID>







<Password>1my2pass3word</Password>







<TimeToLive>120</TimeToLive>







<SessionCookie>im.user.com#20011224#328746293






<LastTrasactionID>myLastSuccessfulTrID</LastTransactionID>



</SessionCookie>






</Login-Request>





</TransactionContent>




</Transaction>



</Session>


</WV-CSP-Message>


Login-Response primitive


<WV-CSP-Message xmlns="http://www.openmobilealliance.org/DTD/WV-CSP1.2">



<Session>




<SessionDescriptor>





<SessionType>Outband</SessionType>



</SessionDescriptor>




<Transaction>





<TransactionDescriptor>






<TransactionMode>Response</TransactionMode>






<TransactionID>IMApp01#12345@NOK5110</TransactionID>


</TransactionDescriptor>





<TransactionContent xmlns="http://www.openmobilealliance.org/DTD/WV-TRC1.2">






<Login-Response>







<ClientID>








<URL>http://206.226.10.25:80/IMPSAPP</URL>







</ClientID>







<Result>








<Code>200</Code>








<Description>








Successfully logged in and re-established the session as you









requested.







</Description>







</Result>







<SessionID>#1234UsedSessionID</SessionID>






<KeepAliveTime>120</KeepAliveTime>







<CapabilityRequest>F</CapabilityRequest>






</Login-Response>





</TransactionContent>




</Transaction>




<Poll>T</Poll>



</Session>


</WV-CSP-Message>


Unsuccessful 2-way re-establishing Login transaction


Login-Request primitive


<WV-CSP-Message xmlns="http://www.openmobilealliance.org/DTD/WV-CSP1.3">



<Session>




<SessionDescriptor>





<SessionType>Outband</SessionType>




<SessionID>#1234UsedSessionID</SessionID>




</SessionDescriptor>




<Transaction>





<TransactionDescriptor>






<TransactionMode>Request</TransactionMode>






<TransactionID>IMApp01#12345@NOK5110</TransactionID>





</TransactionDescriptor>





<TransactionContent xmlns="http://www.openmobilealliance.org/DTD/WV-TRC1.2">






<Login-Request>







<UserID>wv:user@im.com</UserID>







<ClientID>








<URL>http://206.226.10.25:80/IMPSAPP</URL>







</ClientID>







<Password>1my2pass3word</Password>







<TimeToLive>120</TimeToLive>







<SessionCookie>im.user.com#20011224#328746293






<LastTrasactionID>myLastSuccessfulTrID</LastTransactionID>



</SessionCookie>






</Login-Request>





</TransactionContent>




</Transaction>



</Session>


</WV-CSP-Message>


Login-Response primitive


<WV-CSP-Message xmlns="http://www.openmobilealliance.org/DTD/WV-CSP1.2">



<Session>




<SessionDescriptor>





<SessionType>Outband</SessionType>



</SessionDescriptor>




<Transaction>





<TransactionDescriptor>






<TransactionMode>Response</TransactionMode>






<TransactionID>IMApp01#12345@NOK5110</TransactionID>


</TransactionDescriptor>





<TransactionContent xmlns="http://www.openmobilealliance.org/DTD/WV-TRC1.2">






<Login-Response>







<ClientID>








<URL>http://206.226.10.25:80/IMPSAPP</URL>







</ClientID>







<Result>








<Code>200</Code>








<Description>









Successfully logged in 










but failed to re-establish the old session









 you requested.







</Description>







</Result>







<SessionID>#5678NewSessionID</SessionID>







<KeepAliveTime>120</KeepAliveTime>







<CapabilityRequest>T</CapabilityRequest>






</Login-Response>





</TransactionContent>




</Transaction>




<Poll>F</Poll>



</Session>


</WV-CSP-Message>


Appendix A. Change History
(Informative)


		Type of Change

		Date

		Section

		Description



		Class 0

		02-Aug-034

		

		The initial version of this document.
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