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1 Reason for Change

The MWG-IM group has created a BCP white paper for IMPS 1.2 to address concerns raised by operators regarding the IMPS 1.2 specifications.

The main driver for initiating the work was Vodafone.  They submitted 2 contributions in 2003 highlighting their concerns:

· OMA-IMPS-2003-0184R01 (submitted to the old IMPS WG)

· OMA-MWG IM-2003-0037

The BCP was also highlighted in a joint submission from a number of operators and ISPs which suggested a roadmap for the IMPS work (IMPS, Interworking, Simple-IM) - OMA-IM-2004-0172R01-LATE-IM-Evolution-Roadmap.

The work on the BCP was started early 2004 and progressed in parallel with the work on the IMPS 1.3 RD.  To ease the load on the MWG-IM WG a decision was made to automatically accept use case CRs towards both the IMPS 1.3 RD and the BCP without taking into consideration whether those CRs were “mission impossible” to handle on top of IMPS 1.2 or whether they all were of the same priority.  The plan was to remove those use cases that would not need to be fulfilled in order to address the concerns that operators deemed critical for deploying IMPS 1.2.

A stable version of the BCP containing use cases only was created in June 2004.  Since then there have been 6 contributions containing workaround solutions submitted towards the BCP.  All of them have been accepted by the group following discussion and revisions.

The existence of the BCP has been communicated towards external groups a number of times.  These external presentations set a goal of finalizing the BCP around the same time as the IMPS 1.3 RD.  Due to delay in the work on the IMPS 1.3 RD (especially the normative part) the working group did not focus on the BCP for some time during fall 2004.  However the work continued late winter 2004 after the IMPS 1.3 RD had been accepted.

As specified in a report to the Requirement group in August 2004 (OMA-IM-2004-0191-LATE-imps_rd_report-20040816) the reason for creating the BCP was due to the timeliness of the information in relation with the availability and shortcomings of IMPS 1.2.  Alternatives would have been to either:

· Release 1.3 as soon as possible

· Or, demote 1.2 and update it

These alternatives were ruled out by the group based on operator feedback and the BCP was created instead.

This contribution proposes to remove use cases from the BCP that no work has started on.  The BCP would then consist only of the existing 6 use cases that have agreed workarounds.  This follows extensive discussions about how to handle the BCP within the MWG-IM group.  These 6 use cases consist of all operator driven high priority use cases as defined by the contributing operators of this CR and of OMA-IMPS-0131R01-BCP_Part_1.
2 Impact on Backward Compatibility

None

3 Impact on Other Specifications

None

4 Intellectual Property Rights

The authors of this CR do not have knowledge of any IPR related to this contribution

5 Recommendation

The contributors of this CR recommend that the working group accept the attached draft BCP as a new draft revision of the BCP.  

Note: The new revision of the BCP will still be in draft status and the working group will have to decide seperately whether it’s ready for release or not.
6 Detailed Change Proposal

Attached Word document contains an updated BCP containing the suggested content of the new BCP draft and editorial corrections to use case Extend IM to Private Group Conversation.
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21Figure 1: Sequence diagram of Add a Registered User by MSISDN Use Case



28Figure 9: Sequence diagram for Extend IM to Group Conversation Use Case



38Figure 14: Sequence diagram of the Auto-Registration Use Case



49Figure 16: Sequence diagram of the off-line User Messaging Use Case



51Figure 17: Sequence diagram for Push System Advice Use Case



52Figure 19: Sequence diagram for Push System Advice Use Case


















































1. Scope


The OMA Instant Messaging and Presence Service (IMPS) includes four primary features:


· Presence


· Instant Messaging


· Groups


· Shared Content


Presence is the key enabling technology for IMPS. It includes client device availability (my phone is on/off, in a call), user status (available, unavailable, in a meeting), location, client device capabilities (voice, text, GPRS, multimedia) and searchable personal statuses such as mood (happy, angry) and hobbies (football, fishing, computing, dancing). Since presence information is personal, it is only made available according to the user's wishes - access control features put the control of the user presence information in the users' hands.


Instant Messaging (IM) is a familiar concept in both the mobile and desktop worlds. Desktop IM clients, two-way SMS and two-way paging are all forms of Instant Messaging. Wireless Village IM will enable interoperable mobile IM in concert with other innovative features to provide an enhanced user experience.


Groups or chat are a fun and familiar concept on the Internet. Both operators and end-users are able to create and manage groups. Users can invite their friends and family to chat in group discussions. Operators can build common interest groups where end-users can meet each other online.


Shared Content allows users and operators to setup their own storage area where they can post pictures, music and other multimedia content while enabling the sharing with other individuals and groups in an IM or chat session.


These features, taken in part or as a whole, provide the basis for innovative new services that build upon a common interoperable framework.


The OMA IMPS Specification Version 1.2 is the latest standard that defines technological framework and the protocol to build the IMPS service. The features and functions for OMA IMPS v1.2 are defined in [IMPSF&F] and the normative protocol specifications are included in the IMPS 1.2 enabler package. This document, whereas the enabler package provides all necessary normative parts of the information that are needed for implementation, is a collection of the use cases, problem statements, and work-arounds using IMPS v1.2 based on the feedback from the product implementation and/or service deployment. The primary purpose of this document is to provide useful idea and guidelines for implementing the certain use cases by informative manner. In that sense, this document is NOT yet another normative specification in the enabler package, and thus there is NO compliancy, NO conformance against any parts in this document.

2. References


2.1 Normative References


		None

		



		

		





2.2 Informative References


		[IMPSF&F]

		"WV-041 Features and Functions Version 1.2". Open Mobile Alliance. February 2003. URL: http://www.openmobilealliance.org/tech/release.html



		[E.164]

		ITU-T Recommendation E.164 (05/97) The international public telecommunication numbering plan.
URL: http://www.itu.int/rec/recommendation.asp?type=folders&lang=e&parent=T-REC-E.164



		[MMSCONF]

		MMS Conformance Document 1.2


URL: http://www.openmobilealliance.org/ftp/Public_documents/MWG/MMS/permanent_documents/OMA-MMS-CONF-V1_2-20040727-C.zip





3. Terminology and Conventions


3.1 Conventions


This is an informative document, which is not intended to provide testable requirements to implementations.


3.2 Definitions


		Alias

		The name a user suggests others to use as NickName. Part of the User Presence – available only those who are authorized to retrieve it.



		Auto login

		A user setting within the device that allows the IMPS client to log into the IMPS service automatically without user action (e.g. selecting a "login" function or starting an application). The login sequence may be triggered at the client's discretion in a variety of ways (e.g. at power-on, when the service becomes available after an outage due to coverage, phone calls, use of other services etc.)



		Contact

		The representation of a single user in the IMPS technology – consist of a UserID and an optional NickName.



		ContactList

		A collection of Contacts that resides on the server, and essential part of presence authoring functions. It is possible to address IMs using the ContactListID as well.



		Contact Details

		A collection of information, which is available for the service provider only, and there is no way to retrieve it by any other user. The information is typically collected when the user buys his/her IMPS subscription.



		Friendly Name

		A name that the user suggests for the general public to use as a nickname and is available to all users at all times.



		Inbox

		A local repository on the client device where the incoming messages are stored.



		MDN

		A Mobile Directory Number (MDN) is used in 3GPP2. An MDN is a dial able number associated with the mobile station through a service subscription. A Mobile Directory Number is not necessarily the same as the mobile station identification on the air interface.  An MDN consists of country code, national destination code, and subscriber number. An MDN consists up to 15 digits.



		NickName

		A name that is used internally in a client device to hide the UserID of contacts from the end-user. It is not possible to address other users using the NickName.



		OnlineStatus

		A presence attribute that indicates whether the client application (and the user) is logged on to an IMPS server or not.



		Private Group Conversation

		A temporary chat group that is the result of extending a one-to-one messaging to many-to-many messaging.



		Phonebook

		A local database in the terminal containing phone numbers, names, etc.



		Public Profile

		A user’s profile information that is available to the public – it is maintained by the owner user and is searchable with some restrictions.



		Registration

		The action or process by which an individual, who generally is a subscriber of the mobile network operator, becomes an active user of the IMPS.



		ScreenName

		A combination of a name a user chooses in a group session, and the Group-ID itself. The user MAY have different ScreenNames for different occasions as well as on different groups. The ScreenName is always connected to a group.



		Subscription Contact List

		Contact list used for subscribing to presence of contacts.



		System Message

		A special type of message sent by the IMPS system for different purposes (e.g. advice of charge, service notifications, advertisements, instructions, etc). System Messages MAY contain a list of possible options and require actions or response from the user.



		User-ID

		Identifier for a single user that is unique across all IMPS services.





3.3 Abbreviations


		IMPS

		Instant Messaging and Presence Service



		ISDN

		Integrated Service Digital Network



		MMS

		Multimedia Message Service



		MSISDN

		Mobile Station International ISDN Number. A Mobile Station International Integrated Services Digital Network Number (MSISDN) is used in 3GPP. An MSISDN is a dial-able number associated with the mobile station through a service subscription. An MSISDN consists of country code, national destination code and subscriber number. An MSISDN MAY be up to 15 digits.



		OMA

		Open Mobile Alliance



		SSP

		Server-Server Protocol



		WV

		Wireless Village





4. Introduction


The OMA Instant Messaging and Presence Service (IMPS) consists of four main service features:


· Presence feature,


· Instant messaging feature,


· Group feature, and


· Shared content feature.

A service provider may create its own IMPS community by providing either a full range of services or a subset of services. The service provider may also support the existing instant messaging communities on the Internet via an open interface.


The IMPS system provides a unique address space for presence, instant messaging, chat and content which is interoperable with existing instant messaging systems. The brief introduction of each feature is given below. Refer to [IMPSF&F] for more detail.


Although the current IMPS 1.2 enabler package provides a complete architecture, reference points and interfaces, and protocol specifications, there have been some interoperability issues at an application level as two or more applications that implement similar services using the same IMPS 1.2 technology don’t behave in the same manner in the same situations. One of the cause originates from flexibility of the architecture and a wide variety of the options in the feature set. Flexibility and optionality in the OMA IMPS 1.2 is on purpose in order for the technology to not locked into the particuclar model such as Instant Messaging. However, a lot of the options without clear guidelines about what would happen when two or more transactions and options are combined and used in a certain situation. This document is intended to be such guideline by describing:


· Use Case that are perceived by the end user mainly


· Problem Statement describing what an issue(s) or a requirement(s) is when implementing the use case


· Recommended work-around that may fulfill the use case and the requirement when using IMPS 1.2


Note that this document is not supposed to change or bend the existing IMPS 1.2 standard. The goal of this document is to support the use cases that are found as urgent in the market WITHOUT breaking a compatibility with the implementations that don’t necessarily follow this guideline but still use the IMPS 1.2 as base technology.


Also note this document is solely informative and thus there is NO conformance requirement nor interoperability test consideration against this document.
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8. Add Contact By IMPS User ID


8.1 Use Case


8.1.1  ASK  \* MERGEFORMAT Short Description


This use case describes the addition of a known contact. The user inputs the IMPS User ID of his friend. After validity checks, the IMPS User ID, enhanced with a Nickname, is added to the Contact List. Depending on the added user’s authorization model, the OnlineStatus is either visible immediately, or after an authorization request has been approved.


8.1.2 Actors


		Actor

		Description



		UserA

		A human user of the IMPS Service



		UserB

		A human user of the IMPS Service, whose IMPS User ID is known to UserA



		ClientA

		The terminal and software that UserA is using to access IMPS services.



		ClientB

		The terminal and software that UserA is using to access IMPS services.



		Server

		The server providing IMPS services





8.1.3 Actor Specific Issues


		Actor

		Description



		UserA

		· Enlarge his List of Contacts.


· Be able to communicate with his Contacts.


· Protect his own privacy.



		UserB

		· Enlarge his List of Contacts.


· Be able to communicate with his Contacts.


· Protect his own privacy.



		Server

		· To enable the users to communicate by means of instant messaging and presence and store the up-to-date Contact Lists.





8.1.4 Actor Specific Benefits


		Actor

		Benefit



		UserA

		· Is able to see OnlineStatus of, and communicate with UserB



		UserB

		· Is able to see OnlineStatus of, and communicate with UserA without typing in UserA’s User-ID.



		Server

		· The number of communicating users increases, encouraging messaging traffic, and hence revenue





8.1.5 Pre-conditions


· UserA is a registered user of the IMPS service, logged in, and has negotiated IM functions (including blocking) and presence functions (including contact list functionality) using ClientA.


· UserB is a registered user of the IMPS service.


· UserA knows the IMPS User ID of UserB


8.1.6 Post-conditions


· UserA has UserB on his Contact List.


· UserA is authorized to see UserB’s OnlineStatus and is able to message him.


· UserB has UserA on his Contact List.


· UserB is authorized to see UserA’s OnlineStatus and is able to message him.


8.1.7 Normal Flow


1. UserA navigates to the contact database on ClientA, and starts adding a new contact.


2. UserA inputs the IMPS User ID of UserB.


3. UserA optionally inputs a Nickname for UserB.


4. ClientA sends a request to the Server to


a. add UserB to UserA’s selected Contact List with the specified UserID and NickName,


b. add UserB to UserA’s GrantList,


c. add proactive authorization to UserB to see UserA’s OnlineStatus.


5. The Server verifies that the IMPS User-ID to be added is valid.


6. The Server adds UserB’s User-ID and NickName to the contact list that UserA requested.


a. If UserA has not specified the Nickname, the Server sets the Nickname to UserB’s Friendly name.


b. If UserB has not set a Friendly name, the Server sets the Nickname to UserB’s User ID.


7. The Server adds UserB to UserA’s GrantList (ignore if already there).


8. The Server creates a non-ContactList-specific proactive authorization for UserA’s Default-List so that UserB is able to access the OnlineStatus attribute of UserA (ignore if already there).


9. Finally the Server sends the response to ClientA with the newly added User-ID and Nickname.


10. ClientA saves the newly added User-ID and NickName to UserA’s local contact database.


11. At the same time (see step 10) the Server sends a notification to UserB – unless UserB has explicitly requested not to be notified – that informs UserB about the fact that UserA has added UserB to one of his contact lists. UserA’s ContactList-ID is not disclosed, but the notification includes UserA’s User-ID and Friendly name (if available).


12. ClientB receives this notification.


13. ClientB looks through UserB’s contacts database and checks whether if UserA is already there. If found, use case ends here.


14. ClientB did not find UserA in UserB’s contacts database, ClientB asks UserB whether he wants to add UserA to his contacts database. If UserB does not wish UserA to be added to his contacts, use case ends here.


15. If UserB wishes to add UserA to his contact database, ClientB restarts this use case from step 3 (as User-ID is already available and there is no need to fill it in) where the role of UserA and UserB, ClientA and ClientB is swapped. However no notification is sent to UserA.


8.1.8 Alternative Flow


8.1.8.1 UserA adds UserB to Contact List from Watcher List


The Watcher list (those users who have UserA on their Contact List) may be used as a platform for enlarging UserA’s Contact List.


· UserA views his Watcher List, and sees UserB, who is not yet on UserA’s contact list.


· UserA chooses the option “Add to Contact List” from the Watcher List Menu.


· The use case proceeds at step 3 in the basic use case described above, as the User-ID of UserB is already available.


8.1.8.2 UserA adds UserB to Contact List from group messaging


Groups are a great place to talk with “new” people. Sharing the User-ID within a group is up to the users though, so the use case described below will not work if UserB did not authorize showing his User-ID.


UserA joins a chat room, and gets involved in the discussion. He realizes that UserB is very much alike, and decides to add UserB to his contacts database.


· UserA checks the properties of UserB’s ScreenName and notices that UserB’s User-ID is available.


· UserA chooses the option “Add to Contact List” from the properties.


· The use case proceeds at step 3 in the basic use case described above, as the User-ID of UserB is already available.


8.1.9 Operational and Quality of Experience Requirements


· In order to simplify the user experience, it is recommended that the automated process described above:


· is triggered easily, with minimal user interaction.


· is widely accepted and used (e.g. to be defined as mandatory part of the contact list management functions).


· The users OnlineStatus is visible to authorized users.


· The notification includes Server defined text so that the server can deliver the notification in the currently set language and service UI style.


8.2 Problem Analysis


The use case describes the addition of a known user to a subscription contact list.  It ties together the 3 operations of:


· adding a user to a contact list


· proactively granting access to presence attributes


· adding a user to the messaging grant list


The use case also ties together the concept of a friendly name and the initial nickname of the added user in the case where the adding user has not specified a nickname.


The added user will receive a watcher notification in the case where he has not proactively authorized the user that is adding him.   Following this notification he can add the other user to his own contact list – repeating the use case from the other side.


The use case can be supported using existing transactions by mandating specific client and server behaviour based on the use case.  This approach has been selected in the workaround presented here.


8.3 Recommended Work-around


8.3.1 Client Behavior


When a user adds another to his subscription contact list based on an UserID the client must send the following transactions to the server:


ListManageRequest – adding the user to a contact list


CreateAttributeListRequest – authorizing access to UserA’s OnlineStatus


This is required for either UserA or UserB in the use case and is not tied to the context in which UserA adds UserB (main flow or alternative flows in the use case).
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If no nickname has been provided, the client must retrieve the Alias presence attribute of the contact and use the value as the nickname when adding the contact to the contact list.  If the Alias presence attribute is not available the client should set the nickname to the UserID of the contact.


Upon reception of either a reactive authorization notification or a SystemMessage (see section System Message) notifying UserB that he has been added to UserA’s subscription contact list the client of UserB must provide him with the ability to add UserA to his contact list.
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In the reactive authorization scenario the user authorizes the watcher using the PresenceAuthUser transaction and then adds him to his own subscription contact list using the ListManageRequest transaction.  In the proactive authorization the user authorizes and adds the watcher using the SystemMessageResponse transaction.


8.3.2 Server Behavior


The server must not block message delivery to a user that has the sender on his contact list unless the recipient has blocked the sending user.


The server must notify the added user.  If the client of the added user supports reactive authorization the server must send a reactive authorization notification to the client.  If the client does not support reactive authorization the server must send an Online SystemMessage notifying the added user that he has been added to the contact list of the adding user.  The server does however not send an Online System Message if turned off for this specific system message type by the receiving user.


8.3.3 Other Considerations


none


9. Add Contact By MSISDN


9.1 Use Case


9.1.1  ASK  \* MERGEFORMAT Short Description


Note: The MSISDN is always considered to be in the format of E.164. [E.164]


This use case describes the addition of a known contact by mobile number. The user inputs the MSISDN of his friend. The Client performs a search request for the associated User ID. The server performs the search, and returns the result. If successful, the Client adds the returned User ID without user interaction, and the normal authorization flow takes place.


Note that user interaction is not required after input of the MSISDN; the client must perform the Search and Add tasks automatically.


9.1.2 Actors


		Actor

		Description



		UserA

		A human user of the IMPS Service



		UserB

		A human user of the IMPS Service, whose MSISDN is known to UserA



		Server

		The IMPS Server application





9.1.3 Actor Specific Issues


		Actor

		Issue



		UserA

		· Enlarge his List of Contacts.


· Wants to communicate with his friend UserB, whose MSISDN UserA knows.



		UserB

		· Enlarge his List of Contacts.


· Wants to communicate with his friend UserA


· Wants to maintain his privacy



		Server

		· Wants to enable the users to communicate by enlarging the Contact Lists of both users





9.1.4 Actor Specific Benefits


		Actor

		Benefit



		UserA

		· Is able to see status of, and communicate with UserB



		UserB

		· Is able to see status of, and communicate with UserA



		Server

		· The number of communicating users increases, encouraging messaging traffic, and hence revenue





9.1.5 Pre-conditions


· UserA knows UserB’s mobile phone number


· UserB has registered with the IMPS service


· UserB has proactively authorized the general public to see his default presence attributes


9.1.6 Post-conditions


· UserA has UserB on his Contact List.


· UserA is authorized to see UserB’s Presence Attributes.


· UserB has UserA on his Contact List.


· UserB is authorized to see UserA’s OnlineStatus and is able to message him.


9.1.7 Normal Flow


1. UserA navigates to the Contact List page on his IMPS Client, and chooses an option named “Add Contact”.


2. UserA inputs the MSISDN of UserB (which he knows).


3. UserA optionally inputs a Nickname for UserB


4. The Client sends a search request to the Server to find the corresponding IMPS User-ID.


5. The Server uses the MSISDN to search for the corresponding IMPS User-ID.


6. The Server sends a search response with IMPS User-ID to the Client.


7. The Client requests that the User ID be added to UserA’s Contact List without UserA’s intervention.


8. The Server adds the IMPS User-ID and the Nickname to the Server Contact List.


a. If UserA has not specified a Nickname, the Server sets the Nickname to UserB’s friendly name.


b. If the Nickname has not been specified by UserA and UserB has not set a friendly name, the Server sets the Nickname to UserB’s MSISDN.


9. The Client saves the IMPS User-ID and the Nickname to the local (client) contact list. Note that this is seamless to the user, as it is done in the background


10. The Server sends a notification to UserB that “UserA has added you” (unless UserB has requested not to be notified). See Use Case “System Message” for details on system notifications.


11. From this System Message, UserB may add UserA reciprocally to his own Contact List.


The workflow is depicted as a UML sequence diagram in Figure 1.
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Figure 1: Sequence diagram of Add a Registered User by MSISDN Use Case


9.1.8 Alternative Flow - Add MSISDN from Phonebook


· The “Add By MSISDN” functionality should be implemented also as an option from the handset’s phonebook.


· The user may choose the option “Add from Phonebook” from the IM Client menu, OR the user may choose the option “Add to IM Contacts” from the phonebook menu.


· The nickname chosen will in this case be the same as the phonebook display name.


9.1.9 Operational and Quality of Experience Requirements


· In order to simplify the user experience, it is recommended that the automated process described above:


· is triggered easily, with minimal user interaction.


· Should be widely accepted and used (e.g. to be defined as mandatory part of the contact list management functions).


· The users OnlineStatus is visible to authorized users.


· The notification includes Server defined text so that the server can deliver the notification in the currently set language and service UI style.


· The client and the server will be capable of an MSISDN search (add by MSISDN and search corresponding WV ID) 


· This function should be done with minimum user interaction.


· The traffic load is minimized.


· The Service Provider is able to refuse wildcard characters in MSISDN add.


· A user is able to add another user by MSISDN regardless if that user is registered to that service at that time. 


9.2 Problem Analysis


The use case is an extension of the Add Contact by UserID use case.  It mandates additional steps in the scenario where the adding user provides a MSISDN instead of a userID when adding a user to his contact list.


The use case already provides an implementation suggestion for the workaround based on the search functionality of OMA IMPS 1.2.  This approach has been used in the workaround presented here.


9.3 Recommended Work-around


9.3.1 Client Behavior


When a user tries to add a contact based on a MSISDN the client must start by performing a search based on the MSISDN.  The client sends a SearchRequest to the server with search criteria of USER_MOBILE_NUMBER.


The server returns the search result to the client.  In the case where no userID was found the client must report that result to the end-user.  In the case where a userID was found the client must automatically add the user to the contact list using the returned userID.


If no nickname has been provided, the client must retrieve the Alias presence attribute of the contact and use the value as the nickname when adding the contact to the contact list.  If the Alias presence attribute is not available the client should set the nickname to the MSISDN used in the search.


The rest of the use case is covered by the Add Contact By UserID use case and corresponding workaround.
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The client may implement this functionality from the mobile handset phonebook.


9.3.2 Server Behaviour


The server must support MSISDN based search.


9.3.3 Other Considerations


OMA IMPS 1.2 does not specify wildcard searches and USER_MOBILE_NUMBER searches do not support substring searches.  Therefore the search result will never contain more results then one as long as the server  maintains a uniqueness constraint on MSISDNs stored in the system.
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13. Extend IM to Private Group Conversation


13.1 Use Case


13.1.1  ASK  \* MERGEFORMAT Short Description


This use case describes the seamless extension of a 2-way IM session to a multi-party private group conversation. Note that from the user perspective, these types of conversation are identical.


UserA, while in an IM session with UserB, decides to invite UserC to the conversation. The IM session is closed and Group conversation opened for UserA and UserB. UserC joins the conversation as normal. UserA and UserB do not perceive a change in the conversation other than the joining of UserC.


13.1.2 Actors


		Actor

		Description



		UserA

		A human user of the IMPS Service, UserA is the Group Creator. Has administration rights, but these should not be apparent to the user.



		UserB

		A human user of the IMPS Service, UserB is a Group Participant. UserB has user rights.



		UserC

		A human user of the IMPS Service, UserC is a Group Participant. UserC has user rights.



		Server

		The IMPS Server application





13.1.3 Actor Specific Issues


		Actor

		Issue



		UserA

		· Wants to include UserC in conversation with UserB



		UserB

		· Wants to maintain conversation with UserA



		UserC

		· Wants to be included in the conversation



		Server

		· Wants to encourage messaging





13.1.4 Actor Specific Benefits


		Actor

		Benefit



		UserA

		· Seamless transition to a group conversation.



		UserB

		· Seamless transition to a group conversation.



		UserC

		· Is able to join the conversation.



		Server

		· The number of users sending messages increases, and hence revenue increases.





13.1.5 Pre-conditions


· UserA has UserB and UserC on his Contact List


· UserA and UserB have an IM session together


13.1.6 Post-conditions


· UserA and UserB’s IM session is closed


· UserA, UserB and UserC are in a Private Group Conversation


13.1.7 Normal Flow


1. UserA and UserB exchange IM messages.


2. UserA (or UserB) decides to invite an extra user, UserC to the conversation.


3. UserA’s Client sends a request to create the group with members UserA, UserB and UserC to the Server.


4. UserA’s Client joins the group and closes the IM session. This is done silently, such that UserA does not see the change from IM to Group conversation.


5. The Server creates the new open non-searchable group.


6. The Server sends invitations to join the group to UserB and UserC.


7. UserB’s Client recognizes that the invitation is from UserA, with whom UserB is chatting.


8. UserB’s Client joins the group and closes the IM session. This is done silently, such that UserB does not see the change from IM to Group conversation.


9. UserC accepts the invitation and joins the group in the conventional way.


10. All participants will be notified that UserC is joining the group. This may be done by a joining icon in the conversation, or a message such as “UserC has joined”.


The workflow is depicted as a UML sequence diagram in Figure 9.
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Figure 9: Sequence diagram for Extend IM to Group Conversation Use Case


13.1.8 Operational and Quality of Experience Requirements


· The transformation from IM to Group conversation is seamless for both UserA and UserB.


· UserC won’t get the message history


· IM and Group Conversation should not be differentiated in the client, the user should not see any difference between these two types of conversation.


· In order to simplify the user experience, the screen name should be set to the user’s friendly name by the client automatically. If the friendly name is non-unique in the private group conversation, the server adds a digit suffix to the friendly name to form a unique screen name. The client adopts this suffixed screen name.


· The group will be open and non-searchable to allow added users to add other users.


· The server ensures that non-invited users cannot join.


· In case UserC joins a message should be sent to all participants


13.2 Problem Analysis


The use case already points to a solution based on the creation of a group to facilitate the conversion from point-to-point instant messaging between two users to  group messaging.  The workaround presented in this document is based on this mechanism.


The default behaviour of an open private group matches many of the requirements listed in the use case.  Specifically an open private group is by default:


· Non–searchable


· Any user can invite another user into the group


The key considerations for the workaround are:


· The use case involves transactions end-2-end.  A client on the receiving side may not support the BCP workaround.  This is mainly an issue where Client B waits for end user handling of the incoming invitation.


· User B must join the group before User C so that he doesn’t miss out on any chat messages


The workaround listed here addresses these considerations.  The first by using the validity period in the group chat invitation to limit the time that an invitation can be outstanding.  The second consideration is handled by forcing Client A to wait until B has accepted the invitation to the group.


13.3 Recommended Work-around


13.3.1 Client Behavior


When a user participating in point-to-point instant messaging wants to invite a 3rd user to the conversation he starts by creating an open, private group using the CreateGroupRequest transaction.  The group must be created using the default attributes for a group.  The client must automatically join the group by using the JoinGroup element of the transaction.  The client must then send an InvitateRequest to the other user participating in the orginal p2p chat, inviting him to the private group.  To indicate that this invite is being sent to upgrade the conversation to a group messaging conversation, the InviteReason field must be set to a text string starting with  “X-IMUP ” followed by human readable text indicating the reason of the invitation for non-bcp compliant clients.  The human readable text may be localized based on the current localization settings of the client sending the invitation.


The validity period of the invitation should be set by the client to guard against clients that do not support the BCP solution.  This workaround recommends a validity time of 1 minute.   Client A must notify the end-user if an invitation expires before an answer being received from a remote user.  During the time between User A upgrading the point-to-point conversation and the time when User B joins the new chat group Client A must disable the add user to chat feature.


When the remote client receives the InviteUserRequest notification he must associate the invitation to the group chat to the original point-to-point conversation.  This must be done by using the <sender, receiver> elements and the InviteReason field.  The client should try to match these elements to existing point-to-point conversations that are known to the receiving clients.  The client may also use an implementation specific method to not associate the invitation to an existing point-to-point conversation that has ‘expired’.  An expired point-to-point conversation would be for example a conversation were the last message sent or received is too old as decided by the receiving client or a point-to-point conversation that is no longer being displayed.  The second method is more relevant for desktop clients that have the ability to show chats in different UI windows.


The receiving client must send an InviteUserResponse indicating his acceptance to participate in the group chat after joining the group and then seamlessly transform the UI from a point-to-point conversation to a group based conversation.  This should be done automatically and without end-user interaction.  When the original client receives the GroupChangeNotice notification he must send out a second InviteRequest to the 3rd user.  When that client receives the invitation he should handle it in the same way as normal invitations.  All communication between Client A and Client B should however be sent to the new group.
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All clients must join the group with subscriptions to group change notifications and with the ShowID user property set to ‘T’.  Clients joining the group must also request the list of joined users in the JoinGroupRequest.


The client should set the screenname when joining the group to the end-users Alias.  The server will add a digit suffix to  the screenname if it’s non-unique in the private group and notify the client about the updated screenname in the JoinGroupResponse showing the mapping between the end-user userID and the new screenname.


13.3.2 Server Behavior


The server must not allow a client to join the private group without having been invited to the group.


If the screenname selected by the client is non-unique within the private group the server must add a digit suffix to the screenname and must notify the client about the updated screenname in the JoinGroupResponse showing the mapping between the end-user userID and the new screenname.


13.3.3 Other Considerations


None.
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18. Auto-Registration


18.1 Use Case


18.1.1  ASK  \* MERGEFORMAT Short Description


This use case describes the automated, seamless registration of a user with the IMPS service. The registration process should appear similar to login from the user perspective. On opening the application, the Server authenticates the user via the MSISDN. A User ID is generated automatically, and the user is asked for an FriendlyName. The UserID is updated on the Client.


18.1.2 Actors


		Actor

		Description



		UserA

		A human user of the IMPS Service



		Server

		The IMPS Server application





18.1.3 Actor Specific Issues


		Actor

		Issue



		UserA

		· Wants to register with the service


· Wants to avoid unnecessary typing on a mobile phone



		Server

		· Wants to register many users, in order to increase revenue





18.1.4 Actor Specific Benefits


		Actor

		Benefit



		User

		· Is enabled to use the service


· Is known within the IMPS service as a friendly name of his choice



		Server

		· Quicker and easier registration implies that greater number of users will try the service





18.1.5 Pre-conditions


· UserA is a mobile phone subscriber


· UserA is not a registered user of the IMPS Service.


· UserA’s mobile device has appropriate pre-configuration (e.g. Client Name, Icons, Service Name, HomePage, IP address, GPRS IP Access Address, IMPS user id, IMPS password, login setting, default user privacy settings) to access the IMPS Service.


· If UserA’s mobile device has a Boolean setting “Auto-Login on Phone Start-up” then this setting is OFF. This setting should not be editable by the user before registration.


18.1.6 Post-conditions


· UserA is registered with the IMPS Service.


· UserA has a User ID and FriendlyName in the Server.


· If UserA’s mobile device has a Boolean setting “Auto-Login on Phone Start-up” then this setting is ON.


18.1.7 Normal Flow


1. UserA navigates to the Client application on his IMPS mobile device.


2. On opening the application, the Client makes a login request to the Server. The User ID and password are passed as <User ID>/<password> (these should be pre-configured on the phone).


3. The MSISDN is automatically recognized and used by the Server for authentication. 


4. The Server checks if the MSISDN is registered in the service. In this basic use case we assume that UserA is not previously registered and thus has no data available on the Server.


5. The Server recognizes that UserA is new to the IMPS Service, and generates a new, unique, IMPS User ID.


6. The MSISDN is saved on the Server as an attribute of UserA.


7. The Server logs the new user into the IMPS service.


8. Optionally, the User ID is updated on the mobile device.


9. In order to provide a friendly name for the user, the Client requests a FriendlyName from UserA.


10. UserA inputs a non-unique name for himself, and this is saved on the Server as an attribute of UserA.


The workflow is depicted as a UML sequence diagram in Figure 14.
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Figure 14: Sequence diagram of the Auto-Registration Use Case


18.1.8 Alternative Flow


· If UserA ignores the request for an friendly name, then the friendly name should default to the newly generated IMPS User ID.


18.1.9 Operational and Quality of Experience Requirements


· In order to enhance the user experience, it is important that users be known by a friendly name. For this reason, the Client should insist on the user entering a FriendlyName on registration.


18.2 Problem Analysis


The use case mandates a specific client and server behaviour for clients logging in to the IMPS system for the first time.


The main requirements are:


· The end-user account should be automatically created upon first login


· The end-user may be authenticated based on the MSISDN of the mobile device


· The client must be updated after login with the correct user-id of the user


· The end-user must be prompted for the Alias Presence Attribute upon first login


This use case can be supported through existing specifications.


18.3 Recommended Work-around


18.3.1 Client Behavior


The client logs in the IMPS system using the existing LoginRequest transaction.  Since the end-user account has not been created in the IMPS system the client may not have information about the user-id / password for the end-user.  He may therefore insert empty strings into the userid / pwd fields.  If the client has knowledge about his own user-id (provisioned or determined at a previous login) he must provide this user-id to the server in the user-id field.  This enables the server to notify the client that the user-id does not match the MSISDN of the device.


The server authenticates the end-user, based on MSISDN/MDN or other authentic network information, and grants him access to the IMPS system.


If this is the first time that the end-user uses the IMPS client then the client must prompt the end-user with a request for the Alias Presence Attribute before starting the login.  The server will use the Alias Presence Attribute as the friendly name for the user as described in the Add Contact By UserID use case.


To retrieve the user-id for the end-user the client must retrieve a list of contact lists for the end-user.  The server will always maintain a minimum of a single contact list for the end-user as defined in section 13.3.2.  The client can determine the user-id based on the contact-list address in the list of contact lists.
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18.3.2 Server Behavior


The server must create a default contact list for the end-user upon the creation of the account.  The contact list may be empty or pre-populated based on operator policy.


18.3.3 Other Considerations


Clients that do not support this BCP white paper might connect to servers that do support the BCP.  This may lead to inconsistent state in the non-BCP client in the scenario where the server has assigned a new user-id to the end-user without the client having detected this new user-id.


BCP clients / servers may guard against this by using one of two methods:


· Operator only allows BCP clients to connect and only allows clients with known client-ids to connect to the service.  Only client-ids of clients supporting BCP should be allowed to access the service.


· Operator allows non-BCP clients to connect – BCP clients must advertise their support for the BCP by adding the string ‘OMABCP12’ to the client-id element.


19. Login


19.1 Use Case


19.1.1  ASK  \* MERGEFORMAT Short Description


This use case describes automatic login to the IMPS service. On phone start-up, or when coming in to network range, the client mobile device logs in to the Server without user intervention. The user remains logged in until he actively logs out, turns phone off, or is out of network range.


19.1.2 Actors


		Actor

		Description



		UserA

		A human user of the IMPS Service



		Server

		The IMPS Server application





19.1.3 Actor Specific Issues


		Actor

		Issue



		UserA

		· Wants to be online and use the IMPS Service.


· Wants to be logged in automatically, to avoid unnecessary typing.



		Server

		· Wants to ease the login process for users, in order to increase revenue.





19.1.4 Actor Specific Benefits


		Actor

		Benefit



		UserA

		· The user need not worry about logging in and out, as he is online while the phone is on and in network range.



		Server

		· The number of online users increases, encouraging messaging traffic, and hence revenue.





19.1.5 Pre-conditions


· UserA is a registered user of the IMPS service.


· UserA has turned his mobile device off, or is out of network range.


· UserA’s mobile device has a Boolean setting “Auto-Login on Phone Start-up”. This setting controls whether or not the mobile device automatically logs in to the IMPS service when connection is possible.


· UserA has turned this “Auto-Login on Phone Start-up” setting ON.


19.1.6 Post-conditions


· UserA has his mobile device on, and is within network range


· UserA is logged in to the IMPS service.


19.1.7 Normal Flow


1. The user turns on his IMPS mobile device, or comes into network range.


2. The Client application starts up and makes a login request to the Server.


3. UserA’s MSISDN is automatically recognized by the Server and used for authentication.


4. The Server checks if the MSISDN belongs to a registered user of the service. For this use case we are assuming that UserA is registered


5. The Server sends a login response, allowing the Client to login


6. The Server updates UserA’s status to be Online


7. The Client synchronizes the Contact List(s) with the Server (the user may have changed his details via another client).


8. The Client shows the Contact List(s), together with the OnlineStatus of UserA’s Contacts.


19.1.8 Alternative Flow - UserA has turned the Auto-Login setting OFF


· In the event that the “Auto-Login on Phone Start-up” setting is OFF or non-existent, the User must manually log in.


· UserA navigates to the Client application on his IMPS mobile device.


· On opening the application, the Client makes a login request to the Server.


· The MSISDN is automatically recognized and used by the Server for authentication and login.


19.1.9 Operational and Quality of Experience Requirements


· The server is the master in the Contact List synchronization at login.


19.2 Problem Analysis


The use case specifies certain client behaviour based on a client specific parameter ‘Auto-Login Settings’.  If this parameter is enabled then the client should automatically login when network connectivity is detected and the client is not already logged on.


The use case also specifies that the server should authorize the client based on the MSISDN of the mobile device.  This requirement applies to Login in general and is not tied to the auto login scenario (see alternative flow in section 19.1.8).


Existing OMA IMPS specifications as described in the following workaround description can support the use case.


19.3 Recommended Work-around


19.3.1 Client Behavior


Client must implement a client site parameter ‘Auto-Login’ that specifies whether the client should automatically login when network connectivity is detected and the client is not already logged in.


If this parameter is enabled the client should start the login procedure as specified in the OMA IMPS 1.2 specifications upon detection of network connectivity.
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If the parameter is disabled the client should not start the login procedure.  It is then up to the end-user to trigger the login procedure.

19.3.2 Server Behavior


The IMPS server may ignore User ID/password combination and authenticate the user based on MSISDN/MDN or other authentic network information.  This applies to both login triggered by the auto login settings and manual login.


19.3.3 Other Considerations


None.


20. System Message


20.1 Common to all System Message use cases


20.1.1 Actors


The following actors have been identified for this use case:


· End-users – using an IMPS clients


· Server - The IMPS Server applications


· Operators – operating an IMPS system, either offering here own IMPS service or operating a SAP gateway to access a 3rd party IMPS service.


20.1.2 Actor Specific Issues


· End-user:


· Wants to use the service – but needs to be informed about for example cost, terms and conditions, etc, before using the service.


· Wants to communicate with his friend User B, regardless of User B’s online status.


· Wants to be notified if he has messages waiting


· Wants intelligible, helpful, context-sensitive information.


· Operator:


· Due to business or legal reasons wants to control the level of service offered to the IMPS client. In case of 3rd party enabling this must be possible without being required to store information about the end-user, such as authentication information (username / pwd).


· Does not want to establish transactions towards a 3rd party IMPS provider until the end-user has negotiated access to the service.


· Provides users with advice on using the system


20.1.3 Actor Specific Benefits


· End-user:


· Is prompted with the Service Message at an early stage during login (usability).


· Can send offline messages to other Users.


· Can receive offline notifications of messages from his friends.


· Receives intelligible, helpful, context-sensitive information.


· Operator:


· Network load and cost of running the service is minimized due to early interruption of the login.


· Transactions towards 3rd party IMPS provider are minimized before the end-user has negotiated access to the service.


· Users are encouraged to go online, encouraging messaging traffic.


· Increases customer satisfaction.


20.2 Use Case for System Message type: Off-line Service Message


20.2.1 Description


Upon login to the IMPS service the IMPS system (e.g. SAP gateway to a 3rd party IMPS Service) may send an off-line Service Message to the IMPS client.  The message is shown to the end-user. The end-user responds to the off-line Service Message (e.g. as confirmation for AoC or T&C) based on the answer options provided within the off-line Service Message. The response is used by the IMPS system to control level of service offered to the IMPS client.


The end-user response may be used to influence the service negotiation later on in the login sequence (e.g. to allow use of Presence Features only but not IM and Group features).


If used for an AoC notification, the IMPS system (e.g. SAP gateway) allows the IMPS client to continue the login sequence to the IMPS service (e.g. 3rd party IMPS provider) according to the user’s response.


20.2.2 Pre-Conditions


· IMPS client has not logged in to the service.


· The end-user has been provisioned or registered for the service by the Operator.


· The end-user must be prompted with an off-line Service Message upon next login attempt (e.g. to agree on AoC).


20.2.3 Post-Conditions


· The user has been prompted with an off-line Service Message and responded to it.


· The IMPS system has allowed the IMPS Client to access the service according to the end-user response.


20.2.4 Normal Flow


1. The IMPS client logs into the IMPS service.


2. The IMPS system checks (e.g. SAP gateway) whether the end-user's access to the service must be negotiated (e.g. by sending an AoC off-line Service Message) prior to allowing the login to the IMPS service to continue (e.g. handover the log-in request to the 3rd party service).


3. Since negotiation must take place, the IMPS system sends an off-line Service Message including one or more answer options to the client.


4. The end-user views the off-line Service Message and selects an answer option (e.g. Accept AoC, T&C etc.).


5. The IMPS client sends the response to the IMPS system.


6. The response of the end-user may be used by the IMPS system to update the status for service negotiation accordingly.


7. Based on the end user's response, the IMPS system decides which level of service is granted and whether or not the IMPS client is allowed to continue the login (e.g. the SAP gateway does handover the log-in request to the 3rd party service).
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20.2.5 Alternative Flow


Same as main flow incl. bullet 3:


· The IMPS system does not receive a response from the IMPS client within some pre-determined timeframe. 


· The IMPS system does not grant the IMPS client to continue the login sequence and therefore any access to the IMPS service (e.g. SAP gateway does not handover the login request to the 3rd party IMPS service).


· The IMPS Systems indicates the IMPS client about denial of access.


20.2.6 Operation and Quality of Experience Requirements


· The IMPS system supports sending the off-line Service Message to the client before the client is logged in to the IMPS service.


· The IMPS client supports means to handle and display service off-line Service Messages before logging in to the IMPS service.


· The IMPS system provides the same consistent order of user interaction comprised of the steps start of login, delivery of off-line Service Message and optional off-line Service Message response within an acceptable timeframe.


20.3 Use Case for System Message type: Off-line User Message


20.3.1  ASK  \* MERGEFORMAT Short Description


This use case describes the sending of an Instant Message to an offline user. If the sender is authorized to message the offline recipient, the message is delivered the next time that the recipient logs in. An off-line User Message notification is sent to the recipient, to let him know that an offline message is waiting.


The end-user responds to the off-line User Message (login / Ignore) based on the answer options provided within the off-line User Message. 


20.3.2 Pre-Conditions


· UserA has UserB on his Contact List.


· UserA is online; UserB is offline.


20.3.3 Post-conditions


· UserB goes online.


· UserA and UserB have an IM session.


20.3.4 Normal Flow


1. UserA chooses UserB from his Client Contact List. UserB is shown as offline, but the client still allows a message to be composed.


2. UserA types and sends an Instant Message to UserB.


3. The Server checks that UserB is online (assumed false in basic workflow).


4. The Server sends an off-line User Message notification to UserB.


5. UserB selects an answer option (e.g. login, ignore etc.).


6. The IMPS client sends the response to the IMPS system.


7. In case of login the Server sends the message to UserB.


8. UserB may reply with a message to UserA.


The workflow is depicted as a UML sequence diagram in Figure 7
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Figure 16: Sequence diagram of the off-line User Messaging Use Case


20.3.5 Operational and Quality of Experience Requirements


1. The IMPS system supports sending the off-line User Message to the client before the client is logged in to the IMPS service.


2. The IMPS client supports means to handle and display off-line User Messages before logging in to the IMPS service.


3. The IMPS system provides the same consistent order of user interaction comprised of the steps start of login, delivery of off-line User Message and optional off-line User Message response within an acceptable timeframe.


20.4 Use Case for System Message type: On-line Service Message


20.4.1  ASK  \* MERGEFORMAT Short Description


This use case describes the sending of an on-line service or informational message to UserA. For various reasons, it can be advantageous for the system to provide the user with information and advice. Examples of this sort of information include:


· A welcome message and/or Terms and Conditions of the IMPS Service on first login.


· Privacy advice when the user makes sensitive presence information available.


· Help advice if the user makes repeated mistakes / receives repeated errors.


· Notification of being added to another user’s Contact List.


· The end-user responds to the on-line Service Message (login / Ignore) based on the answer options provided within the on-line Service Message.


20.4.2 Pre-conditions


· The system has a notification relevant to UserA. (E.g. T&C or notification of being added).


· UserA is logged in to the service.


20.4.3 Post-conditions


· UserA has read and responded to the message, optionally returning a choice to the server.


20.4.4 Normal Flow


1. The Server is triggered by an event to send an on-line Service Message to UserA. This event could be that UserA has used the service for the first time; UserA was added by another user; UserA has changed presence attributes authorization (e.g. UserA sets his authorization to proactive), etc.


2. The on-line Service Message is sent from the Server to UserA’s Client.


3. UserA’s Client displays the informational message to UserA.


4. In addition to the on-line Service Message, the system may show zero, one or more options to UserA. The text of these options is variable, and provided by the server at the time of the message.


5. UserA may respond to the message by choosing an option. Examples of options which might be presented to the user include “Accept” and “Cancel”; “Agree and “Disagree”; “Authorize” and “Deny authorization”.


6. The IMPS client sends the response to the IMPS system.


The workflow is depicted as a UML sequence diagram in Figure 17:
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Figure 17: Sequence diagram for Push System Advice Use Case



20.4.5 Alternative Flow


1. The Server is triggered by an event to send an on-line Service Message to UserA. This event could be that UserA has used the service for the first time; UserA was added by another user; UserA has changed presence attributes authorization (e.g. UserA sets his authorization to proactive), etc.


2. The on-line Service Message is sent from the Server to UserA’s Client.


3. UserA’s Client displays the informational message to UserA.


4. In addition to the on-line Service Message, the system may show zero, one or more options to UserA. The text of these options is variable, and provided by the server at the time of the message.


5. UserA must (depending on on-line Service Message type) respond to the message by choosing an option. Examples of options which might be presented to the user include “Accept” and “Cancel”; “Agree and “Disagree”; “Authorize” and “Deny authorization”.


6. The IMPS client sends the response to the IMPS system.


7. Depending on the chosen option the server performs an action (e.g., accept T&C, add user to contact list)


The workflow is depicted as a UML sequence diagram in Figure 19:
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Figure 19: Sequence diagram for Push System Advice Use Case



20.4.6 Operational and Quality of Experience Requirements


1. For notification of UserA being added by UserB, UserA will have an option, which allows UserA to add UserB reciprocally to his Contact List.


2. For notification of e.g. Terms & Conditions or other messages which require an response, the user accepts or rejects the message


3. For help messages, user should have an option “do not show any more help messages”. This sets a user preference not to show help messages automatically as they arrive. The user may still find and view help messages within user’s inbox.  The user should be able to view the status of this user preference and enable it again.


4. The IMPS system supports sending the on-line Service Message to the client.


20.5 Problem Analysis


The main goal of the system message use cases is to allow the operator to notify the end user about specific system events.


The following key requirements can be extracted from the use cases:


· The system needs to support different types of system messages


· The system needs to support delivering these system messages at different stages


· The system needs to maintain consistency in the delivery / handling of the system messages


The system is here considered to be the client, the server or both.


The use cases define the concept of a system message and a system message response.  A system message is a structure containing the following set of attributes:


· Type


· Unique ID


· Verification Mechanism


· Text


· Answer Options


Type contains information about what kind of a system message is being delivered.  This can be for example AoC, Help Message, T&C, etc


Unique ID is used to match the response to the notification since the response cannot be matched on transaction level.  This is because the notification and the response need to be a part of different transaction since the notification contains information that needs to be processed by the end-user.


Verification Mechanism contains information about the mechanism is used to support verification that the end-user has processed the system message notification.  This is to guard against clients that automatically process the notification and never display it to the end-user.  This can be for example InText - information about the verification mechanism is contained within the System Message Text field),.or URL - the client needs to fetch the content of the URL and should ask the end-user to echo the information contained in the file in the Verification Key field in the response.


Text contains the text content of the System Message.


Answer Options contains the allowed answer options for the response for this specific system message.


The system message response is a structure containing the following set of attributes:


· Unique ID


· Verification Key


· Answer Option(s)


Unique ID must match the Unique ID from the notification


Verification Key is a text string based on the Verification Mechanism from the notification


Answer Option(s) is the end-user selected answer option from the list of options contained in the Answer Options field of the notification.


The top level System Message use case is split up into 3 child use cases.  These define different ways of delivering a System Message to and from the client.  The following different delivery mechanisms have been identified:


1. As a part of the login


2. As a part of a response to a client request – for client originated events


3. As a server originated notification – for server originated events


4. As a new client originated transaction – for system message response from the client


5. As an outband notification – for delivering outband offline user messages


The first mechanism is needed to support the Offline Service Message use case


The second and third mechanisms are needed to support the Online Service Message use case.  As mentioned before the information contained in the system message needs to be processed by the end-user.  Therefore it’s important that the solution supports sending the message to the end-user as soon as possible and preferably while the client is still in the context that triggers the notification.  Mechanism 2 supports this.  The solution must also not be tied to the transaction model of the protocol since the end-user may not be able to respond immediately to the notification.  Mechanism 4 supports this.


The use case also requires a new transaction to support retrieving the current status of Online System Message delivery and for enabling / disabling Online System Message delivery.


20.6 Recommended Work-around


20.6.1 Offline System Message


The following tables define the extensions defined in this workaround solution:


		Information Element

		Req

		Type

		Description



		Message-Type

		M

		LoginRequest

		Message identifier.



		Transaction-ID

		M

		String

		Identifies the transaction, set by client.



		User-ID

		M

		String

		Identifies the requesting User.



		Client-ID

		M

		Structure

		Identifies the requesting WV client. Unique (for this user) identifier.



		Password-String

		C

		String

		The password digest corresponding to the User-ID



		Digest-Bytes

		C

		String

		The digest is BASE64 encoded.



		Supported-Digest-Schema

		C

		String

		A list of supported digest schema (PWD, SHA, MD4, MD5, MD6)



		Session-ID

		C

		String

		The session-ID when session reestablishment is requested.



		Time-To-Live

		O

		Integer

		Time requested between client to server messages before client is considered disconnect. If information element is not present client is requesting an infinite time-to-live time. Indicated in seconds.



		Session-Cookie

		M

		String 

		The session cookie used by WV SAP to initiate communications within the session (max length 50)



		SystemMessageResponse

		O

		Structure

		System Message Response from client [extension element]





Table 1. Information elements in LoginRequest primitive


		Information Element

		Req

		Type

		Description



		Message-Type

		M

		LoginResponse

		Message identifier.



		Transaction-ID

		M

		String

		Identifies the request transaction.



		Client-ID

		M

		Structure

		Identifies the requesting WV client. Unique (for this user) identifier.



		Result

		M

		Structure

		Result of the login request.



		Nonce

		C

		String

		Random string generated by server for password digest. The string is not BASE64 encoded. 



		Digest-Schema

		C

		String

		Type of digest schema to use.



		Session-ID

		C

		String

		Session-ID. String generated by the server to identify this session. Session-ID is supplied with all following requests to the server. Present only if login was successful.



		Keep-Alive-Time

		C

		Integer

		Auto logout timer value in seconds. The server can set any timer value and the client MUST obey that. Each message transaction resets the Keep-Alive-Time timer. Present only if login was successful.



		Client-Capability-Request

		C

		Boolean

		Informs the Client that it needs to perform a Client Capability Request transaction. Present only if login was successful.



		SystemMessage

		O

		Structure

		System Message from server [extension element]





Table 2. Information elements in LoginResponse primitive


The client does not include the SystemMessageResponse structure in the initial LoginRequest primitive.  If the system determines that the client must respond to a SystemMessage before being able to login to the system, it sends a LoginResponse primitive with error code 401 – Unauthorized ending the transaction and includes a SystemMessage structure.  If the client accepts the SystemMessage it starts the login sequence again and includes the SystemMessageResponse structure detailing the end-user response to the SystemMessage.


The server can also send the client a SystemMessage without rejecting the login – for example to send informational messages to the client upon login.
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20.6.2 Offline User Message


Offline user message requires that the client be notified about system events without being logged on to the system.  Too facilitate this use case the system should send a SMS message detailing the following informational elements:


user-id related to the system event [optional]


informational text about the system event [mandatory]


list of actions [optional]


The SMS message should be sent as a normal text message to the client.  The exact structure of the message is implementation specific.


Due to the nature of a PC based client, which normally can maintain a long-lived connection to the server, a specific workaround for non-mobile clients is not specified in this document.


20.6.3 Online System Message


The following tables define the new transactions or extensions defined in this workaround solution:


		Information Element

		Req

		Type

		Description



		Message-Type

		M

		Status

		Message identifier.



		Transaction-ID

		M

		String

		Identifies the transaction.



		Session-ID

		O

		String

		Session ID for session.



		Client-ID

		O

		Structure

		Identifies the requesting IM client. Unique (for this user) identifier.



		Result

		M

		Structure

		The result of the transaction.



		SystemMessage

		O

		Structure

		System Message from server [extension element]





Table 3. Information elements in Status primitive


		Message-Type

		M

		SystemMessageRequest

		Message identifier.



		Transaction-ID

		M

		String

		Identifies the transaction.



		SystemMessage

		M

		Structure

		System Message from server





Table 4. Information elements in SystemMessage-Request primitive


		Message-Type

		M

		SystemMessageUser

		Message identifier.



		Transaction-ID

		M

		String

		Identifies the transaction.



		SystemMessageResponse

		M

		Structure

		System Message Response from user.





Table 5. Information elements in SystemMessage-User primitive


		Message-Type

		M

		SystemMessageStatusRequest

		Message identifier.



		Transaction-ID

		M

		String

		Identifies the transaction.



		SmType

		M

		String

		System Message type



		SmState

		O

		String

		State to configure for this System Message type





Table 6. Information elements in SystemMessageStatus-Request primitive


		Message-Type

		M

		SystemMessageStatusResponse

		Message identifier.



		Transaction-ID

		M

		String

		Identifies the transaction.



		SmState

		M

		String

		Current state of system message delivery





Table 7. Information elements in SystemMessageStatus-Response primitive


For a system message triggered by a server event the server sends a System Message notification to the client using the System Message Request transaction.  The client responds with a Status message to close the transaction.  When the end-user has decided what action (if any) he wants to take the client sends a System Message User Request to the server.
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For a system message triggered by a client event the server sends a System Message notification to the client using the Status Information Element within the response to the client originated transaction.  If a response to the System Message is required from the user, he can respond with a new System Message User Request transaction.
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The client may in the System Message Response turn off the System Message Notifications of a certain type.  The client can view the status of the notifications by sending a SystemMessageStatus request to the server detailing the type of System Message notification that he wants to receive information about.  The server sends the information about whether notifications are enabled or not.  The client can also use the SystemMessageStatus transaction to enable or disable the delivery of System Message notifications of a certain type.
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20.6.3.1 Online System Message as IM


A System Message may not require the elaborate design detailed above as required by the Use Case and requirements.  Servers may support a simpler method using the IM messaging support of the protocol by sending a System Message as an IM message to the client.  The structure of the IM message and the sender address are implementation specific.  However it’s recommended that the sender address be configured in the client so that the client may present the IM message in a special way to indicate that it’s a System Message and not a possibly spoofed message from another end user of the system.
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20.6.4 CSP DataTypes


		XML PCDATA

		SmType



		Data type

		Enumerated String



		Format

		Text String



		Description

		Type of System Message



		Range

		HELP | AOC | TC | AUTHORIZE





		XML PCDATA

		SmID



		Data type

		String



		Format

		Text String



		Description

		System Message Unique Identifier



		Range

		Max 50 characters





		XML PCDATA

		SmText



		Data type

		String



		Format

		Text String



		Description

		System Message Text



		Range

		Max 512 characters





		XML PCDATA

		SmOptions



		Data type

		Enumerator String



		Format

		Text String



		Description

		System Message Answer Options



		Range

		ACCEPT | REJECT | AUTHORIZE | DENY | ADD | DISABLE 





		XML PCDATA

		SmVerificationType



		Data type

		Enumerated String



		Format

		Text String



		Description

		System Message verification type



		Range

		INBAND | URL





		XML PCDATA

		SmVerificationURL



		Data type

		String



		Format

		URI



		Description

		See [RFC2396]



		Range

		Max 100 characters





		XML PCDATA

		SmVerificationKey



		Data type

		String



		Format

		Text String



		Description

		End User verification key



		Range

		Max 20 characters





		XML PCDATA

		SmUserAnswer



		Data type

		Enumerated String



		Format

		Text String



		Description

		End User answer option(s)



		Range

		See definition for SmOptions





		XML PCDATA

		SmState



		Data type

		Enumerated String



		Format

		Text String



		Description

		System Message State



		Range

		ENABLED | DISABLED





20.6.5 CSP DTD


The following elements are defined within the http://www.openmobilealliance.org/WV-CSP1.2/bcp/SystemMessage namespace.


<!ELEMENT SystemMessage-Request (SystemMessage)>


<!ELEMENT SystemMessage-User (SystemMessageResult)>


<!ELEMENT SystemMessageStatus-Request (SmType, SmState?)>


<!ELEMENT SystemMessageStatus-Response (SmState)>


<!ELEMENT SystemMessage (SmType, SmID, SmVerification?, SmText, SmOptions*)>


<!ELEMENT SystemMessageResult (SmID, SmVerificationKey?, SmUserAnswer*)>


<!ELEMENT SmType(#PCDATA)>


<!ELEMENT SmID(#PCDATA)>


<!ELEMENT SmVerification (SmVerificationType, SmVerificationURL?)>


<!ELEMENT SmText(#PCDATA)>


<!ELEMENT SmOptions(#PCDATA)>


<!ELEMENT SmVerificationType(#PCDATA)>


<!ELEMENT SmVerificationURL(#PCDATA)>


<!ELEMENT SmVerificationKey(#PCDATA)>


<!ELEMENT SmUserAnswer(#PCDATA)>


<!ELEMENT SmState(#PCDATA)>


20.6.6 CSP WBXML


OMA IMPS v1.2 defines code pages 0x50 – 0x5f as reserved for extended elements.


The following tags are defined within code page 0x50:


		Tag name

		Token



		SystemMessage-Request

		05



		SystemMessage-User

		06



		SystemMessageStatus-Request

		07



		SystemMessageStatus-Response

		08





The following tags are defined within code page 0x51:


		Tag name

		Token



		SmType

		05



		SmID

		06



		SmText

		07



		SmOptions

		08



		SmVerificationType

		09



		SmVerificationURL

		0A



		SmVerificationKey

		0B



		SmUserAnswer

		0C



		SmState

		0D





The new namespace for this extension cannot be assigned a Token due to backwards compatibility reasons.  It must therefore be string encoded by clients and server supporting this extension.


20.6.7 CSP SMS


The following short codes are defined for this extension.  They are only valid within the extension namespace.


Transaction short codes:


		Name

		Code



		SystemMessage-Request

		SM



		SystemMessage-User

		SU



		SystemMessageStatus-Request

		SS



		SystemMessageStatus-Response

		SR





Information Element short codes:


		Name

		Code



		SystemMessage

		SM



		SystemMessageResponse

		SR



		SmType

		ST



		SmState

		SS



		SmVerification

		VM





20.6.8 Usage of Verification Mechanism


This workaround supports verification of whether the end-user has read the content of the System Message and responded himself.  This is required to make sure that clients cannot spoof the end-user response automatically.  Two methods are defined:


InBand
the System Message Text attribute contains information related to the Verification Response.  For example the text may contain instructions to the end-user to enter a certain numeric value in the verification response.


Image
the client needs to retrieve an Image through an URL. The client must list the supported content types in the HTTP Accept header of the GET request when retrieving the image.  The server should support content adaptation to adapt to the image content types supported by the client.


The server may also support a non-verified response.


20.6.9 Examples


20.6.9.1 Advice of Charge During Login


Login-Request primitive:


<WV-CSP-Message xmlns="http://www.openmobilealliance.org/DTD/WV-CSP1.2">



<Session>




<SessionDescriptor>





<SessionType>Outband</SessionType>




</SessionDescriptor>




<Transaction>





<TransactionDescriptor>






<TransactionMode>Request</TransactionMode>






<TransactionID>IMApp01#12345@NOK5110</TransactionID>





</TransactionDescriptor>





<TransactionContent xmlns="http://www.openmobilealliance.org/DTD/WV-TRC1.2">






<Login-Request>







<UserID>wv:user@im.com</UserID>







<ClientID>








<URL>http://206.226.10.25:80/IMPSAPP</URL>







</ClientID>







<Password>1my2pass3word</Password>







<TimeToLive>120</TimeToLive>







<SessionCookie>im.user.com#20011224#328746293







</SessionCookie>






</Login-Request>





</TransactionContent>




</Transaction>



</Session>


</WV-CSP-Message>


Login-Response primitive:


<WV-CSP-Message xmlns="http://www.openmobilealliance.org/DTD/WV-CSP1.2">



<Session>




<SessionDescriptor>





<SessionType>Outband</SessionType>




</SessionDescriptor>




<Transaction>





<TransactionDescriptor>






<TransactionMode>Response</TransactionMode>






<TransactionID>IMApp01#12345@NOK5110</TransactionID>


</TransactionDescriptor>





<TransactionContent xmlns="http://www.openmobilealliance.org/DTD/WV-TRC1.2">






<Login-Response>







<ClientID>








<URL>http://206.226.10.25:80/IMPSAPP</URL>







</ClientID>







<Result>








<Code>401</Code>








<Description>Please accept Advice of Charge</Description>







</Result>






</Login-Response>





</TransactionContent>





<ExtBlock xmlns=”http://www.openmobilealliance.org/WV-CSP1.2/bcp/SystemMessage

”>






<SystemMessage>






<SmType>AOC</SmType>






<SmID>im.user.com#20011224#328746294



</SmID>






<SmText>[Advice of charge text]</SmText>






<SmOptions>ACCEPT</SmOptions>






<SmOptions>REJECT</SmOptions>




</SystemMessage>





</ExtBlock>



</Transaction>




<Poll>F</Poll>



</Session>


</WV-CSP-Message>


2nd Login-Request primitive


<WV-CSP-Message xmlns="http://www.openmobilealliance.org/DTD/WV-CSP1.2">



<Session>




<SessionDescriptor>





<SessionType>Outband</SessionType>




</SessionDescriptor>




<Transaction>





<TransactionDescriptor>






<TransactionMode>Request</TransactionMode>






<TransactionID>IMApp01#12345@NOK5110</TransactionID>





</TransactionDescriptor>





<TransactionContent xmlns="http://www.openmobilealliance.org/DTD/WV-TRC1.2">






<Login-Request>







<UserID>wv:user@im.com</UserID>







<ClientID>








<URL>http://206.226.10.25:80/IMPSAPP</URL>







</ClientID>







<Password>1my2pass3word</Password>







<TimeToLive>120</TimeToLive>







<SessionCookie>im.user.com#20011224#328746293



</SessionCookie>






</Login-Request>





</TransactionContent>





<ExtBlock xmlns=”http://www.openmobilealliance.org/WV-CSP1.2/bcp/SystemMessage


”>






<SystemMessageResponse>






<SmID>im.user.com#20011224#328746294



</SmID>






<SmUserAnswer>ACCEPT</SmUserAnswer>






</SystemMessageResponse>


</ExtBlock>



</Transaction>



</Session>


</WV-CSP-Message>


2nd Login-Response primitive:


<WV-CSP-Message xmlns="http://www.openmobilealliance.org/DTD/WV-CSP1.2">



<Session>




<SessionDescriptor>





<SessionType>Outband</SessionType>




</SessionDescriptor>




<Transaction>





<TransactionDescriptor>






<TransactionMode>Response</TransactionMode>






<TransactionID>IMApp01#12345@NOK5110</TransactionID>


</TransactionDescriptor>





<TransactionContent xmlns="http://www.openmobilealliance.org/DTD/WV-TRC1.2">






<Login-Response>







<ClientID>








<URL>http://206.226.10.25:80/IMPSAPP</URL>







</ClientID>







<Result>








<Code>200</Code>








<Description>Successfully logged in.</Description>







</Result>







<SessionID>im.user.com#48815@server.com</SessionID>







<KeepAliveTime>120</KeepAliveTime>







<CapabilityRequest>T</CapabilityRequest>






</Login-Response>





</TransactionContent>




</Transaction>




<Poll>F</Poll>



</Session>


</WV-CSP-Message>


20.6.9.2 Presence Authorization


SystemMessage-Request primitive:


<WV-CSP-Message xmlns="http://www.openmobilealliance.org/DTD/WV-CSP1.2">



<Session>




<SessionDescriptor>





<SessionType>Inband</SessionType>





<SessionID>im.user.com#48815@server.com</SessionID>




</SessionDescriptor>




<Transaction>





<TransactionDescriptor>






<TransactionMode>Request</TransactionMode>






<TransactionID>IMApp01#12345@NOK5110</TransactionID>


</TransactionDescriptor>





<TransactionContent xmlns="http://www.openmobilealliance.org/DTD/WV-TRC1.2">






<Extended-Request xmlns=”http://www.openmobilealliance.org/WV-CSP1.2/bcp/SystemMessage


”>







<SystemMessage-Request>






<SystemMessage>






<SmType>AUTHORIZE</SmType>






<SmID>im.user.com#20011224#328746294</SmID>






<SmText>User X has added you to his contact list.  Do you want to authorize him?</SmText>






<SmOptions>AUTHORIZE</SmOptions>






<SmOptions>DENY</SmOptions>






<SmOptions>ADD</SmOptions>






</SystemMessage>




</SystemMessage-Request>






</Extended-Request>





</TransactionContent>




</Transaction>




<Poll>F</Poll>



</Session>


</WV-CSP-Message>


Status primitive:


<WV-CSP-Message xmlns=”http://www.openmobilealliance.org/DTD/WV-CSP1.2”>



<Session>




<SessionDescriptor>





<SessionType>Inband</SessionType>





<SessionID>im.user.com#48815@server.com</SessionID>




</SessionDescriptor>




<Transaction>





<TransactionDescriptor>






<TransactionMode>Response</TransactionMode>






<TransactionID>IMApp01#12345@NOK5110</TransactionID>





</TransactionDescriptor>





<TransactionContent xmlns=”http://www.openmobilealliance.org/DTD/WV-TRC1.2”>






<Status>







<Result>








<Code>200</Code>







</Result>






</Status>





</TransactionContent>




</Transaction>



</Session>


</WV-CSP-Message>


SystemMessage-User primitive:


<WV-CSP-Message xmlns="http://www.openmobilealliance.org/DTD/WV-CSP1.2">



<Session>




<SessionDescriptor>





<SessionType>Inband</SessionType>





<SessionID>im.user.com#48815@server.com</SessionID>




</SessionDescriptor>




<Transaction>





<TransactionDescriptor>






<TransactionMode>Request</TransactionMode>






<TransactionID>IMApp01#12346@NOK5110</TransactionID>





</TransactionDescriptor>





<TransactionContent xmlns="http://www.openmobilealliance.org/DTD/WV-TRC1.2">






<Extended-Request xmlns=”http://www.openmobilealliance.org/WV-CSP1.2/bcp/SystemMessage


”>







<SystemMessage-User>





<SystemMessageResponse>






<SmID>im.user.com#20011224#328746294</SmID>






<SmUserAnswer>AUTHORIZE</SmUserAnswer>






<SmUserAnswer>ADD</SmUserAnswer>




</SystemMessage>


</SystemMessage-User>






</Extended-Request>





</TransactionContent>




</Transaction>



</Session>


</WV-CSP-Message>


Status primitive:


<WV-CSP-Message xmlns="http://www.openmobilealliance.org/DTD/WV-CSP1.2">



<Session>




<SessionDescriptor>





<SessionType>Inband</SessionType>





<SessionID>im.user.com#48815@server.com</SessionID>




</SessionDescriptor>




<Transaction>





<TransactionDescriptor>






<TransactionMode>Response</TransactionMode>






<TransactionID>IMApp01#12346@NOK5110</TransactionID>


</TransactionDescriptor>





<TransactionContent xmlns="http://www.openmobilealliance.org/DTD/WV-TRC1.2">






<Status>







<Result>








<Code>200</Code>







</Result>






</Status>





</TransactionContent>




</Transaction>




<Poll>F</Poll>



</Session>


</WV-CSP-Message>
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