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1 Reason for Change

Section 5.14 of the 1.3 Delta RD describes 3 use cases for different types of System Messages. The related normative requirements are:

	Ref
	Use Case Title(s)
	Requirements

	SYM-1
	Use Cases for System Message
	The IMPS system SHALL support sending a System Message to the IMPS client.

	SYM-2
	Use Cases for System Message
	The IMPS system SHOULD support a way to notify unsupported clients about the reason for denying access to the IMPS service.

	SYM-3
	Use Cases for System Message
	The IMPS system SHOULD be able to identify unsupported client releases (e.g. outdated versions) by means of supported protocol and MAY deny access to the service.

	SYM-4
	Use Cases for System Message
	The technical realization of system messages SHALL support none, one, or more answer options.

	SYM-5
	Use Cases for System Message
	The technical realization of system messages SHALL support an answer option that requires a response from the IMPS client.

	SYM-6
	Use Cases for System Message
	The IMPS system SHALL be able to block access to the IMPS service until the client has responded to the System Message if requested.

	SYM-7
	Use Cases for System Message
	The IMPS system SHALL be able to send the System Message to the IMPS client before the client is logged in to the IMPS service.

	SYM-8
	Use Cases for System Message
	The IMPS client SHALL be able to prompt to the end user with a System Message containing up to 128 characters.

	SYM-9
	Use Cases for System Message
	The IMPS client SHOULD be able to prompt to the end user with a System Message containing up to 512 characters.

	SYM-10
	Use Cases for System Message
	The IMPS client SHALL prompt the answer options to the end user for selection when the client receives the System Message.

	SYM-11
	Use Cases for System Message
	The IMPS system SHALL be able to use the answer option from the IMPS client to decide which level of service is granted.

	SYM-12
	Use Cases for System Message
	The IMPS system SHALL be able to resend the System Message.

	SYM-13
	Use Cases for System Message
	The IMPS client SHALL NOT be visible as online until the level of service has been negotiated.

	SYM-14
	Use Cases for System Message
	The IMPS system SHALL support denying access to the service if no response is received to a System Message within a specific period (e.g. timeout). The time period is implementation specific.

	SYM-15
	Use Cases for System Message
	The technical realization of system messages SHOULD support a way to make sure that the end-user has read and responded to the notification accordingly.

	SYM-16
	Use Cases for System Message
	The technical realization of system messages SHOULD be optimized for mobile transports and SHOULD NOT introduce additional latency to the login sequence, except in the case when a System Message is sent.

	SYM-17
	Use Cases for System Message
	The IMPS system SHOULD send System Messages (e.g. for AoC) to the IMPS client only in case of necessity (e.g. by first time use or if AoC needs to be re-negotiated).

	SYM-18
	Use Cases for System Message
	Offline Message Notification SHALL NOT include any sensitive information (e.g. E.164 numbers, names, etc.).


Parts of the use cases(s) / normative requirements have been implemented through different mechanisms then System Message during the development of IMPS 1.3 (offline message notification / General Notification Transactions).  This CR covers the rest of the functionality from the 1.3 RD and is based on the requirement analysis slides and discussion from the Paris f2f meeting of the MWG-IM group (OMA-IM-2004-0332-13RDUC14Proposal)
2 Impact on Backward Compatibility

Not backwards compatible. The mechanism does not exist in earlier versions.

3 Impact on Other Specifications

Impact on all other IMPS 1.3 specifications.

4 Intellectual Property Rights

The authors of this document do not have knowledge of IPRs related to this contribution.

5 Recommendation

Working group to review and approve the change request.

6 Detailed Change Proposal

[Editor Note: update section 6.1 Status Primitive]
7.1 Status Primitive

If an error occurs in the processing party while processing a transaction, it MUST respond to the other party with a Status primitive instead of the expected response primitive. The Status primitive is also used as the expected response primitive in some successful transactions.

The Result structure MUST contain one of the status codes specified in this document. It MAY also contain a Description string and if necessary, a Detailed description explaining the error. The DetailedResult MAY be used with every error code but has its main use when the error concerns a specific Message-ID, User-ID, GroupID, ScreenName or Domain. An example is when sending a message to several recipients and one User-ID is invalid. The Result could then have status code 201 (Partially successful) and the DetailedResult naming the bad User-ID together with status code 531 (Unknown user).
The Result structure MAY also contain SystemMessage notifications from the server.  See section [Editor Note: Insert reference to System Message section]
The status code 201 (Partially successful) MUST be used when only part of the request was successfully processed. In this case the DetailedResult with all errors MUST be included but the result of successful parts of the transaction MAY be omitted. An example is the creation of a contact list with initial contacts. If the server creates the contact list, but fails to add one or more of the contacts, the 201 (Partially successful) with DetailedResult for the bad contacts SHOULD be returned. If the server cannot create the contact list at all there was no partial success and the Result code MAY be for example 701 (Contact list already exists). 

When no part of the transaction was successfully processed but the error cannot be described by only one status code, the code 900 (Multiple errors) is used. In this case DetailedResult with all errors MUST be included. By definition there can be no successful parts and that is the difference from status code 201 (Partially successful).

If the request is malformed and cannot be processed, the error code 400 (Bad Request) is used. The client and the server MUST support the Status Primitive.

When the transaction is completely successful, the Result element MUST NOT include detailed results. Partially successful transaction responses MAY include the results of the successfully completed items, however the list of items that has failed MUST be included.

	Information Element
	Req
	Type
	Description

	Message-Type
	M
	Status
	Message identifier.

	Transaction-ID
	M
	String
	Identifies the transaction.

	Session-ID
	O
	String
	Identifier for the session.

	Client-ID
	O
	Structure
	Identifies the requesting IM client. Unique (for this user) identifier.

	Result
	M
	Structure
	The result of the transaction.


Table 1. Information elements in Status primitive

 [Editor Note: update section 6.4 Logging In]
7.2 Logging in

7.2.1 Transactions
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Figure 3. Logging in

In order to use the IM services the user MUST log in into a Service Access Point. This login MAY happen automatically, meaning that the IMPS client performs the required login actions, without any user interaction. This is called “Auto Login”. A user MUST be able to turn on/off “Auto Login” using a client setting.

After the server processed this request, it MUST send a LoginResponse primitive to the client; which will contain the details of the login operation. When the login operation into the Service Access Point is not successful, the Result element in the LoginResponse primitive MUST indicate the login failure. The login response sent by the server MAY also indicate that the client needs to perform client capability negotiation.

After a successful login a client capability negotiation MAY be, and a service negotiation MUST be performed. Note that the capability negotiation is OPTIONAL. If the server requested it – the ‘Client-Capability-Request’ element indicates ‘T’ (true) – then the client MUST perform it, otherwise the client MAY perform it. After the service negotiation the agreed services available to the user MAY be: Presence Service, IM Service, Group Service, Content Service. If the support for Group Service is agreed upon and the Auto-Join feature is enabled – for one group at least – then the Auto-Join feature MUST take place after the service negotiation. The Auto-Join feature MUST NOT take place if the server and the client do not agree to support Group Service. If any error occurs during auto-join (group is not available, group is closed, not a member, etc), the IMPS server MUST NOT join the client to the group and it MUST NOT send any error messages to the client.

The client MUST choose either a 2-way access control or a 4-way access control. If the client chooses the 2-way access control, the LoginRequest MUST contain the element “Password-String” with password in plain text. The IMPS server MUST authenticate the IMPS user either by verifying the UserID/password combination or it MUST authenticate the IMPS user based on MSISDN/MDN or other authentic network information. The IMPS server MUST respond with either success or failure or further authorization.

If the client chooses the 4-way access control, the LoginRequest MUST NOT contain neither element “Password-String” nor element “Digest-Bytes”. Instead, the LoginRequest MUST contain the element “Supported Digest Schema”. The server MUST either respond with the challenge “nonce” based on the “digest schema” or authenticate the IMPS user based on MSISDN/MDN or other authentic network information. The IMPS server MUST respond with either success or failure. If the IMPS server responded with the challenge “nonce”, the client MUST send a LoginRequest with the element “Digest-Bytes” which is the BASE64-encoded result string based on the “schema” hash function on the concatenation of the challenge “nonce” and the password:

Digest-Bytes = hash_function(nonce + password )

The server MUST verify that the password is valid.

The server finally MUST respond with either “success” or “failure”.

Even if the client chooses the two-way access control, the server MAY send a response with error code 401. It means that the server requires further authorization of this request. In this case, the response message contains the available authorization scheme “digest schema” with the challenge “nonce” for the scheme. 

In both 2-way and 4-way login modes, if Time-to-Live is omitted, it MUST be considered to be infinite.

In the 4-way authentication, the Transaction-ID for both sets of requests and responses MUST be the same.

Following schemes MAY used as “digest schema” to generate the challenge “nonce”:

The MD5 Scheme

The client MUST concatenate the challenge with the password, and ´MUST perform a MD5 hash on the resulting string. The client then SHOULD repeat a request with the resulting data as a string encoded by BASE64. See [RFC1321] on MD5 hashing algorithm.

The MD4 & MD6 Scheme

The same algorithm as for the MD5 Scheme except the hash algorithm MUST be replaced with MD4 or MD6.

The SHA Scheme

The client MUST concatenate the challenge with the password, and MUST perform a SHA hash on the resulting string. The client then SHOULD repeat a request with the resulting data as a string encoded by BASE64.

The client MUST support either 2-way login or 4-way login transaction and MAY support both. 

The IMPS server MUST support the 2-way Login transaction and the 4-way Login transactions or support authentication in the mobile network.

When LoginResponse indicates successful login, the Session-ID MUST be present; when LoginResponse indicates failure in login, the Session-ID MUST NOT be present.
The Server MAY send a System Message notifications to the client during the Login transaction using the Status element [Editor: Insert reference to System Message and Status sections].  If the server requires a response to the System Message before allowing the user to access the IMPS service, for example to send an advice of charge message, it responds with an error code 434 indicating that the client MUST respond to the System Message notification.  The client MUST prompt the end-user with the content of the System Message notification.  When the end-user has responded the client sends a new LoginRequest primitive containing the end-user System Message response in the System-Message-Response element.  The Server MAY also send a System Message without rejecting the login – for example to send informational messages to the client upon login.
7.2.2 Error conditions

Generic error conditions:

· Service unavailable. (503)

· Version not supported. (505)

LoginRequest error conditions:

· Further authorization needed to use the server. (401)

· Invalid password. (409)

· The particular user is not allowed to use the server. (403)

· Unknown user. (531)

· Already logged in. (603)

· Session-ID, User-ID and Client-ID not matching. (422)

· No matching digest scheme supported (543)

· Some services are not available (606)

· System Message Response required (434)

7.2.3 Primitives and information elements

	Primitive
	Direction

	LoginRequest
	Client ( Server

	LoginResponse
	Client ( Server


Table 6. Primitive directions for Logging in

	Information Element
	Req
	Type
	Description

	Message-Type
	M
	LoginRequest
	Message identifier.

	Transaction-ID
	M
	String
	Identifies the transaction, set by client.

	User-ID
	M
	String
	Identifies the requesting User.

	Client-ID
	M
	Structure
	Identifies the requesting WV client. Unique (for this user) identifier.

	Password-String
	C
	String
	The password digest corresponding to the User-ID

	Digest-Bytes
	C
	String
	The digest is BASE64 encoded.

	Supported-Digest-Schema
	C
	String
	A list of supported digest schema (PWD, SHA, MD4, MD5, MD6)

	Session-ID
	C
	String
	Identifier for the session when session reestablishment is requested.

	Time-To-Live
	O
	Integer
	Time requested between client to server messages before client is considered disconnect. If information element is not present client is requesting an infinite time-to-live time. Indicated in seconds.

	Session-Cookie
	M
	String 
	The session cookie used by WV SAP to initiate communications within the session (max length 50)

	System-Message-Response-List
	O
	Structure
	System Message response(s) from end-user


Table 7. Information elements in LoginRequest primitive

	Information Element
	Req
	Type
	Description

	Message-Type
	M
	LoginResponse
	Message identifier.

	Transaction-ID
	M
	String
	Identifies the request transaction.

	Client-ID
	M
	Structure
	Identifies the requesting WV client. Unique (for this user) identifier.

	Result
	M
	Structure
	Result of the login request.

	Nonce
	C
	String
	Random string generated by server for password digest. The string is not BASE64 encoded. 

	Digest-Schema
	C
	String
	Type of digest schema to use.

	Session-ID
	C
	String
	Identifier for the session. String generated by the server to identify this session. Session-ID MUST be supplied with all following inband requests to the server. Present only if login was successful.

	Keep-Alive-Time
	C
	Integer
	Auto logout timer value in seconds. The server can set any timer value and the client MUST obey that. Each message transaction resets the Keep-Alive-Time timer. Present only if login was successful.

	Client-Capability-Request
	C
	Boolean
	Informs the Client that it needs to perform a Client Capability Request transaction. Present only if login was successful.

	
	
	
	


Table 8. Information elements in LoginResponse primitive

 [Editor Note: Insert new section under Common Features]
7.1 System Message

7.1.1 Transactions


[image: image2.wmf]S

t

a

t

u

s

S

y

s

t

e

m

M

e

s

s

a

g

e

R

e

q

u

e

s

t

Server

Client


Figure 1. System Message Request transaction

The Server MAY send a System Message notification to the user using the SystemMessageRequest transaction.  The SystemMessageRequest transaction supports sending a System Message notification to the client triggered by a server event.  The server MAY also send a System Message notification in any response to a client triggered event through the Status element in those transactions that contain a Status element [Editor insert reference to Status transaction].
The System Message notification contains a text element describing the System Message and an optional list of one or more answer option.  The client MUST prompt the user with the text and give him the option of replying with a user selected answer option.  The Server MAY block access to the IMPS service with error code 434 until the user has responded with a required answer option.
The Server MAY require verification from the client that the user has read and responded to the System Message notification.  The System Message structure contains a Verification-Mechanism element that defines the type of verification required in the System Message response.  The following verification mechanisms are defined in this specification:

· InText – the text describes the reply that the end-user MUST provide in the System Message response.
· URL - the client needs to fetch the content of the URL which contains the information that the end-user MUST provide in the System Message response.
Clients MUST support the InText method and SHOULD support the URL method.

The client MUST display the text or content of the URL and ask the end-user to enter a corresponding verification text.

· 
· 
· 
· 
· 
The different types of System Message notifications are defined in the table below:

	SystemMessage-Type
	Description
	Requires Response

	AoC
	Advice of Charge message.  System Message will contain answer options to Accept or Reject the message.
	Yes

	Help Message
	Help advice if the user makes repeated mistakes / receives repeated errors
	No

	T&C
	Terms and Conditions for using the service provided upon initial login to the service.  System Message will contain answer options to Accept or Reject the message.
	Yes

	Information Message
	Information text such as information about service status or welcome text when joining the service.
	No


Table xx. System Message types

· 
· 
· 
· 


· 
· 


· 
· 
· 
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Figure 1. System Message User transaction

When the end-user has acted on a System Message notification requiring end-user response, the client MUST send a SystemMessageUser primitive to the server containing the System Message response.  The response contains the end-user selected answer option.  The client MAY also provide the System Message response in the LoginRequest if the response is required before the end-user is allowed  to login to the service.
The Unique-ID element of the response MUST match the Unique-ID of the System Message notification.

The response MUST contain a Verification-Key element if required by the server in the System Message notification.  The Verification-Key element contains the text string provided by the user in repsonse to the notification. 

· 
· 
· 







The client and the server MUST support all transactions related to system message, therefore the support for these transactions is not negotiated.

7.1.2 Error conditions

Generic error conditions:

· Not logged in. (604)
System Message Request error conditions:

· Verification Mechanism Not Supported. (437)

System Message User error conditions:

· Unknown System Message ID. (435)

· Incorrect Verification Key. (436)

· 
7.1.3 Primitives and information elements

	Primitive
	Direction

	SystemMessageRequest
	Client ( Server

	Status
	Client ( Server

	SystemMessageUser
	Client ( Server

	Status
	Client ( Server

	
	

	
	


Table 1. Primitive directions for System Message transactions

	Information Element
	Req
	Type
	Description

	Message-Type
	M
	SystemMessageRequest
	Message identifier.

	Transaction-ID
	M
	String
	Identifies the transaction.

	Session-ID
	M
	String
	Session ID for session.

	System-Message-List
	M
	Structure
	System Message(s) from server


Table 2. Information elements in SystemMessageRequest primitive

	Information Element
	Req
	Type
	Description

	Message-Type
	M
	SystemMessageUser
	Message identifier.

	Transaction-ID
	M
	String
	Identifies the transaction.

	System-Message-Response-List
	M
	Structure
	System Message Response(s) from user.


Table 3. Information elements in SystemMessageUser primitive
	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	



	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	



[Editor Note: Add new error codes]
11.4.21 434 – System Message Response required
The server has sent a System Message notification to the client requiring response from the end-user.  The client MUST NOT repeat the request without gathering feedback from the end-user and sending a System Message resposne to the server.


11.4.23 435 – Unknown System Message ID

The System Message response contains an unknown system message id.
11.4.23 436 – Incorrect Verification Key

The System Message response contains an incorrect verification key.
11.4.24 437 – Verification Mechanism Not Supported

The client does not support the verification mechanism required by the server in the System Message notification.
[Editor Note: Update functional requirements]
A.1 Service Access Point (SAP) requirements

A.1.1 Functional requirements

Clients

	Item
	Function
	Reference
	Status
	Conditional Requirement

	SAP-C-1
	Support for Status primitive
	6
	M
	

	SAP-C-2
	Support for Communication Initiation Request and PollingRequest primitives
	6
	O
	[CSP Trans] TRANSP-C-3 OR [CSP Trans] TRANSP-C-4 OR [CSP Trans] TRANSP-C-5 OR [CSP Trans] TRANSP-C-6

	SAP-C-3
	Support for version discovery transaction
	6
	O
	

	SAP-C-4
	Support for 2-way Login transaction
	6
	M
	

	SAP-C-5
	Support for 4-way Login transaction
	6
	O
	

	SAP-C-6
	Support for Logout transaction originating from client
	6
	M
	

	SAP-C-7
	Support for Server originated disconnect
	6
	M
	

	SAP-C-8
	Support for Keep-Alive transaction
	6
	M
	

	SAP-C-9
	Support for Get Service Provider Info transaction
	6
	O
	

	SAP-C-10
	Support for Service negotiation transaction
	6
	M
	

	SAP-C-11
	Support for Client Capability negotiation transaction over SMS transport
	6
	O
	

	SAP-C-12
	Support for Client Capability negotiation transaction if any other transport/syntax than Plain Text Syntax over SMS transport is used
	6
	M
	

	SAP-C-13
	Support for General Notification transactions
	7
	M
	

	SAP-C-XX
	Support for System Message transactions
	[Editor insert reference]
	M
	

	SAP-C-14
	Support for retrieving public profile
	7
	M
	

	SAP-C-15
	Support for clearing/updating the public profile
	7
	M
	

	SAP-C-16
	Support for delivery of Friendly Name with UserIDs
	7
	M
	

	SAP-C-17
	Support for public profile extension fields
	7
	O
	

	SAP-C-18
	Support for searching based on various private profile properties
	7
	O
	

	SAP-C-19
	Support for searching based on various public profile properties
	7
	O
	

	SAP-C-20
	Support for searching based on various group properties
	7
	O
	

	SAP-C-21
	Support for stop search transaction
	7
	O
	SAP-C-18 OR SAP-C-19 OR SAP-C-20

	SAP-C-22
	Support for invitation transaction
	7
	O
	

	SAP-C-23
	Support for cancel invitation transaction
	7
	O
	

	SAP-C-24
	Support for Get Map transaction
	7
	O
	

	SAP-C-25
	Support for verify ID transaction
	7
	O
	


Servers

	Item
	Function
	Reference
	Status
	Requirement

	SAP-S-1
	Support for Status primitive
	6
	M
	

	SAP-S-2
	Support for Communication Initiation Request and PollingRequest primitives
	6
	O
	[CSP Trans] TRANSP-S-3 OR [CSP Trans] TRANSP-S-4 OR [CSP Trans] TRANSP-S-5 OR [CSP Trans] TRANSP-S-6

	SAP-S-3
	Support for version discovery transaction
	6
	M
	

	SAP-S-4
	Support for 2-way Login transaction
	6
	M
	

	SAP-S-5
	Support for 4-way Login transaction
	6
	M
	

	SAP-S-6
	Support for Logout transaction originating from client
	6
	M
	

	SAP-S-7
	Support for Server originated disconnect
	6
	M
	

	SAP-S-8
	Support for Keep-Alive transaction
	6
	M
	

	SAP-S-9
	Support for Get Service Provider Info transaction
	6
	O
	

	SAP-S-10
	Support for Service negotiation transaction
	6
	M
	

	SAP-S-11
	Support for Client Capability negotiation transaction over SMS transport
	6
	M
	

	SAP-S-12
	Support for Client Capability negotiation transaction if any other transport/syntax than Plain Text Syntax over SMS transport is used
	6
	M
	

	SAP-S-13
	Support for General Notification transactions
	7
	M
	

	SAP-S-XX
	Support for System Message transactions
	[Editor insert reference]
	M
	

	SAP-S-14
	Support for retrieving public profile
	7
	M
	

	SAP-S-15
	Support for clearing/updating the public profile
	7
	M
	

	SAP-S-16
	Support for delivery of Friendly Name with UserIDs
	7
	M
	

	SAP-S-17
	Support for public profile extension fields
	7
	O
	

	SAP-S-18
	Support for searching based on various private profile properties
	7
	O
	

	SAP-S-19
	Support for searching based on various public profile properties
	7
	O
	

	SAP-S-20
	Support for searching based on various group properties
	7
	O
	

	SAP-S-21
	Support for stop search transaction
	7
	O
	SAP-S-18 OR SAP-S-19 OR SAP-S-20

	SAP-S-22
	Support for invitation transaction
	7
	O
	

	SAP-S-23
	Support for cancel invitation transaction
	7
	O
	

	SAP-S-24
	Support for Get Map transaction
	7
	O
	

	SAP-S-25
	Support for verify ID transaction
	7
	O
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