Doc# OMA-Template-ChangeRequest-20050824-I.doc[image: image2.jpg]"sOMaQa

Open Mobile Alliance




Change Request

Doc# OMA-Template-ChangeRequest-20050824-I.doc
Change Request



Change Request

	Title:
	SIMPLE IM Security 
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	MWG-IM

	Doc to Change:
	OMA-AD-IM_SIMPLE-V1_0_0-20050923-D

	Submission Date:
	11 10 2005

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Clerical

	Source:
	Kent Bogestam, Ericsson, kent.bogestam@ericsson.com

	Replaces:
	n/a


1 Reason for Change

The reason for this change is that the current IM SIMPLE AD is missing a security and privacy architecture that can guide the TS

2 Impact on Backward Compatibility

No impact

3 Impact on Other Specifications

No impact

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended that the group add the proposed security chapters to the AD

6 Detailed Change Proposal

See attached document
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Security in IM AD


Security


The IM service environment must be protected against misuse and attacks and it must provide user privacy. There are several aspects to be considered: Service access control, SIP signalling security in general and protection of user messages/media in SIP MESSAGE and in the User Plane. For user message/media security, source origin authentication is an important feature.


General


The IM Service environment SHOULD rely on / reuse security features/ mechanisms provided by the underlying SIP/IP Core, to e.g. secure the service environment and authenticate users. Such dependence will be the assumed as the basis for the security architecture. The SIP/IP Core is assumed to provide user authentication and integrity and (optionally) confidentiality protection of SIP signaling as defined in 3GPP TS33.203. When the SIP/IP Core corresponds to 3GPP/3GPP2 IMS, and the User Equipment contains USIM/ISIM or UIM/R-UIM, mutual authentication between the user and the SIP/IP Core SHALL be applied as specified in [3GPP TS 33.203]/[3GPP2 S.R0086-0]. All IM users SHALL be securely authenticated to allow reliable access control to IM services. 


The SIP/IP Core also needs to ensure, during registration, that the registered IM users public and private address is allocated and authorized to be used by that User in order to prevent spoofing attacks as identified in Appendix A.  

Note that the user plane is not a part of the SIP IP Core Security.


Trust Model


The IM trust model for SIP signalling is based on a tristed network model with hop-by-hop security and proxy authentication. In those cases the intradomain security is insufficient, IM servers SHOULD authenticate and secure communication to other servers/proxies according to 3GPP specification TS 33.210. For inter-domain security, IM servers SHALL rely on communication channels that are protected according to TS 33.210.


If the IM Server acts as originating UA then the public user Id of the IM server it MUST support P-Asserted-Identities according to 3GPP TS 24.229 


SIP signalling security


The SIP signalling security mechanisms/features described here cover signalling and user messaging using SIP MESSAGE.


 Integrity and confidentiality protection


The integrity and optional confidentiality protection mechanism SHALL be used as specified in 3GPP TS 33.203/3GPP2 S.R0086-0. 


NOTE:  [RFC3261] mandates the support for HTTP digest authentication  [RFC2617 according to] if authentication is performed. However, the 3GPP standard overrules this requirement (as well as the requirement of TLS usage).


Assurance of user identity


For assurance of user identities and for source origin authentication of SIP Signalling the IM Service SHALL use P-Asserted-Identities according to 3GPP specification 24.229   in this release.


If the IM Server acts as an originating UA then it MUST support P-Asserted-Identities according to 3GPP TS 24.229


SIP MESSAGE Security


In particular, a SIP MESSAGE SHALL be secured according to TS 33.203, TS 33.210.and TS 24.229.

User Plane security


The IM service User Plane communication between IM Client and IM Client, IM Client and IM Server, and between IM Servers SHOULD be protected to support the integrity and confidentiality of the communication. Such protection is not provided by the SIP/IP Core according to IMS for 3GPP(2).


Relation between SIP Signalling and User Plane Security


The security model requires that user authentication and SIP Sessions MUST be securely coupled to the corresponding User Plane communications to ensures that the user identity / source origin is the same in both instances.


Denial of Services 


The IM Server should mitigate and warn for DoS in SIP Signalling and User Plane when appropriate

XDMS Security


The XDMS security model is based on IM user authentication for access control and protection of the communication between the user and the Aggregation Proxy (AP)  


The XDMS security and Privacy model is described in OMA-AD- Presence_SIMPLE-V1 and in OMA-AD- XDMS_SIMPLE-V1


AUTHORIZATION


The IMS Core can authorize a user to access a service. However, the service SHOULD make an authorization decision of what the user is entitled to do. 


The same applies to XDMS, where the AP shall make an authorization decision if the user may access the service, while the service SHALL make an authorization decision of what the user may do. 


Privacy


An IM User MAY request privacy for the identity of the IM User meaning that the IM Address of the IM User is hidden from other IM Users. The IM Client SHALL use mechanisms defined in TS 24.229 to request privacy. 


If an inviting, invited or joining IM User requests privacy of his IM Address then the following procedures SHALL take place in the system operating in the trusted domain(s):


· The IM Server performing the Controlling IM Function SHALL retain privacy information of the Participants for the duration of the IM Session.


· The SIP/IP Core serving the invited IM User SHALL provide the privacy of the IM Address of the inviting IM User on Control Plane at the IM-1 reference point.


· The IM Server performing the Controlling IM Function SHALL provide the privacy of the IM Addresses of Participants when providing the Participant information notifications.

· The IM Server performing the Controlling IM Function SHALL provide the privacy of the IM Address of the talking IM User at the IM-3 and IM-4 reference points.  


If privacy for the identity is not requested then IM Servers and SIP/IP Core passes the IM Address of the inviting IM User to the invited IM User.


If privacy for the identity is not allowed in the IM Group authorization rules as specified in [IM XDM Specification], the involved entity SHALL reject the request.


When SIP/IP Core corresponds with 3GPP/3GPP2 IMS then privacy mechanisms as defined in [3GPP TS 24.229]/[3GPP2 X.S0013.4] are used.


User’s Personal Information SHALL be protected by adequate security.

XDMS Security and Privacy


The XDMS security model is based up authentication and encryption done by the Aggregation Proxy (AP) 


The XDMS security and Privacy model is described in OMA-AD- Presence_SIMPLE-V1 and in OMA-AD- XDMS_SIMPLE-V1


Appendix A OMA SEC Group security threats analyses (Informative)


OMA Security Group has analysed the potential IM SIMPLE security threats. When the SIP/IP Core corresponds with 3GPP/3GPP2 IMS, these potential security threats are addressed. If other SIP/IP Cores are used then these potential security threats need to be addressed by the SIP/IP Core:


1. Registering misleading usernames


Currently with the OMA IM SIMPLE framework a user is required to have one private identity (which is kept internally by the SIP/IP Core service provider) and a number of public identities. Currently it is possible for users to register misleading public identities in order to fool or masquerade at the IM User Plane as other users. For example, a users real name may be John Smith and may have a private SIP address as: SIP:John.Smith@operator.net, however, John Smith can then register public ID’s such as SIP:Bob.Holmes@operator.net. Please note that all public ID’s require operator provisioning before they can be used. An unknown public ID to the SIP/IP Core operator cannot be registered without prior provisioning.


2. SPAM


There is a general SPAM problem with IM SIMPLE. It is possible for advertising companies or other third parties to randomly invite users to their groups, although the user has to accept the invite before participating, this will still cause a nuisance. SPAM coupled with misleading user public identities can trick the user into participating into a group or one on one IM Session. On the network side, SPAM will cause network clogging on the air interface, if for example a third party tries to invite users from a particular cell based on location information.


3. Eavesdropping in IM Sessions


Because it is possible for users to register arbitrary public user names, as suggested in point 1, it is possible for the attacker to trick the user into accepting an invite that may have been from a trusted user. For one to one communication this may be identified once the attacker starts his speech, however in Ad-hoc Group IM Sessions it may be possible for the attacker to invite him-self on to a group session and passively eavesdrop. This could be picked up in the network at a later time as the network operator can identify the real user behind the public identity.


4. The possibility of attacks such as eavesdropping makes it possible for Pre-Pay customers that have not registered personal details with operators difficult to trace because identities are tied down to an IMSI (SIM card) and not the actual user information such as name and address.
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