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1 Reason for Change

This contribution provides solutions for the age limitation in OMA IM RD. This is contribution is created per action item assigned to me

The requirements related to age are listed below:

	PRI-5
	It SHALL be possible to protect underage users participating in Public Chat from rogue users.
	IM 1.0


	UPROF-12
	If an IM server has age restriction for searching based on the age field in the Public Profile, then the restricting server SHALL exclude those users - who are under the restricted age according to their Public Profile - from the search results.
	IM 1.0

For Search Proxy


	PRI-10
	It SHALL be possible for the service provider to confine the results of searches. For example, the service provider’s policy could prohibit searches on children under the age of 18.
	IM 1.0
Search proxy

	
	
	

	PRI-15
	The Service Provider SHALL have the ability  to exclude users from certain chat-groups under specific criteria (e.g. underage people, etc)
	IM 1.0


	UPROF-10
	The IM server SHALL allow group administrators to specify a minimum age requirement for joining chat groups.
	IM 1.0


	UPROF-11
	The IM server SHALL NOT allow those users that are under the age specified in the group properties to join the group.
	IM 1.0


2 Impact on Backward Compatibility

n/a

3 Impact on Other Specifications

Possible impact to XDM 2.0

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

To discuss and select a solution to be included in the IM TS

6 Detailed Change Proposal

The proposals is to use the following means to convey age requirements to SIP entities in the IM service

1. The IM server fetches the User profile to execute age limitation policies as would do with other IM policies in the XDMS

2. Between different networks

a. Originating IM Server (B2BUA) always add the age tag for every request going out of the IM server

b. Terminating network IM server responds to the originating network requesting for the age tag if missing in a request 

c. ) Terminating network fetches the joining User’s profile via XDM NNI to execute the age policies

d. Client always include age tag when sending request (age has to be provisioned 

e. Terminating network IM server place search via the Search proxy (Search NNI
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OPTION A

7. 3      Originating Participating Function

7.1.1               General

Upon receiving from the served IM Client a SIP Request the IM Server:

· 1.    SHALL check whether the Accept-Contact header includes the feature-tag '+g.oma.sip-im' and if it does not the IM Server SHALL return a SIP 403 “Forbidden” response. Otherwise, continue with the rest of the steps;

· 2.    SHALL check whether the Authenticated Originator's IM Address is of an IM User that is allowed to send an Instant Message and if it is not the IM Server serving the originating IM Client SHALL respond with a SIP 403 "Forbidden" response to the IM Client. Otherwise, continue with the rest of the steps; .

· 3.    SHALL check the requested message size and content against the Operator policies specified for the service and for the user as defined in [IM-XDM Specification]. If the size or content do not conform to the allowed size or content type as specified in the policies, the IM Server SHALL respond with a SIP 403 “Forbidden” response to the originating network. Otherwise, continue with the rest of the steps;  4.    SHALL check the settings for the “Conversation History” feature and SHALL execute the processing described in section 7.4 Conversation History”.

· 5.    SHALL format the SIP request destined to the Request-URI in the incoming SIP request according to rules and procedures of the SIP/IP Core, and as specified in the sections below for each request type.

· 6. SHALL fetch the user’s age from a User profile XDM or any User database of the network provider, and then include a feature tag indicating the age of the User in the Accept Contact field as ‘ +g.oma.age= #Age-Value’
· 6.    SHALL include the Authenticated Originator's IM Address received in the incoming SIP request in the outgoing SIP request;

· 7.    SHALL include in the Contact header the feature-tag ‘+g.oma.sip-im’.

NOTE : alternatively the IM server can insert the age as uri-parameter of the originating user’s  URI in the form ‘ age= “Age-Value” ‘ (what about the case when user request anonymity)
When sending SIP provisional responses, other than the SIP 100 "Trying" response and if the IM Server is acting as a B2BUA, the IM Server:

· 1.    SHALL generate the SIP provisional response according to rules and procedures of [RFC3261];

· 2.    SHALL include a Server header with the IM release version as specified in subclause xxx "Release version in User-agent and Server headers" if has not already been sent in a provisional response for this dialog;

When sending a SIP 200 "OK" response and if the IM Server is acting as a B2BUA the IM Server:

· 1.    SHALL generate a SIP 200 "OK" response according to rules and procedures of [RFC3261];

· 2.    SHALL include a Server header to indicate the IM release version as specified in subclause xxx “Release version in User-agent and Server headers” if has not already been sent in a provisional response for this dialog;

· 3.    SHOULD include an Allow header with all supported SIP methods, when responding to INVITE requests;

When the SIP/IP Core corresponds with 3GPP/3GPP2 IMS, the IM Server SHALL use 3GPP/3GPP2 IMS Session mechanisms according to rules and procedures of [TS24.229] / [3GPP2 X.S0013.4] with the clarifications given in this subclause.

OPTION B

7.7.2.4    Joining Pre-defined IM Group Session request

Upon receipt of a SIP INVITE request that includes a IM Group Identity, which identifies the Pre-defined IM Group in the request URI that is owned by the IM Server, the IM Server: 

· 1. SHALL check whether the Accept-Contact header includes the IM feature-tag '+g.oma.sip-im' and if it is not included the IM Server SHALL reject the request with a SIP 403 "Forbidden" response. Otherwise, continue with the rest of the steps;

· 2. SHALL check the presence of the "isfocus" feature parameter in the URI of the Contact header and if it is present then the IM Server SHALL reject the request with a SIP 403 "Forbidden" response including "isfocus already assigned" text in the Warning header. Otherwise, continue with the rest of the steps;

· 3. SHALL check whether the Authenticated Originator's IM Address of the joining IM User is allowed to join by performing the actions specified in subclause 7.9.1.8 "IM Session joining policy". If it is not allowed to join the IM Server SHALL reject the request with a SIP 403 "Forbidden" response to the originating network. Otherwise, continue with the rest of the steps;

· 4a. If there’s age restriction associated to a pre-defined group, the IM Server SHALL check if the <age-limit> or age restriction as specified in [Group-XDM] has been met by the user. 

· If the age restriction is not met, the IM server SHALL reject the request with a SIP 403 “forbidden response” with a warning header “399” explaining the reason in human readable text. 

· If the age value is not provided in the initial request, the IM Server SHALL return a provisional response 421 “Extension Required” and SHALL insert ‘ +g.oma.age = #Val’ in the required header field of the response according to the procedures of [RFC 3261]
· OPTION C
4b If there’s age restriction associated to a pre-defined group, the IM Server SHALL fetch the <age>  element from the User’s profile via  XCAP interface to check if the <age-limit> or age restriction as specified in [Group-XDM] has been met by the User
 NOTE : XCAP NNI interface will be needed if the User’s profile is located a different network
· 4. SHALL check if  the <max-participant-count> as specified in [Group-XDM Specification] is already reached.  If reached, IM Server SHALL return SIP 486 “Busy Here” response with the Warning header set to “Too many participants” to the originating network. Otherwise, continue with the rest of the steps;

· 5. SHALL check whether privacy is allowed for the Authenticated Originator’s IM Address, when anonymity is requested with the Privacy header containing the tag "id".  If not allowed, the IM Server SHALL respond with a SIP 403 "Forbidden" response to the originating network. Allowing privacy for a specific Authenticated Originator’s IM Address is defined using <allow-anonymity> element of the Group’s authorization rules as specified in [Group-XDM Specification].  Otherwise, continue with the rest of the steps;

· 6. SHALL validate that the MSRP media parameters  in the SIP INVITE request are acceptable for the IM Server and if not reject the request with a SIP 488 "Not Acceptable Here" response. Otherwise, continue with the rest of the steps;

· 7. SHALL check whether the IM Group Session already exists. If it doesn't exist, the IM Server creates an IM Group Session as follows: 

a) SHALL follow the procedures as specified in subclauses 7.9.1.16 "IM Session initiation policy" and 7.9.2.2 "IM Session invitation requests";

b) SHALL interact with MSRP Switch as defined 7.9.3  "Media messaging requests terminated by the IM Server” and do not continue the rest of the steps.

· 8. SHALL accept the SIP request and generate a SIP 200 "OK" response to the SIP INVITE request as specified in the subclause 7.9.1.3.1 "General". The IM Server: 

a) SHALL include a SDP body in the SIP 200 "OK" response as a SDP answer according to rules and procedures of [RFC3264], [ draft-ietf-mmusic-sdp-new] and [draft-message-sessions] with the following additional instruction :

a) Include in the ‘accept type’ SDP media attribute the selected ‘mime types’ by the IM Server from those contained in the SDP offer in the incoming SIP INVITE request from the originating network, and those in the SDP answer in SIP 200 “OK” ;

· 9. SHALL send the SIP 200 "OK" response towards the IM Client according to rules and procedures of SIP/IP Core;

· 10. SHALL interact with the MSRP Switch as specified in 7.9.3  "Media messaging requests terminated by the IM Server”;

· 11. SHALL send a notification to the IM Clients, which have subscribed to the conference state event package that a IM User has joined in the IM Group Session, as specified in subclause 7.9.1.13.2 "Generating a SIP NOTIFY request"; and,

· 12. SHALL send the SIP NOTIFY request to the IM Clients according to rules and procedure of the SIP/IP Core.

When the SIP/IP Core corresponds with 3GPP/3GPP2 IMS, the IM Server SHALL use 3GPP/3GPP2 IMS Session establishment mechanisms according to rules and procedures of [TS24.229] / [3GPP2 X.S0013.4] with the clarifications given in this subclause.

OPTION D
6.1.2 IM Session 

6.1.2.1  General

The IM Client SHALL generate an initial SIP request according to rules and procedures of  [RFC3261].  The IM Client:

· 1. SHALL include an Accept-Contact header with the IM feature-tag ‘+g.oma.sip-im' along with ‘explicit’ parameters according to rules and procedures of  [RFC3841] in all initial SIP requests;

· 2. SHALL include a User-Agent header to indicate the IM release version as specified in subclause “Release version in User-agent and Server headers”;

· 3. SHOULD include an Allow header with all supported SIP methods; 

· -     4. SHALL include the IM feature-tag '+g.oma.sip-im' in the Contact header5. SHALL include value ''id'' in a Privacy header if anonymity is requested according to rules and procedures of [RFC3325].

· NOTE 1:
If anonymity is not allowed for the IM Group indicated with the Request-URI of the SIP INVITE based on the rules specified in the [XDM Specification] the IM Session will not be allowed by the IM server hosting the IM Group

·   5. SHALL include the option tag 'timer' in the Supported header; and,
· 6. SHOULD include the Session-Expires header with the refresher parameter set to ''uac'' according to rules and procedures of [RFC4028].
· 7- SHALL include a feature tag indicating the age of the User in the Accept Contact field as ‘ +g.oma.age= #Age-Value’

NOTE : alternatively the IM Client can insert the age as uri-parameter of the originating user’s  URI in the form ‘ age= “Age-Value” ‘ (what about the case when user request anonymity) . This has to be provisioned by the IM system or User can inset any age he/she wants
7. SHALL insert in the SIP INVITE request a Content-Type header with multipart/mixed as specified in [RFC2046];
On receipt of a SIP final response or SIP provisional response to the SIP request, the IM Client: 

· 1. SHALL store the list of SIP methods that the IM Server supports if received in the Allow header; and,
· 2. SHALL store the contact if received in the Contact header.

On receipt of the SIP 200 "OK" response to the initial SIP INVITE request the IM Client:

· 1. SHALL start the SIP Session timer using the value received in the Session-Expires header according to rules and procedures of [RFC4028].

When the SIP/IP Core corresponds to 3GPP/3GPP2 IMS, the IM Client SHALL use 3GPP/3GPP2 IMS Session establishment mechanisms according to rules and procedures of  [TS24.229] / [3GPP2 X.S0013.4] with the clarifications given in this subclause.
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Simplified Architecture





		SIP interface used for SIP session control e.g., joining chat room.

		XCAP used for group management

		XCAP based interface used for search operations. Details of search protocol not defined yet.

		These slides present different alternative scenario for use case “joining a chat group”. 

		Same  alternatives can be applied for use case “Search group” as well. 

		Search is performed over XCAP interface between Client and Search Server via Aggregation proxy.
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Option A

Originating network adds “age” tag
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		Client A send a request to join a chat group which is located in Network B (SIP INVITE)

		IM server (Nw A) fetchs the User A’s User Profile with age information from User Profile XDMS

		IM server (NW A) adds “age” field into SIP INVITE and send it to IM server in Network B

		IM server (Nw B) fetch the IM Group definition with age limit from IM XDMS

		IM server (Nw B) check if User A is allowed to join chat group based on age limit and sends either positive or negative response to Network A

		Response is conveyed to Client A
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Option B

Terminating network includes “age” tag in the response
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		Client A send a request to join a chat group which is located in Network B (SIP INVITE)

		IM server (Nw A) forward request to IM server in Network B

		IM server (Nw B) fetch the IM Group definition with age limit from IM XDMS

		IM server (Nw B) check if chat group has age limitation and includes “age” fields into response sent to Network A
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		User is too young to join into chat group and therefore IM server (Nw A) sends negative response to client A
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Option C

Terminating IM server fetch user profile from Originating network
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		Client A send a request to join a chat group which is located in Network B (SIP INVITE)

		IM server (Nw A) forwards request to IM server in Network B

		IM server (Nw B) fetch the IM Group definition with age limit from Group XDMS

		IM server (Nw B) fetchs the User A’s User Profile with age information from User Profile XDMS in Network A. this requires Network to Network Interface (NNI) between operators.

		IM server (Nw B) check if User A is allowed to join chat group based on age limit and sends either positive or negative response to Network A

		Response is conveyed to Client A
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Option D

Client includes “age” tag to outgoing request
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		Client A send a request to join a chat group which is located in Network B (SIP INVITE). Client include “age” tag into request.

		IM server (Nw A) forwards request to IM server in Network B

		IM server (Nw B) fetch the IM Group definition with age limit from Group XDMS

		IM server (Nw B) check if User A is allowed to join chat group based on age limit and sends either positive or negative response to Network A

		Response is conveyed to Client A
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Analysis of the options





		Advantages		Disadvantages		Possible improvement

		OPTION A		No requirement on the client server procedure.. It becomes just a server procedure for every originating request		IM server procedure will always involve additional step for fetching User’s profile in processing every single request
When IM server is acting as Proxy?		Age element could be included in the session initiation policy database (i.e. IM XDM) and therefore no need for IM server to fetch User profile during session initiation

		OPTION B
		Ensures ‘age’ of the user is provided. It request for addition of age and does not give error response when it is missing in the signaling 		Introduce additional round trip of signaling during session set up		The request could be included in session progressing (SIP 183), No extra round trip

		OPTION C		Fetching of the user’s age /requesting for the age is done out of band via XDM		Needs XDM NNI, authorisation & Authentication, additional delay in routing the XCAP request to other network. May need interface between IM Server and Aggregation Proxy

		OPTION D
		No changes or additional procedure needed on the existing  IM service procedures  		Age tag need to be provisioned as parameter
Need to ensure this can not be change by Users




































