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1 Reason for Change

This contribution addresses CONRR  I731-I733
	I731
	2007.01.10
	T
	14.1.3

14.1.3.1

14.1.3.2

14.1.3.3
	Source: aallen@rim.com

Form: 

Comment::This whole section mandates use of 3GPP IMS security. Since SIMPLE IM needs to work on Non IMS SIP/IP cores this is not acceptable. 

Proposed Change: Rewrite section indicating that security needs to be used. Indicate that when 3GPP IMS is used then 3GPP IMS security mechanisms are used. Other Non IMS mechanisms need to be possible when IMS is not used and not requiring P-Asserted-Identity header usage
	Status: OPEN

Interested parties should bring a proposition to discuss.    

	I733
	2007.01.10
	T
	14.3


	Source: aallen@rim.com

Form: 

Comment:: The IM Client SHALL use mechanisms defined in [3GPP TS 24.229] to request privacy. 

This mandates use of 3GPP IMS. Since SIMPLE IM needs to work on Non IMS SIP/IP cores this is not acceptable. 

Proposed Change: Rewrite indicating that privacy needs to be used. Indicate that when 3GPP IMS is used then 3GPP IMS security mechanisms are used. Other Non IMS mechanisms need to be possible when IMS is not used and not requiring P-Asserted-Identity header usage
	Status: OPEN 

Same issue as I731.


2 Impact on Backward Compatibility

None

3 Impact on Other Specifications

N/A

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Discuss and adopt proposed text.

6 Detailed Change Proposal

14.1.3.1 Integrity and confidentiality protection

The integrity and optional confidentiality protection mechanism SHALL be used as specified in 3GPP TS 33.203/3GPP2 S.R0086-0 when the SIP/IP core corresponds to 3GPP IMS. Otherwise appropriate Integrity and Confidentiality mechanisms should be used.
NOTE:
[RFC3261] mandates the support for HTTP digest authentication [RFC2617 according to] if authentication is performed. However, the 3GPP standard overrules this requirement (as well as the requirement of TLS usage).

14.1.3.3 SIP MESSAGE Security

In particular, a SIP MESSAGE SHALL be secured according to TS 33.203, TS 33.210.and [3GPP TS 24.229] when the SIP/IP core corresponds to 3GPP IMS. Otherwise appropriate security mechanisms should be used.
14.3 Privacy

An IM User MAY request privacy for the identity of the IM User meaning that the IM Address of the IM User is hidden from other IM Users. The IM Client SHALL use mechanisms defined in [3GPP TS 24.229] to request privacy when the SIP/IP core corresponds to 3GPP IMS. Otherwise appropriate privacy mechanisms should be used such as those described in [RFC3323] and [RFC3325]..
If an inviting, invited or joining IM User requests privacy of his IM Address then the following procedures SHALL take place in the system operating in the trusted domain(s):

· The IM Server performing the Controlling IM Function SHALL retain privacy information of the Participants for the duration of the IM Session.

· The SIP/IP Core serving the invited IM User SHALL provide the privacy of the IM Address of the inviting IM User on Control Plane at the IM-1 reference point.

· The IM Server performing the Controlling IM Function SHALL provide the privacy of the IM Addresses of Participants when providing the Participant information notifications.

· The IM Server performing the Controlling IM Function SHALL provide the privacy of the IM Address of the talking IM User at the IM-3 and IM-4 reference points.  

If privacy for the identity is not requested then IM Servers and SIP/IP Core passes the IM Address of the inviting IM User to the invited IM User.

If privacy for the identity is not allowed in the IM Group authorization rules as specified in [Shared-Group-XDM], the involved entity SHALL reject the request.

When SIP/IP Core corresponds with 3GPP/3GPP2 IMS then privacy mechanisms as defined in [3GPP TS 24.229]/[3GPP2 X.S0013.004] are used; otherwise appropriate privacy mechanisms should be used such as those described in [RFC3323] and [RFC3325]. .

User’s Personal Information SHALL be protected by adequate security.
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