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1 Reason for Contribution

Deliverable 2 of OMA Mobile email WID [1 p. 4] states  “The RD work should be followed-up with an activity that analyzes existing specifications and technologies both internal and external to OMA against Deliverable 1 to produce a report that proposes a way forward in OMA”. 

During the Paris Interim Meeting, presentations were made by the IETF ‘Lemonade’ Task Force and a group of companies involved in OMA DS about how these technologies were able to meet the requirements defined by the MEM RD.  In general, there was a feeling that a ‘tick-box’ approach wasn’t necessarily the most helpful way to go about creating the TR(s). Instead, it was deemed important that the TR be able to demonstrate a higher level view of how a particular technology would assemble the various building blocks to form a full MEM service – possibly in combination with other standards (Eg, OMA DM, IETF SIEVE, etc) where appropriate.

This contribution proposes a possible approach that would achieve this more ‘holistic’ view of the service, and would therefore provide a more useful approach to the TR(s). Although the contribution focuses on OMA DS, the approach would be equally valid for IETF Lemonade.

The contribution puts forward the concept of “service primitives”, with some basic examples, as a means to structure the analysis of the requirements and to evaluate existing specifications and technologies.  The hope is that this type of analysis would then provide the MEM group with a clearer view of the suitability of the protocols to meet the requirements.

Only basic examples are included here as it was considered premature to continue further until the approach had been discussed and agreed by MEM.
2 Summary of Contribution

The contribution is an overview showing how a number of basic building blocks, or ‘service primitives’, can be defined which show how OMA DS can be used as a mobile email enabler. The building blocks outlined here are the basic ones, but once the approach is agreed to be useful these could be extended and built up into full service outlines.  
3 Solution Analysis 

3.1 Brief overview of SyncML 

SyncML [2, 3] is a data synchronization protocol for various types of devices and data and is application-independent. It allows different distributed applications (e.g. calendars, contact lists, file directories and email applications) to synchronize the data they used that are stored on several devices. SyncML supports various transport bindings such as HTTP, WAP and OBEX and it supports XML and WBXML encoding. 

SyncML defines a number of commands and responses exchanged between a client and a server, for example to add, delete, replace a data item stored in a data store and to synchronize the data stores of different devices. Multiple commands or responses can be encapsulated in a SyncML “package”. SyncML defines several synchronization procedures: two way sync, slow sync, one-way sync/refresh from client only and one-way sync/refresh from server only. In addition, it has a “server alerted” capability allowing the server to notify the client that a synchronization operation is needed. For example in the case of an email application, the server alerted function might be performed when a new email is received.

3.2 Providing mobile email with SyncML

With SyncML it is possible to realize and support the functions defined in the MEM RD as well as in protocols like IMAP or POP3.

The concept of service primitives
Figure 1 illustrates the use of the service primitives and shows how SyncML protocol can provide a mobile email service. On the client side:

· The user interacts with the mobile email client or user agent (UA) by using the mobile email service primitives. 

· The mobile email client UA interacts with the SyncML client and performs the mapping between the service primitives and SyncML corresponding functions via SyncML API provided by the SyncML implementation.

On the server side:

· The SyncML server interacts with the mobile email application.

· The mobile email application performs some email functions and interacts with SMTP. 

The set of mobile email service primitives defines the service provided, the features, capabilities and characteristics of the mobile email application and helps perform the mapping to SyncML protocol elements. Each mobile email service primitive embodies one email function and has one or more parameters assigned to it. For example, the service primitive to delete an email from a mailbox would have a parameter to identify the email to be deleted and the mailbox name.


Figure 1 – Mobile email application over SyncML and role of the service primitives

Rather than defining an exhaustive list of service primitives in this preliminary contribution, the set of mobile email service primitives are subdivided into the following categories:  

Session creation and release: To establish and terminate an email session. 

· Messaging management: To view, create, delete, compress, read, save, reply, forward or send a message. In addition, to allow for partial download of a message and forward (or reply to) a message without downloading attachments, a filtering capability is required in order to filter based on RFC 2822 message headers and contents.

· Notification: Out-of-session and in-session notifications.

· Folder management: To create, delete, rename, move or list a folder.

· Security management: Message encryption, message integrity, digital signature and contents screening. User/client authentication is covered in the session creation/deletion category.

· Client Configuration and setting: To configure the mobile device with the mobile email management data.

· Server administration: For example to set quota and to create accounts, this is not part of the mobile email application itself.

The following Table shows how to map the mobile email service categories into SyncML commands.

	Email service primitive categories
	Realization with SyncML

	Login (email session creation)
	SyncML has two types of procedures: One using a clear text user id and password and the other using MD5.SyncML allows the server to authenticate the client and vice versa. It is also possible to have multiple accounts per mobile device.

	Logout
	There is no explicit SyncML logout command. A SyncML session terminates once its synchronization operations are complete.  For MEM, it would be beneficial that SyncML sessions be able to last for long durations and contain multiple synchronizations to avoid the overhead entailed in the creation of new sessions.  This improvement should be addressed with the feature of “Long-lived SyncML session” in the next revision of SyncML.

	Messaging management
	Use one of SyncML sync procedure with the Sync command and one of the appropriate operational commands: Add, Delete, Move or Replace.

Send, reply and forward will require additional processing at the server side to “send” the message and not just to synchronize data stores. Furthermore to fulfill a number of requirements related to partial download of a message and forwarding (or replying) without downloading attachments, a filtering capability is required in order to filter based on RFC 2822 message headers and contents.

	Notification (by the server) 
	SyncML has a Server Alerted Notification (SAN) capability. This capability provides the means for a server to notify a client to start a SyncML synchronization session with the server. SAN does not provide enough information about an email event to allow the user to decide whether to synch or not. For example in the case of a new email, information such as the sender, the subject and the message size would be useful and their inclusion in SAN would provide a more efficient notification mechanism. 

Another related capability that is not part of SyncML Common Specification or Data Synchronizations enablers is the Email Notification (EMN). This specification defines an email notification mechanism allowing a server to inform a client that an email was received. The EMN is limited to new email only and like SAN does not provide information about the new email.

	Folder management
	Use one of SyncML sync procedure with the command Sync and the appropriate operational command: Add, Delete, Move or Replace.

	Security management
	SSL/TLS can be used for encryption and message integrity between the client and the server during an email session. For out-of-session notification, a subset of IPSEC for encrypting the notification message may be used.  But further investigation is required to ensure that the various types of mobile devices and the different bearers are supported.

Contents screening and spam detection can be performed by software external to SyncML server and the email application. Sieve (RFC 3380) can be used by the user/client to set filters on the server.

User/client authentication is covered above with session creation.


	Client setting and configuration 
	OMA device management enabler can be used. Further investigation about possible required enhancements is needed.

	Server administration
	Outside of the scope of the email application or SyncML.


Example

As an example to illustrate this methodology we will consider the messaging management primitive DeleteMessage to remove a message from a folder.

On the client side (see figure 1), the user interface (UI) will have a capability to allow the user to delete a message from a folder. Independent of any implementation, the user will be “issuing” the DeleteMessage primitive. When the client receives this primitive it will issue the corresponding SyncML functions provided by the SyncML client implementation. The SyncML client will then follow the SyncML Data Sync protocol [2, 3] to delete “a data item” on the server:

· The client chooses a sync procedure, for example, one-way Sync from the client only.

· Issues the Sync/Delete command specifying the data store (i.e. folder) containing the message to be deleted and the message ID (in SyncML parlance the LUID).

· The server replies to the client, if the synchronization procedure is successful, the message will have been removed from the client and the server folders. 

The description has been verbose but in a specification it can be terse. It is sufficient to have a description of a service primitive and the mapping to the appropriate SyncML command and main XML elements.

4 Intellectual Property Rights

OZ Communications has no knowledge about any IPRs related to this contribution.  
5 Recommendations

MEM should review the contribution and agree on the usefulness of the approach. Action Items should then be assigned to develop the contribution further until it shows how the whole service can be built from the basic building blocks defined here. This should be done for both OMA DS and IETF Lemonade.
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