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1 Reason for Change

This CR is input to bring OMA-MMS-v1_3-CONF-20040727-D into line with new DRM functionalities, complementing and/or detailing DRM functionalities specified in OMA DRM v1.0 and 3GPP MMS Release 6, in order to enhance overall interoperability.
The GSMA SerG DRM Special Project Team (SPT) has a strong interest in defining the MMS DRM related content in the OMA MMS Enabler Release 1.3, working closely together with members from MMSG.  The scope, process and deliverables of the SPT work have been previously discussed in the MWG MMSG meetings in London, 11-03-04 (OMA-MMSG-2004-0106R01-LATE-DRM-Input), Munich, 28-04-04 (OMA-MMSG-2004-0096R02-MMS-DRM-Input) and Bangkok, 24-06-04 (OMA-MMSG-2004-0153 on Additional_DRM_Requirements_in_OMA_1_3_CONF.
 
2 Impact on Backward Compatibility

No impact upon backward compatibility.

3 Impact on Other Specifications

No impact.
4 Intellectual Property Rights

N/A

5 Recommendation

To approve the proposed changes.

6 Detailed Change Proposal

1) To modify section 7.1.5 to reflect enhanced DRM handling present in the 3GPP and 3GPP2 REL6 document set and indicate support SHALL be as indicated in the new section 13:
7.1.5 DRM

Clients that support MM Content Classes with forward lock functionality SHALL support the OMA DRM forward lock functionality as defined in [OMADRM], and as described in section 13. 

Clients that support MM Content Classes with full DRM functionality SHALL support the full OMA DRM functionality (forward lock, combined delivery and separate delivery) as defined in [OMADRM], [OMADRMREL] and [OMADRMCF] and as described in section 13.. 

For examples about MMS containing DRM protected content see the informative Appendix A.

2) To add a new section indicating normative support for OMA DRM (Section 13 referencing [TS23140] section 7.1.15

13. DRM 

The support for DRM protected media objects in MMS SHALL conform to the OMA DRM specifications [OMADRM], [OMADRMREL], [OMADRMCF] and as documented in [TS23140].The following sections describe the application of DRM protection to MMS.

13.1 DRM-Protected Content within a MM

DRM protected media within a MM shall behave as documented in [TS23140] section 7.1.15.1.

DRM protection of media objects (including Text Objects, but excluding v-Card and v-Calendar  object) SHALL be supported.

13.2 DRM-Related Client Behavior

MMS clients shall handle MM containing DRM protected content as documented in [TS23140] section 7.1.15.2.

An MMS Client which supports OMA DRM protection mechanisms SHALL indicate this support in its terminal capability profile using both of the following methods:

1. The MMS Client SHALL indicate supported OMA DRM v1.0 methods by listing the accepted DRM media types associated with each DRM method, as specified in [OMADRM], in the  MmsCcppAccept attribute of the MmsCharacteristics component.

2. Additionally, the MMS Client SHALL advertise the class of OMA DRM v1.0 support in the MmsDrmClass attribute of MmsCharacteristics component as indicated in [MMSCTR].

13.2.1 Additional requirements

13.2.1.1 Composing and submitting of DRM content
An MMS Client SHALL NOT use any Forward Lock or Combined Delivery protected content (i.e. DRM messages) while submitting or composing a MM.  When submitting an already received MM that contains a combination of DRM Message(s) and DCF’s protected objects, the MMS Client  SHALL either submit the MM without enclosing the DRM Message(s) or  restrict the submission of the MM. 
The MMS Client that supports both separate delivery and superdistribution SHALL allow inserting DCFs while composing a new MM.
13.2.1.2 Header support

The MMS Client that supports separate delivery SHALL support the X-OMA-DRM-SEPARATE-DELIVERY header. The presence of this header aims to indicate that the service intends to push the required rights object to the MMS Client using different transport as defined in [OMADRM]. 

In addition, the service can indicate a delay time as a value for the X-OMA-DRM-SEPARATE-DELIVERY header. The delay time indicates the expected relative time for the rights object to arrive at the MMS Client after it receives the MM containing the associated DCF protected content.

The MMS Client SHOULD follow the delay time indicated in the X-OMA-DRM-SEPARATE-DELIVERY header. Followings apply, if a MMS Client follows the delay time:

· The timer on the device related to the estimated delay SHALL start as soon as the MM is received by the MMS Client. 

· If several DCFs are embedded in a single MM, and if there are more than one X-OMA-DRM-SEPARATE-DELIVERY headers, the MMS Client SHALL use the maximum time indicated in these headers.

It is recognized that there are many situations in MMS  where the indicated delay time becomes invalid, however it is out of scope of this document, to tackle these situations.
It is recognized that there are situations in MMS where the X-OMA-DRM-SEPARATE-DELIVERY header and the indicated delay time becomes invalid, however it is out of scope of this document, to address these situations.
When submitting an already received MM that contains a DCF protected object and X-OMA-DRM-SEPARATE-DELIVER header the MMS Client, that supports both separate delivery and superdistribution, SHALL strip off this header.
13.2.1.3 Acquiring of rights and Message handling without valid rights

If an MMS Client resides in a terminal that supports the required transport for acquiring the rights object as defined in [OMADRM], the MMS Client SHALL provide the user with the option to acquire the rights object for a protected content. After receiving the pushed rights object the MMS Client MAY render the media object.
In the absence of a required valid rights object for a protected content within an MM, the MMS Client SHOULD present the MM without the protected content, or MAY restrict the presentation of the whole MM.

13.2.1.4 Rights handling

In case where protected content is constrained by a <count> or an <interval> constraint, the related consumption SHALL be applied whenever the user initiates the rendering of the protected content.
The MMS client that supports separate delivery SHALL apply the following rules when automatically selecting which rights object to apply when accessing content, in case there are multiple rights objects for this content.

1. Only rights objects valid at the time of requesting content access can be considered, for example, those with a <datetime> constraint whose <begin> date still lies in the future cannot be considered.

2. Rights objects with no constraints should be used first.

3. Rights objects containing a <datetime> constraint (and potentially other constraints) should be used to grant access to content before using rights objects that do not contain a <datetime> constraint.

4. If multiple rights objects exist that contain <datetime> constraints (and potentially other constraints), then these should be used in the order of ascending <end> dates first, i.e., those that expire first should be utilized first.

5. If multiple rights objects exist that do not contain a <datetime> constraint (and potentially other constraints), then those containing an <interval> constraint should be used to grant access to content before using rights objects that do not contain an <interval> constraint.

13.3 DRM-Related Relay/Server Behavior

An MMS relay/server SHALL support Forward Lock, Combined Delivery and Separate Delivery DRM functionalities according to [OMADRM], [OMADRMREL], [OMADRMCF] and [TS23140].

13.3.1Support for Forward Lock and Combined Delivery

MMS relay/servers shall handle DRM forward lock and combined delivery as documented in [TS23140] section 7.1.15.

13.3.2 Support for Separate Delivery

 MMS relay/servers shall handle DRM separate delivery as documented in [TS23140] section 7.1.15.

3) To modify Appendix A: OMA (DRM Informative) by removing informative sections which are now covered in normative sections. This section will now only contain samples.

Appendix A. Samples of OMA DRM-protected elements  (Informative)












A.1. One forward-locked media object

Example 1 below shows the textual representation of a multimedia message with a forward-locked media object (a jpg image). 

From:user@example.com

To:+40123456789/TYPE=PLMN

Subject:Hi!

X-MMS-Version:1.0

Content-Type:multipart/related;boundary=ID_1234567


--ID_1234567


Content-Type:application/smil


<smil>

  :

</smil>


--ID_1234567


Content-Type:application/vnd.oma.drm.message;boundary=PUTJTBYRBYTYBV


Content-Location:drmimage.dm


--PUTJTBYRBYTYBV


Content-Type:image/jpeg

Content-Transfer-Encoding:binary


XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX


--PUTJTBYRBYTYBV--


--ID_1234567--


Example 1, Multimedia message with DRM protected content

The textual representation follows [RFC2822] very closely. When the message is sent to the client the MMS protocol specifies a binary format [MMSENC] where the MMS format uses WSP rules to encode headers and multipart objects. In this encoding process, OMA DRM content and headers shall not be altered in any way. 

A2.One separate delivery media object
Example 4 below shows the textual representation of a multimedia message with a separate delivery media object. 

From:user@example.com

To:+40123456789/TYPE=PLMN

Subject:Hi!

X-MMS-Version:1.0

Content-Type:multipart/related;boundary=ID_1234567


--ID_1234567


Content-Type:application/smil


<smil>

    --- reference to “drmimage.dcf” ---


  :

</smil>


--ID_1234567


Content-Type:application/vnd.oma.drm.content


X-Oma-Drm-Separate-Delivery : 15


Content-Transfer-Encoding : binary


Content-Location:drmimage.dcf


XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX


--ID_1234567--


Example 4, Multimedia message with DRM separate delivery protected content

The textual representation follows [RFC2822] very closely. When the message is sent to the client the MMS protocol specifies a binary format [MMSENC] where the MMS format uses WSP rules to encode headers and multipart objects. In this encoding process, OMA DRM content and headers shall not be altered in any way. 
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