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1 Reason for Contribution

One of the deliverables called out in the Device Management Work Item Description [OMA-TP-2002-0023__OMA-REQ-2002-0049-DevMan.doc] is a “Gap analysis between the high-level requirements on device management and existing specifications.”  This contribution compares the high level requirements in the Device Management RD [OMA-TP-2003-0392] with the OMA Device Management Enabler Release v1.1.2 to identify those gaps and establish a work plan.

2 Summary of Contribution

The attached spreadsheet, following the format of an earlier contribution from Ericsson, lists the DM requirements from the Device Management RD and whether or not those requirements are captured in the DM Enabler specifications.  In cases where the RD requirements are addressed in the lower-tier specifications, the specific Enabler document and section are noted.  In cases where we feel that the requirements are not addressed, we include comments indicating the reasons why and recommendations for further work. 

3 Detailed Proposal

It appears to us that the DM Enabler v1.1.2 specifications address (or partially address) about half of the Device Management requirements from the DM Requirements Document.  In some cases the requirements in the RD are ambiguous and require further clarification.  The detailed gap analysis is contained in the attached spreadsheet, but the following are some of the overall conclusions and recommendations:

· Many requirements point to the need for new Enabler specifications describing the functional characteristics of 1) a DM User Agent (hosted on the Device) and 2) the DM Server.

· A few requirements in the RD are either vague, don’t appear to be under the purview of the DM WG, or imply a significant amount of new work.  It may be beneficial to liaise back with the RD authors to request clarification in order to validate these requirements.

· The DM Enabler Release does address DM security, including authentication, confidentiality, and integrity protection, in OMA-SyncML-DMSecurity-V1_1_2.  This specification, however, was largely written prior to the days of OMA and may not capture fully the security requirements of the OMA members.  We feel it would be prudent for the OMA Security WG to perform an audit of this specification against the RD requirements, along with the threat analysis that was discussed in the joint meeting in Berlin.

· Discovery, confidentiality (as described in the RD), and Smart Card security are not addressed in the 1.1.2 release.

· Several additions to the DMProtocol specification are needed to accommodate transaction tracking.

· Interfaces and Device Management interaction with Smart Card are not addressed.

4 Intellectual Property Rights Considerations

None.

5 Recommendation

We recommend that the Device Management Working Group consider this gap analysis, along with similar contributions from other companies, to plan the DM work activities for the next Enabler release.  
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