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1. Scope

This document defines a management object. The objects are defined using the OMA DM Device Description Framework.

2. References

2.1 Normative References

	[CREQ]
	“Specification of WAP Conformance Requirements”. Open Mobile Alliance(. WAP‑221‑CREQ. URL:http//www.wapforum.org/

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”. S. Bradner. March 1997.
URL:http://www.ietf.org/rfc/rfc2119.txt

	[RFC2234]
	“Augmented BNF for Syntax Specifications: ABNF”. D. Crocker, Ed., P. Overell. 
November 1997. URL:http://www.ietf.org/rfc/rfc2234.txt

	[DMTND]
	“SyncML Device Management Tree and Description, Version 1.1.2”. Open Mobile Alliance(. OMA-SyncML-DMTND-V1_1_2. URL:http://www.openmobilealliance.org/tech/docs

	[w7]
	“w7”. Open Mobile Alliance(. URL: http://www.openmobilealliance.org/tech/omna/index.htm 


2.2 Informative References

	None.
	


3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

3.2 Definitions

See the DM Tree and Description [DMTND] document for definitions of terms related to the management tree.
3.3 Abbreviations

None. 

4. Introduction

The purpose of this document is to describe the management object for the device management technology specified by the OMA.

5. Device Management Connectivity Management Object

This management object is used to manage settings for the OMA DM (based on SyncML DM) protocol.

Management object name: org.openmobilealliance/1.0/w7
5.1 Figure of the Management Object
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Figure 1: Device Management Connectivity Management Object

5.2 Management Object Parameters

Parameters are described in Device Management Application Characteristic registration document [w7].

5.2.1 Node: /<X>

This interior node acts as a placeholder for one or more accounts or for a fixed node.

· Status: Required

· Occurs: OneOrMore / One

· Format: Node

· Values: N/A

5.2.2 Node: /<X>/AppID

This node specifies the application ID for device management connectivity management object.

· Status: Optional

· Occurs: ZeroOrOne

· Format: Chr

· Access Types: Get

· Values: w7

5.2.3 Node: /<X>/ProviderID

This node specifies a server identifier for management server used in the management session.

· Status: Required

· Occurs: One

· Format: Chr

· Access Types: Get

· Values: Server identifier

5.2.4 Node: /<X>/Name

This node specifies user displayable name for the management server. 

· Status: Optional

· Occurs: ZeroOrOne

· Format: Chr

· Access Types: Get

· Values: N/A

5.2.5 Node: /<X>/ToProxy

This node specifies a reference to used proxy setting. 

· Status: Required (if use of Proxy supported and if device allows single reference to proxy settings)

· Occurs: One / N/A

· Format: Chr 

· Access Types: Get

· Values: N/A

5.2.6 Node: /<X>/MToProxy

This interior node specifies a possibility for one or more proxy references.

· Status: Required (if use of Proxy supported and if device allows multiple references to proxy settings)

· Occurs: One / N/A

· Format: Node

· Access Types: Get

· Values: N/A

5.2.7 Node: /<X>/MToProxy/<X>

This interior node acts as a placeholder for one or more proxy references.

· Status: Required (if use of Proxy supported and if device allows multiple references to proxy settings)

· Occurs: OneOrMore

· Format: Node

· Access Types: Get

· Values: N/A

5.2.8 Node: /<X>/MToProxy/<X>/MToProxyL

This node specifies a reference to used proxy setting.

· Status: Required (if use of Proxy supported and if device allows multiple references to proxy settings)

· Occurs: One

· Format: Chr

· Access Types: Get

· Values: N/A

5.2.9 Node: /<X>/ToNapID

This node specifies a reference to used Network Access Point setting. 

· Status: Required (if use of NAP supported and if device allows single reference to NAP settings)

· Occurs: One / N/A

· Format: Chr

· Access Types: Get

· Values: N/A

5.2.10 Node: /<X>/MToNapID

This interior node specifies a possibility for one or more NAP references.

· Status: Required (if use of NAP supported and if device allows multiple references to NAP settings)

· Occurs: One / N/A

· Format: Node

· Access Types: Get

· Values: N/A

5.2.11 Node: /<X>/MToNapID/<X>

This interior node acts as a placeholder for one or more NAP references.

· Status: Required (if use of NAP supported and if device allows multiple references to NAP settings)

· Occurs: OneOrMore

· Format: Node

· Access Types: Get

· Values: N/A

5.2.12 Node: /<X>/MToNapID/<X>/MToNapIDL

This node specifies a reference to used NAPsetting.

· Status: Required (if use of NAP supported and if device allows multiple references to NAP settings)

· Occurs: One

· Format: Chr

· Access Types: Get

· Values: N/A

5.2.13 Node: /<X>/Addr

This node is used to specify a single Management Server address, which may differ based on the used transport binding. 

· Status: Required (if device allows single management server address)

· Occurs: One / N/A

· Format: Chr

· Access Types: Get

· Values: N/A

5.2.14 Node: /<X>/AppAddr

This node is used to specify multiple Management Server addresses, which may differ based on the used transport binding. 

· Status: Required (if device allows multiple management server addresses)

· Occurs: One / N/A

· Format: Node

· Access Types: Get

· Values: N/A

5.2.15 Node: /<X>/AppAddr/<X>

This interior node acts as a placeholder for separating one or more Server Addresses.

· Status: Required (if device allows multiple management server addresses)

· Occurs: OneOrMore

· Format: Node

· Access Types: Get

· Values: N/A

5.2.16 Node: /<X>/AppAddr/<X>/Addr

This node specifies a Management Server address.

· Status: Required (if device allows multiple management server addresses)

· Occurs: One

· Format: Chr

· Access Types: Get

· Values: N/A

5.2.17 Node: /<X>/AppAddr/<X>/AddrType

This node specifies a Management Server address type.

· Status: Required (if device allows multiple management server addresses)

· Occurs: One

· Format: Chr

· Access Types: Get

· Values: N/A

5.2.18 Node: /<X>/AppAddr/<X>/Port

This node specifies Port information for Management Server address.

· Status: Optional

· Occurs: ZeroOrOne

· Format: Node

· Access Types: Get

· Values: N/A

5.2.19 Node: /<X>/AppAddr/<X>/Port/<X>

This interior node acts as a placeholder for separating one or more Port settings.

· Status: Required (if Port supported)

· Occurs: OneOrMore

· Format: Node

· Access Types: Get

· Values: N/A

5.2.20 Node: /<X>/AppAddr/<X>/Port/<X>/PortNbr

This node specifies port number.

· Status: Required (if Port supported)

· Occurs: One

· Format: Chr

· Access Types: Get

· Values: N/A

5.2.21 Node: /<X>/AppAuth

This node specifies authentication information.

· Status: Required

· Occurs: One

· Format: Node

· Access Types: Get

· Values: N/A

5.2.22 Node: /<X>/AppAuth/<X>

This interior node acts as a placeholder for separating one or more autheitcation settings.

· Status: Required

· Occurs: OneOrMore

· Format: Node

· Access Types: Get

· Values: N/A

5.2.23 Node: /<X>/AppAuth/<X>/AAuthLevel

This node specifies the authentication level.

· Status: Required

· Occurs: One

· Format: Chr

· Access Types: Get

· Values:

	
	Status
	Interpretation

	APPSRV
	Required
	Credentials client uses to authenticate itself to the SyncML DM Server at the DM protocol level.

	CLIENT
	Required
	Credentials server uses to authenticate itself to the SyncML DM Client at the DM protocol level.

	OBEX
	Required
	Credentials for OBEX authentication.

	HTTP
	Required
	Credentials for HTTP (/WSP) authentication.


Table 1: AAuthLevel Values

5.2.24 Node: /<X>/AppAuth/<X>/AAuthType

This node specifies the authentication type.

· Status: Required

· Occurs: One

· Format: Chr

· Access Types: Get

· Values:

	
	Status
	Interpretation

	HTTP-BASIC
	Required
	HTTP basic authentication done according to RFC 2617.

	HTTP-DIGEST
	Required
	HTTP digest authentication done according to RFC 2617.

	BASID
	Required
	DM 'syncml:auth-basic' authentication as specified in " DM Security".

	DIGEST
	Required
	DM 'syncml:auth-md5' authentication as specified in " DM Security".

	HMAC
	Optional
	DM 'syncml:auth-hmac' authentication as specified in " DM Security".

	X509
	Optional
	'syncml:auth-X509' authentication done according to " Representation Protocol".

	SECUREID
	Optional
	'syncml:auth-securid' authentication done according to " Representation Protocol".

	SAFEWORD
	Optional
	'syncml:auth-safeword' authentication done according to " Representation Protocol".

	DIGIPASS
	Optional
	'syncml:auth-digipass' authentication done according to " Representation Protocol".


Table 1: AAuthType Values

5.2.25 Node: /<X>/AppAuth/<X>/AAuthName

This node specifies the authentication name.

· Status: Required

· Occurs: One

· Format: Chr

· Access Types: Get

· Values: N/A

5.2.26 Node: /<X>/AppAuth/<X>/AAuthSecret

This node specifies the authentication secret.

· Status: Required

· Occurs: One

· Format: Chr

· Access Types: No Get

· Values: N/A

5.2.27 Node: /<X>/AppAuth/<X>/AAuthData

This node specifies the authentication nonce.

· Status: Required

· Occurs: One

· Format: Chr

· Access Types: No Get

· Values: N/A

5.3 DDF for the Management Object
(Informative)

<?xml version="1.0" encoding="UTF-8"?>
<!DOCTYPE MgmtTree SYSTEM "http://www.openmobilealliance.org/syncml/docs/syncml_dm_ddf_v11_20020215.dtd">

<MgmtTree>

<VerDTD>1.1.2</VerDTD>

<Man>--OMA--</Man>

<Mod>--The device model--</Mod>

<Node>


<NodeName/>


<DFProperties>



<AccessType/>



<DFFormat>




<node/>



</DFFormat>



<DFTitle>The Interior node</DFTitle>


</DFProperties>


<Node>



<NodeName>AppID</NodeName>



<DFProperties>




<AccessType>





<Get/>




</AccessType>




<DFFormat>





<chr/>




</DFFormat>




<Occurrence>





<ZeroOrOne/>




</Occurrence>




<DFTitle>Application ID for the settings set</DFTitle>




<DFType>





<MIME>text/plain</MIME>




</DFType>



</DFProperties>


</Node>


<Node>



<NodeName>ProviderID</NodeName>



<DFProperties>




<AccessType>





<Get/>




</AccessType>




<DFFormat>





<chr/>




</DFFormat>




<Occurrence>





<One/>




</Occurrence>




<DFTitle>Server ID</DFTitle>




<DFType>





<MIME>text/plain</MIME>




</DFType>



</DFProperties>


</Node>


<Node>



<NodeName>Name</NodeName>



<DFProperties>




<AccessType>





<Get/>




</AccessType>




<DFFormat>





<chr/>




</DFFormat>




<Occurrence>





<ZeroOrOne/>




</Occurrence>




<DFTitle>Displayable name for the DM settings</DFTitle>




<DFType>





<MIME>text/plain</MIME>




</DFType>



</DFProperties>


</Node>


<Node>



<NodeName>ToProxy</NodeName>



<DFProperties>




<AccessType>





<Get/>




</AccessType>




<DFFormat>





<chr/>




</DFFormat>




<DFTitle>Logical reference to the Proxy connectivity object</DFTitle>




<DFType>





<MIME>text/plain</MIME>




</DFType>



</DFProperties>


</Node>


<Node>



<NodeName>MToProxy</NodeName>



<!--MToProxy node starts here.-->



<DFProperties>




<AccessType>





<Get/>




</AccessType>




<DFFormat>





<node/>




</DFFormat>




<DFTitle>A collection of all references to multiple Proxy connectivity objects</DFTitle>



</DFProperties>



<Node>




<NodeName/>




<DFProperties>





<AccessType>






<Get/>





</AccessType>





<DFFormat>






<node/>





</DFFormat>





<Occurrence>






<OneOrMore/>





</Occurrence>





<DFTitle>The "name" node for a multiple Proxy  connectivity object</DFTitle>




</DFProperties>




<Node>





<NodeName>MToPxIDL</NodeName>





<DFProperties>






<AccessType>







<Get/>






</AccessType>






<DFFormat>







<chr/>






</DFFormat>






<Occurrence>







<One/>






</Occurrence>






<DFTitle>Logical reference to a multiple Proxy  connectivity object</DFTitle>






<DFType>







<MIME>text/plain</MIME>






</DFType>





</DFProperties>




</Node>



</Node>


</Node>


<Node>



<NodeName>ToNapID</NodeName>



<DFProperties>




<AccessType>





<Get/>




</AccessType>




<DFFormat>





<chr/>




</DFFormat>




<DFTitle>Logical reference to the NAP connectivity object</DFTitle>




<DFType>





<MIME>text/plain</MIME>




</DFType>



</DFProperties>


</Node>


<Node>



<NodeName>MToNapID</NodeName>



<!--MToNapID node starts here.-->



<DFProperties>




<AccessType>





<Get/>




</AccessType>




<DFFormat>





<node/>




</DFFormat>




<DFTitle>A collection of all references to multiple NAP connectivity objects</DFTitle>



</DFProperties>



<Node>




<NodeName/>




<DFProperties>





<AccessType>






<Get/>





</AccessType>





<DFFormat>






<node/>





</DFFormat>





<Occurrence>






<OneOrMore/>





</Occurrence>





<DFTitle>The "name" node for a multiple NAP connectivity object</DFTitle>




</DFProperties>




<Node>





<NodeName>MToNapIDL</NodeName>





<DFProperties>






<AccessType>







<Get/>






</AccessType>






<DFFormat>







<chr/>






</DFFormat>






<Occurrence>







<One/>






</Occurrence>






<DFTitle>Logical reference to a multiple NAP connectivity object</DFTitle>






<DFType>







<MIME>text/plain</MIME>






</DFType>





</DFProperties>




</Node>



</Node>


</Node>


<Node>



<NodeName>Addr</NodeName>



<DFProperties>




<AccessType>





<Get/>




</AccessType>




<DFFormat>





<chr/>




</DFFormat>




<DFTitle>server address.</DFTitle>




<DFType>





<MIME>text/plain</MIME>




</DFType>



</DFProperties>


</Node>


<Node>



<NodeName>AppAddr</NodeName>



<!--AppAddr node starts here.-->



<DFProperties>




<AccessType>





<Get/>




</AccessType>




<DFFormat>





<node/>




</DFFormat>




<DFTitle>A collection of all references to AppAddr objects</DFTitle>



</DFProperties>



<Node>




<NodeName/>




<DFProperties>





<AccessType>






<Get/>





</AccessType>





<DFFormat>






<node/>





</DFFormat>





<Occurrence>






<OneOrMore/>





</Occurrence>





<DFTitle>The "name" node for a multiple AppAddr object</DFTitle>




</DFProperties>




<Node>





<NodeName>Addr</NodeName>





<DFProperties>






<AccessType>







<Get/>






</AccessType>






<DFFormat>







<chr/>






</DFFormat>






<Occurrence>







<One/>






</Occurrence>






<DFTitle>Server Address</DFTitle>






<DFType>







<MIME>text/plain</MIME>






</DFType>





</DFProperties>




</Node>




<Node>





<NodeName>AddrType</NodeName>





<DFProperties>






<AccessType>







<Get/>






</AccessType>






<DFFormat>







<chr/>






</DFFormat>






<Occurrence>







<One/>






</Occurrence>






<DFTitle>Server Address Type</DFTitle>






<DFType>







<MIME>text/plain</MIME>






</DFType>





</DFProperties>




</Node>




<Node>





<NodeName>Port</NodeName>





<!--Port node starts here.-->





<DFProperties>






<AccessType>







<Get/>






</AccessType>






<DFFormat>







<node/>






</DFFormat>






<Occurrence>







<ZeroOrOne/>






</Occurrence>






<DFTitle>A collection of all Port objects</DFTitle>





</DFProperties>





<Node>






<NodeName/>






<DFProperties>







<AccessType>








<Get/>







</AccessType>







<DFFormat>








<node/>







</DFFormat>







<Occurrence>








<OneOrMore/>







</Occurrence>







<DFTitle>The "name" node for a Port object</DFTitle>






</DFProperties>






<Node>







<NodeName>PortNbr</NodeName>







<DFProperties>








<AccessType>









<Get/>








</AccessType>








<DFFormat>









<chr/>








</DFFormat>








<Occurrence>









<One/>








</Occurrence>








<DFTitle>Port</DFTitle>








<DFType>









<MIME>text/plain</MIME>








</DFType>







</DFProperties>






</Node>





</Node>




</Node>



</Node>


</Node>


<Node>



<NodeName>AppAuth</NodeName>



<!--AppAuth node starts here.-->



<DFProperties>




<AccessType>





<Get/>




</AccessType>




<DFFormat>





<node/>




</DFFormat>




<Occurrence>





<One/>




</Occurrence>




<DFTitle>A collection of all references to multiple Application Authentication objects</DFTitle>



</DFProperties>



<Node>




<NodeName/>




<DFProperties>





<AccessType>






<Get/>





</AccessType>





<DFFormat>






<node/>





</DFFormat>





<Occurrence>






<OneOrMore/>





</Occurrence>





<DFTitle>The "name" node for a multiple Application Authentication object</DFTitle>




</DFProperties>




<Node>





<NodeName>AAuthLevel</NodeName>





<DFProperties>






<AccessType>







<Get/>






</AccessType>






<DFFormat>







<chr/>






</DFFormat>






<Occurrence>







<One/>






</Occurrence>






<DFTitle>Application Authentication level</DFTitle>






<DFType>







<MIME>text/plain</MIME>






</DFType>





</DFProperties>




</Node>




<Node>





<NodeName>AAuthType</NodeName>





<DFProperties>






<AccessType>







<Get/>






</AccessType>






<DFFormat>







<chr/>






</DFFormat>






<Occurrence>







<One/>






</Occurrence>






<DFTitle>Application Authentication Type</DFTitle>






<DFType>







<MIME>text/plain</MIME>






</DFType>





</DFProperties>




</Node>




<Node>





<NodeName>AAuthName</NodeName>





<DFProperties>






<AccessType>







<Get/>






</AccessType>






<DFFormat>







<chr/>






</DFFormat>






<Occurrence>







<One/>






</Occurrence>






<DFTitle>Application Authentication Name</DFTitle>






<DFType>







<MIME>text/plain</MIME>






</DFType>





</DFProperties>




</Node>




<Node>





<NodeName>AAuthSecret</NodeName>





<DFProperties>






<AccessType>







<!-- no GET-->






</AccessType>






<DFFormat>







<chr/>






</DFFormat>






<Occurrence>







<One/>






</Occurrence>






<DFTitle>Application Authentication Secret</DFTitle>






<DFType>







<MIME>text/plain</MIME>






</DFType>





</DFProperties>




</Node>




<Node>





<NodeName>AAuthData</NodeName>





<DFProperties>






<AccessType>







<!-- no GET-->






</AccessType>






<DFFormat>







<chr/>






</DFFormat>






<Occurrence>







<One/>






</Occurrence>






<DFTitle>Application Authentication Data</DFTitle>






<DFType>







<MIME>text/plain</MIME>






</DFType>





</DFProperties>




</Node>



</Node>


</Node>

</Node>
</MgmtTree>
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